In this growing IT world

Introduction
In this growing IT world, maintaining security has been major concern to all IT and ITES companies regardless of whether they are small or large company. We all know that security is the important key for emerging IT world, but as the security tools and their technologies are developed year over year, the number of threats and security breaches are also increasing, turning to be a major threat for IT companies (revenues and reputations). So many companies are in need of certain rules and methods in maintaining their standards with respect to the security. This being the reason, the organisations are spending a lot of money on IT security. Moreover, it has been predicted that there would be a tremendous increase in growth on IT security as security breaches and threats keep on increasing. In case of security, what are these standards include? Criteria include capacity, accuracy and speed for assessment, encryption, packet inspection and other protection technologies.

The question is how do we apply these standards in real time? The answer is we need to collect, correlate and impose security events from various logging tools such as IDS, IPS, Sniffer, access control and many other security tools to monitor and log data by one single application. This application which is developed particularly for this purpose is known as SIEM (Security Information Event Management). Following the introduction, we discuss what is SIEM? What are the reasons for birth of SIEM? What are their types and technologies involved? Later we analyse and discuss SIEM facts and its advantages and disadvantages and also its future growth and critical review them. Finally we conclude by summarizing this report.
Background

SIEM
Security Information and Event Management (SIEM) is an application used by IT professionals and network administrators to manage other security tools like IDS, IPS, access controls, sniffers etc collectively and to automatically resolve the security concerns which are reported. The day to day responsibilities of IT companies include audits, standards and IT audits, standards, rules and principles. So as to maintain these daily requirements, IT companies are spending As part of that burden, organizations are spending meaningful time and energy in maintaining their security standards.
Birth of SIEM
Many IT companies were facing problem with security tools like Intrusion prevention and detection systems IDS/IPS and spend a lot of their time and money in resolving them. The problem that stopped them from succeeding is that these tools are not able to distinguish false alarms in real time attacks though these tools were very good at detecting and reporting external attacks. Many IDS/IPS technologies report false positives for larger period. As a result, IT professionals and network administrators needed to develop an application in order to overcome this problem. So the first generation of SIEM developed in order to reduce the SNR (Signal to Noise Ration) and helps in reporting only vital threats and attacks. The IT administrators and system administrators used rule based correlation technique that helped them in detecting real time attacks. By using rule-based correlation to help IT and network administrators detect real attacks. Many IT companies enforced this technique to collect and correlate security events reported by other security tools like IDS/IPS, firewalls etc to alert against security attacks and security breaches. Though these solutions are cost effective and time consuming they are able to sort out the problem of many false alerts and effective against threats and attacks. Now IT companies which use SIEM have solution for the real time threats and attacks and alarm requirements to report against security breaches. The SIEM had a fine growth and mainly focused on solutions to the security threats.

Once the SIEM came into existence, government followed strict rules and regulations to broaden use of it in order to cover full scope of people, process and technology. It results in deviation in the process, on one side it is driven for the purpose of threat management and other side for maintaining certain standards. The threat management involves monitoring and logging of data collectively from all he security tools. The aim of IT companies, who are using this tool, is to provide customer satisfaction by providing solution to their security issues.
Types of SIEM system
The IT companies and vendor uses SIEM on both type of system either it can be software based or appliance based. So the IT companies can use any of them. Some vendors are now providing their SIEM capability on either architecture using it on standard so you have the choice to deploy on standard programs within your data field and computer networks which are backed by its inner functions or distribute on appliances based system. This actually depends on many factors such as deployment scale, integration issues, security device support, affordability, expected data loads and platform support
Appliance based SIEM system
The small IT companies or small organisations with a little needs would be choosing or enforcing an appliance based system because many software based solutions don't ratio well when comparing with SIEM systems as an appliance.
Software based SIEM system
Large companies or organisations with heavy requirements would be better server when implemented using software based SIEM systems though there are some upcoming challenges by the bettered scalability of the appliance based SIEM solutions.
Technologies and Benefits
For all IT companies, SIEM solutions is one of the vital system for error free threat detection and attacks, which in turn helps the company to save time and money.
· SIEM is an automated system which analyse process automatically with respect to network and security logs irrespective of threats detection. A SIEM system provides the foundation for establishing processes for linking system access to individual users. The current standard includes monitoring ans reporting as main audit necessity, particularly the process which requires administrative privileges.

· A SIEM system identifies and responds automatically to resolve security concerns.
This system at the first served different spectators and has been purchased by different vendors. It actually acts as two sides, first side of it used for managing identities and second one manages establishment of the controls strength.
SIEM functionality
Security Event Management helps the IT professional to give importance to the view of the doings and security standard of organisations. It collects huge amount of event logs and alerts from the other security tools such as IDS/IPS, firewalls, access controls and user authentication systems. Some advanced systems also correlate this security information with all the other corporate systems. The security logs include: identifying the users who are accessing systems, where they have been accessed from, it also identifies the computer they are using, identifies systems current features that are used etc.

This system track all the events, filters non-threatening attacks, and correlate the logs to see whether the threat still exists and then report both correlated and filtered security information as single report. This actually helps IT administrators to have clear understanding of what is happening to their entire corporate network this in turn save time and money for the organisation thereby improvement in the management of security risks and resolving them quickly with the help of SIEM systems. More than that, it provides full details of all security events there by helping the IT staffs to maintain their company standards and reputations and thereby increasing corporate revenues.
Future SIEM system
Even though SIEM systems are good at identifying threats and attacks and resolve them, not all SIEM systems are the same, they differ in their functionality. According to analysts so far they are convinced that users should opt for the security system that offers or supports widest range of security information from multiple applications, which all depends on the user on how they want their security system to work and customize according to that without much effort. Also an upcoming SIEM system will be capable of throwing alert on new threats and can also resolve them automatically by performing side by side system updates without human intervention.
· http://www.enterprisenetworksandservers.com/monthly/art.php?2848

· http://www.exploresiem.com/siem.html

· http://www.sans.org/reading_room/analysts_program/eventMgt_Feb09.pdf

· http://www.sans.org/reading_room/whitepapers/logging/a_practical_application_of_sim/sem/siem_automating_threat_identification_1781

· http://www.zepko.com/simformation4.html

· http://www.wickhill.co.uk/knowledge_library/loglogic/whitepapers/it-all-starts-with-log-management.pdf

