Dominated by science and technology

SOFTWARE QUALITY ASSURANCE
Looking at how the world is gradually being dominated by science and technology, it is inevitable to believe that Information Technology (IT) being one of the promoting factors in various conveniences brought to our daily lifestyles is emphasized dearly. In general, computers are mediums that act as a bridge in utilizing Information Technology where they are separated into two major fields which are the hardware part and the software part. As much as how we are concerned on the hardware part to be reliable and long lasting, the software part is not any inferior in this context as well.

When "reliability" is questioned, there is a better word in replacing the intentions implied which covers basically every other factors that might influence it - "Quality". When quality is emphasized, it is because there are a significant number of demands upon a particular product where people are relying on. This concerns not just the overall satisfaction of the consumers but also the key of success and survival of any businesses in producing it. When "software" and "quality" are put together, this is where we focus on the context and ideas of how it is determined which in other words, the assurance of software quality.

What is Software Quality Assurance (SQA)? According to the Software Assurance Technology Center (SATC) at NASA Goddard Space Flight Center (GSFC), it is defined as a planned and systematic approach to the evaluation of the quality of and adherence to software product standards, processes, and procedures. SQA comprises the process of assuring that standards and procedures are established and are followed throughout the software acquisition life cycle. Falling in line with agreed-upon standards and procedures is assessed through product evaluation, process monitoring, and audits. Software development and control processes should include quality assurance approval points, where an SQA evaluation of the product may be done in relation to the applicable standards, such as ISO 9000 or CMMI. An overview given by the free encyclopedia, Wikipedia states that SQA encompasses the entire software development process, which includes processes such as software design, coding, source code control, code reviews, change management, configuration management, and release management.

Software quality can also be referred to as the absence of defects that would make software either stop completely or produce unacceptable results in the perspective of an end user, as described by Nina (2004). Defects can be traced to any stage in the Software Development Life Cycle (SDLC) and range in severity levels. Therefore, a working definition in the context of software quality should meet two significant criteria. First, the quality of the software must be measurable when it occurs and secondly, the quality of the software should also be predictable when it occurs.

According to Nina, one of the critical challenges for any quality program is to devise a mechanism for enabling independent reviews of the work done by others. The requirement is to focus on those SQA methodologies that allow development work to be reviewed by people who are not primarily developers. As per software CMM (Capability Maturity Model) version 1.1, SQA includes activities like auditing, reviews and etc. which are done by "Software Quality Analysts". The role of a Software Quality Analyst is to observe the methods and standards which the software developers use and to verify whether the applied methods are well commenced. Quality Assurance as a function is a valid discipline in its own right which is what is needed to build a strong quality program in any organizations. It incorporates the knowledge of statistical methods, quality control principles, the software process and the ability to deal effectively with people in litigious circumstances.

The primary benefit of creating a dedicated Quality group is the assurance it provides the management in showing that the formally established process is actually being put into practice. To be more precise, establishing a Software Quality Assurance program in an organization guarantees that an appropriate development methodology is in place, the projects use standards and procedures in their work, independent reviews and audits are conducted, documentation is produced to support maintenance and enhancement, the documentation is produced during and not after development (which most organizations actually practice this as a formality instead actually practicing for its purposes), mechanisms are in place and used to control changes (configuration management), testing executed would emphasize all the high-risk product areas, each software task is reasonably accomplished before the subsequent processes are begun (phase-end inspections), variations from standards and procedures are rendered as soon as possible (waivers and deviation), the quality control work itself performed against establishment standards, and the SQA plan and the software development plan are compatible.

The term "SQA" actually falls into two main contexts; as a role (Software Quality Analyst) and as a function (Software Quality Assurance). Beyond all the possible arguments and disagreements on the need of SQA, experience serves as a useful guide. Based on what Nina had found in a study aimed at studying software managers' views upon the reasons for project success and failure, it was found that while the value of Quality Assurance was not explicitly addressed upon the enforcement of the project management standards, 76 percent of the projects were successful, as opposed to only 60 percent when no standards were followed as proper guidelines.

Furthermore, IBM system/ 360 and 370 software development had also demonstrated the value of SQA in enforcing development standards. The experience of doing so had reported to have improved three to five times over an eight-year period upon software quality improvements. Though it is undeniable that it includes many other factors, SQA was still an important part of their project. With the perceptions of many project managers that agrees in the part where SQA is found increasingly advantageous from both cost-effectiveness and product quality standpoints, it is significantly proved that SQA had increased the ability to predictably engineer reliable systems.

The issues with software are not whether checks are needed, but who does them and how whereby the people hired in the SQA function perform this independent check. Usually in small organizations, it is often doable for software manager to monitor the work so closely that SQA function is not necessary, but as the size of the staff rises or the project scope increases, the managers often are distracted to other duties like client liaison, taking care of statutory and regulatory requirements, reporting to senior managements and other properties that concerns their leaderships. In time, they will lose touch with the day to day technical work. This is when they need to do one of the followings: motivate the people to monitor each others' work (buddy systems), find some way to handle their own workload so that they can monitor more closely on the project works, or hire someone to do the audit work. From the economic, moral and technical perspective, the first alternative is often the most desirable solution. Alas, as software organizations grow beyond few dozen people or when the project scope exceeds the capabilities of existing knowledge and skills, these "buddy systems" would readily breakdown in any time. Thus, this is when the establishment of Software Quality Assurance function becomes vital for the management to remedy.

The objectives of Software Quality Assurance function as summarized by Nina are broadly stated as: To improve software quality by appropriately monitoring both the software and the development process that produces it, to ensure full compliance with the established standards and produces for the software and the software process, to ensure that any inadequacies in the product, the process, or the standards are brought to management's attention so that these inadequacies can be fixed or solved. It is significant to not misunderstand that the SQA function is responsible for producing quality products or for making quality plans. These are the jobs for project managers. SQA as a function is only responsible for auditing the quality actions of the line organization and defects. There are two styles according to Nina, in which the SQA role can be deployed which is either an independent responsibility can be given to an individual as a team member of the project, who then reports to the project manager in the capacity of an Software Quality Analyst or there can be an independent SQA function from where the Software Quality Analysts are assigned to an organization's software projects. In either case, what is noteworthy is that the Quality Assurance function impartially upholds its independence of obligation, running as eyes and ears of the management, providing visibility to the senior management regarding on the product realization activities.

So what exactly are the roles and responsibilities of SQA? Note that the acronym for "SQA" stands not just for Software Quality Assurance but also Software Quality Analysts as well. The connotation of the term is to be interpreted in accordance to the context in which it is being discussed. As per what has been mentioned earlier, the people executing the software projects are the only ones who can be responsible for quality, not the Software Quality Analyst. The role of SQA is to monitor the way these groups handle their responsibilities and obligations. Due to this, there are a few potential misunderstandings to be distinguished as described by Nina, such as, it is a mistake to assume that the SQA people themselves can do anything about "enforcing" quality; The existence of SQA function does not ensure that the standards and procedures are followed; Unless management periodically demonstrates its support for SQA by following their recommendations, SQA will be ineffective; Unless line management requires that SQA try to resolve their issues with project management before escalation, SQA and development will not work together effectively; All SQA can do is alert management to deviations from established standards and management must then insist that the quality problems be fixed before the product is shipped for otherwise, SQA becomes an expensive bureaucratic exercise.

Since SQA activities of process monitoring, product evaluation and auditing rely upon unequivocal definitions to measure project compliance, proper documentation and of standards and procedures is necessary. Types of standards as mentioned in SATC include: Documentation Standards which specify form and content for planning, control, and product documentation and provide consistency throughout a project. The NASA Data Item Descriptions (DIDs) are one example of documentation standards; Design Standards which specify the form and content of the design product. They provide rules and methods for translating the software requirements into the software design and for representing it in the design documentation; Code Standards which specify the language in which the code is to be written and define any restrictions on use of language features. They define legal language structures, style conventions, rules for data structures and interfaces, and internal code documentations. On the other hand, procedures are explicit steps to be followed in carrying out a process whereby all processes should have documented procedures. Examples of processes for which procedures are needed are configuration management, non-conformance reporting and corrective action, testing, and formal inspections.

As for the responsibilities of SQA function, it can be efficient when people working in the function are permitted to report through an independent management chain, where they are properly staffed with competent and experienced professionals with the appropriate skills and dedicated knowledge capacity and attitude that allows them to see their role as supporting the development and maintenance personnel in improving product quality. This actually requires that they be given certain responsibilities in order to do so. Nina had stated that, the responsibilities would include: Review all development and quality plans for completeness, participate as inspection moderators in design and code inspections, review all test plans for adherence to standards, review a significant sample of all test results to determine adherence to plan, periodically audit SCM (Software Configuration Management) performance to determine adherence to standards, participate in all projects quarterly and phase reviews and register nonoccurrence if the appropriate standards and procedures have not been reasonably met, if SQA fulfills its responsibilities and if senior management refuses to allow line management to commit and to ship products until the SQA issues have been addressed, then the SQA can help management improve product quality.

Some examples of typical items as shown by Nina that are to be brought under SQA review, include requirements traceability matrix (to show that the product specifications cover the requirements asked for by the customer), implementation traceability matrix (or similar tool used to show that the product specifications are implemented in the design), documentation samples, samples of development records, software configuration management activities (as per practices stated in the configuration management plan), sub-contractor's quality assurance function (important when outsourcing part of or the entire development work), all plans that are prepared during the tenure of software projects, peer reviews and testing related activities, reviews of design, documentation and code to see adherence to organization's standards.

Other relationships in detail of an organization that considers the collaboration of SQA whereby the assurance activities as described by SATC include Configuration Management Monitoring, Verification and Validation Monitoring and Formal Test Monitoring. In Configuration Management Monitoring, SQA assures that software Configuration Management (CM) activities are performed in accordance with the CM plans, standards, and procedures. SQA will review the CM plans for the compliance with software CM policies and requirements and provides follow-ups for non-conformance. SQA then audits the CM functions for adherence to standards and procedures and prepares reports of its results. The CM activities monitored and audited by SQA include baseline control, configuration identification, configuration control, configuration status accounting, and configuration authentication. SQA also monitors and audits the software library. SQA assures that: Baselines are established and consistently maintained for use in subsequent baseline development and control. Software configuration identification is consistent and accurate with respect to the numbering or naming of computer programs, software modules, software units, and associated software documents. Configuration control is maintained in such a way that the software configuration used in critical phases of testing, acceptance, and delivery is compatible with the associated documentation. Configuration status accounting is performed accurately including the recording and reporting of data reflecting the software's configuration identification, proposed changes to the configuration identification, and the implementation status of approved changes. Software configuration authentication is established by a series of configuration reviews and audits that display the performance required by the software requirements specification and the configuration of the software is accurately reflected in the software design documents. Software development libraries provide proper handling of software codes, documentations, media, and related data in their various forms and versions from the time of their initial approval or acceptance until they have been incorporated into the final media. Approved changes to baseline software are made properly and consistently in all products, and no unauthorized changes are made.

For Verification and Validation (V&V) activities, SQA involves by monitoring technical reviews, inspections, and walkthroughs. The SQA role in formal testing is described in the next section. The SQA role in reviews, inspections, and walkthroughs is to observe, participate as needed, and verify that they were properly conducted and documented. SQA also ensures that any actions required are assigned, documented, scheduled, and updated. Formal software reviews should be conducted at the end of each phase of the life cycle to identify problems and determine whether the interim product meets all applicable requirements. Examples of formal reviews are the Preliminary Design Review (PDR), Critical Design Review (CDR), and Test Readiness Review (TRR). A review looks at the overall picture of the product being developed to see if it satisfies its requirements. Reviews are part of the development process, designed to provide a ready/not-ready decision to begin the next phase. In formal reviews, actual work done is compared with established standards. SQA's main objective in reviews is to assure that the Management and Development Plans have been followed, and that the product is ready to proceed with the next phase of development. Although the decision to proceed is a management decision, SQA is responsible for advising management and participating in the decision. An inspection or walkthrough is a detailed examination of product on a step-by-step or line-of-code by line-of-code basis to find errors. For inspections and walkthroughs, SQA assures, at a minimum, which the process is properly completed and that needed follow-up is done. The inspection process may be used to measure compliance to standards.

Lastly, Formal Test Monitoring would require SQA to assure that formal software testing, such as acceptance testing, is done in accordance with plans and procedures. SQA reviews testing documentation for completeness and adherence to standards. The documentation review includes test plans, test specifications, test procedures, and test reports. SQA monitors testing and provides follow-up on non-conformance. By test monitoring, SQA assures software completeness and readiness for delivery. The objectives of SQA in monitoring formal software testing are to assure that: The test procedures are testing the software requirements in accordance with test plans. The test procedures are verifiable. The correct or "advertised" version of the software is being tested (by SQA monitoring of the CM activity). The test procedures are followed. Non-conformances occurring during testing (that is, any incident not expected in the test procedures) are noted and recorded. Test reports are accurate and complete. Regression testing is conducted to assure non-conformances have been corrected. Resolution of all non-conformances takes place prior to delivery. Software testing verifies that the software meets its requirements. The quality of testing is assured by verifying that project requirements are satisfied and that the testing process is in accordance with the test plans and procedures.

In addition to the general activities described above, there are also phase-specific SQA activities that should be conducted during the Software Acquisition Life Cycle (SALC). At the terminal point of each phase, SQA concurrence becomes the key element in the management decision to initiate the next life cycle phase. Suggested activities as per SATC for each phase are Software Concept and Initiation Phase, Software Requirements Phase, Software Architectural Design Phase, Software Detailed Design Phase, Software Implementation Phase, Software Integration and Test Phase, Software Acceptance and Delivery Phase and last but not the least, Software Sustaining Engineering and Operations Phase.

In the Software Concept and Initiation Phase, SQA should be involved in both writing and reviewing the Management Plan in order to assure that the processes, procedures, and standards identified in the plan are appropriate, clear, specific, and auditable. During this phase, SQA also provides the QA section of the Management Plan. As for the Software Requirements Phase, SQA assures that software requirements are complete, testable, and properly expressed as functional, performance, and interface requirements. SQA activities during the Software Architectural (preliminary) Design Phase include: Assuring adherence to approved design standards as designated in the Management Plan; Assuring all software requirements are allocated to software components; Assuring that a testing verification matrix exists and is kept up to date; Assuring the Interface Control Documents are in agreement with the standard in form and content; Reviewing PDR documentation and assuring that all action items are resolved; Assuring the approved design is placed under configuration management. Whereas SQA activities during the Software Detailed Design Phase include: Assuring that approved design standards are followed; Assuring that allocated modules are included in the detailed design; Assuring that results of design inspections are included in the design; Reviewing CDR documentation and assuring that all action items are resolved.

As for SQA activities during the Software Implementation Phase include the audit of: Results of coding and design activities including the schedule contained in the Software Development Plan; Status of all deliverable items; Configuration management activities and the software development library; Non-conformance reporting and corrective action system. Software Integration and Test Phase on the other hand would include SQA activities such as: Assuring readiness for testing of all deliverable items; Assuring that all tests are run according to test plans and procedures and that any non-conformances are reported and resolved; Assuring that test reports are complete and correct; Certifying that testing is complete and software and documentation are ready for delivery; Participating in the Test Readiness Review and assuring all action items are completed. As a minimum, SQA activities during the Software Acceptance and Delivery Phase should include assuring the performance of a final configuration audit to demonstrate that all deliverable items are ready for delivery while for the Software Sustaining Engineering and Operations Phase, there will be mini-development cycles to enhance or correct the software. During these development cycles, SQA conducts the appropriate phase-specific activities described above.

As a conclusion, embedded quality practices can make a difference between lost revenues and improved profitability, between delayed release and speedier delivery, between poor product performance and true customer satisfaction. Thus, the establishment of Software Quality Assurance in organizations is vital in assuring the symbiosis relationship between customers and manufacturers upon the quality of products made and sold. Without quality, quantity may never exist in terms of demand and overall satisfactory.
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