The flaws of security

Illegal File Sharing Controversy
The controversial act of illegal file sharing copyrighted content through the use of the internet has questioned computer ethics. There have been a number of cases involving this supposed illegal act but I will discuss a couple of these cases in detail and explain their significance to the ethical standards of computing machinery. In addition, I will provide statistical data that favors my position and discuss the flaws of security behind the use of peer-to-peer networks to file share.

Computer Ethics is the part of practical philosophy that pertain to the decisions of computer professionals with the considerations of professional and social conduct.

There is little attention paid to the domain of professional ethics ? the values that guide the day-to-day activities of computing professionals in their role as professionals. By computing professional I mean anyone involved in the design and development of computer artifacts? The ethical decisions made during the development of these artifacts have a direct relationship to many of the issues discussed under the broader concept of computer ethics.( Gotterbarn 26)

There has been a published set of ethical standards released by the Association for Computing Machinery or ACM to the public. ACM claims to be ?The World?s Largest Educational and Scientific Computing Society? that delivers resources that advance computing as a science and a profession. (Welcome ? Association for Computing Machinery) ?It is not enough that you should understand about applied science in order that your work may increase man?s blessings. Concern for man himself and his fate must always form the chief interest of all technical endeavors? (Einstein, Albert).

File sharing is the practice of distributing or providing access to electronically stored information such as electronic books, documents, multimedia, or computer programs. In the modern world, file sharing usually refers to the act being over the internet. There are two types of file sharing: peer-to-peer networking and file hosting services. A file hosting service is an internet hosting service, designed to host static content such as large files. They come in the form of a website. These services usually permit web and ftp access. A peer-to-peer or P2P network is a distributed network topology composed of peers that make a amount of their computer?s characteristics such as disk storage available to the other peers across the networks, without the aid of central server. The peers become suppliers as well as consumers. In contrast, servers are the suppliers and the clients are the consumers in client-server topology.

There will be two cases discussed in detail involving file sharing and their significance to computer ethics: (1) Sony Corporation of America versus Universal City Studios Incorporated, and (2) A&M Records Incorporated versus Napster Incorporated.

Sony Corporation of America has manufacture and attempted to sell the Betamax, home video tape recorders. The Universal City Studios Incorporated claimed to own the copyrights on some of the television programs that are broadcasted on public airwaves. Some people have used the Betamax to record some of these broadcasts. The question presented is whether the sale of Sony Corporation of America?s Betamax to the general public breech any of the rights discussed upon Universal City Studios Incorporated by the Copyright Act

The Universal City Studios Incorporated initiated this copyright transgression action against Sony Corporation of America in the United States District Court for the Central District of California in 1976. Universal City Studios Incorporated declared that some people had applied the Betamax to record some of their advertised copyrighted works. Universal Studios further argue that Sony Corporation of America were accountable for the copyright transgression allegedly contravened by the consumers of the Betamax because their marketing of the product in question, Betamax, video tape recorder. Universal City Studios Incorporated sought capital afflictions and equitable accounting of remunerations from Sony Corporation of America as well as a prohibition against the manufacture and marketing of the Betamax, video tape recorder.

After the trial, the District Court contravenes Universal City Studios Incorporated of their sought relief and entered judgment for Sony Corporation of America. The United States Court of Appeals for the Ninth Circuit antithesis the District Court?s decision on the copyright claim of Universal City Studios Incorporated, holding Sony Corporation of America liable for its conducive transgressions and decreed the District Court to demean the apropos relief.

The repudiation of Universal City Studios Incorporated? unprecedented endeavor to impose the copyright liability upon the distributors of copying equipment obliges a quite detailed address of the District Court?s discoveries. These discoveries unveil the typical individual of the general public uses a video tape or recorder or VTR to record a program that he or she cannot view it at its televised time. This particular practice is called ?time-shifting? aggrandizes the television viewing assembly. Universal City Studios Incorporated was ineffectual to affirm that time-shifting has hindered the commercial value of their copyrights. Universal City Studios Incorporated could not hold Sony Corporation of America liable for distributing video tape recorders to the general public because there is no foundation in the Copyright Act based upon the discoveries made by the District Court. The Court of Appeals? holding that Universal City Studios Incorporated are entitled to decree the distribution of VTR?s, to accumulate sovereignties on the sale of such equipment, or acquire alternative relief that would amplify the range of the Universal City Studios? statutory monopolies to circumscribe authority over an article of commerce that is not the issue of copyright protection. This evolution of this copyright right is beyond the restraints of the grants decreed by Congress

A&M Records Incorporated were involved in the commercial recording, distribution and sale of copyrighted musical compositions and sound recordings. The objection stated that Napster Incorporated is a conductive and surrogate copyright infringer. On July 26, 2000, the district court authorized Napster Incorporated?s action for a preliminary injunction. The district court preliminary ordered Napster Incorporated from being involved in or aid others in copying, downloading, uploading, transmitting, or distributing A&M Records Incorporated copyrighted musical compositions and sound recordings.

The district court analyzed the submitted papers in aid and reaction to the injunction application. The analyzed, submitted papers unveil that Napster Incorporated has a logical topology and functions a scheme that allows the transmission and retention of sound recordings employing digital technology.

Napster Incorporated aids the transmission of MP3 files using a peer-to-peer network. Napster Incorporated permits its users to: (1) make MP3 music files stored on individual hard drives for the files? availability for other users, (2) search for MP3 music files stored on other users? hard drive, and (3) transfer the copies of the contents of users? MP3 files from a computer to the Internet. These operations are performed by Napster?s Music Share software.

Napster Incorporated did not oppose the accusations of direct infringement by its users. The court held some of the Napster?s users were direct infringers through their actions of reproducing and distributing of copyrighted musical compositions and audio recordings without prior consent. Napster Incorporated?s knowledge of their infringing actions were proven by a list of twelve thousand files that had been subject to copyright violations The court found Napster Incorporated was liable for conductive infringement of A&M Records Incorporated?s copyright. In addition, the court found that Napster Incorporated was liable for surrogate infringement as it withhold the right to block a user from accessing the network. However, Napster Incorporated was unsuccessful to use this right to control infringing actions.

Napster failed to argue their four defenses to the accusations made against them. (1) Napster Incorporated decided that their right to free speech permits the legal duration of their scheme. However, the court concluded that free speech is inapplicable to illegal downloading of files. (2) Napster Incorporated disputed that the placement of any injunction imposed on the company will result in significant financial burdens. However, the court discovered that a burden borne by Napster Incorporated did not the break the interest of A&M Records Incorporated.(3)Napster Incorporated depended upon a legal principle that states ?creators of new technology should not bear the burden of preventing copyright infringement where technology is capable of substantial non-infringing uses.? However, the court concluded the principle did not apply to Napster Incorporated?s actual knowledge of specific infringements. (4)Napster Incorporated tried to depend upon the Digital Millennium Copyright Act that states? allows an Internet service provider to provide connections for material that is temporarily stored on its service with impunity under certain conditions. However, Napster Incorporated was unsuccessful to prove that it fell under the classification of a service provider under the Digital Millennium Copyright Act. The District Court enjoined Napster Incorporated to facilitate the actions of its network and block access to any infringing material.

File Sharing over the Internet using a peer-to-peer network should be illegal because of its flaws of security and the possibilities of copyright infringement. The uncertainty of a torrent file?s location or its content should raise caution. A proposed action of copyright infringement based upon the download file?s contents in question will cause the linked internet service provider or ISP to deactivate the internet access. The use of file hosting services should be the only way to file share over the Internet. There is a virtual absence of viruses and chance of copyrighted infringement with the use of a file hosting service based upon personal experiences.

