Design Implementation Testing
The design for the support tool will be based on all the research in this area and the conclusions drawn. It will incorporate all of the best features of the existing literature and incorporate additional features drawn from research into the problems to be solved. The design therefore is a well rounded reflection of what is required and will act as the base plan for the implementation, testing and justification.

Based on the research I have drawn requirements that the artefact must satisfy. Below is what the artefact will incorporate, the reason for it, and where that particular feature has been found:
	Requirement
	Because
	Where found

	Step-by-step instructions
	Easy to follow and to the point. Guides the user through chunk-sizes peices
	Buffalo AirStation WHR-HP-G54 McDonalds Wifi Guide Linksys Wireless G Guide

	Where more information can be found if necessary (websites etc)
	Allows users to do their own research and doesn't simply repeat information that is already available elsewhere
	Buffalo AirStation WHR-HP-G54

	A key/glossary
	Any key words which are not explained in a manual and the user needs expanded can be referred to
	ComputerActive BT Voyager 2110

	Not ‘dumbed down' for novice users
	Instead of loosing information simply provide an alternative explanation or refer them to another source
	Buffalo AirStation WHR HP-G54 BT Voyager 2110 ComputerActive McDonalds Wifi Guide

	Consideration for users ‘who just want it to work'
	The support tool will be likely used in frustration therefore it is within the interests of the tool to be readily available to the user
	Linksys Wireless G Netgear DG834G

	Enable ‘novice users' to get things going again if a problem occurs
	This will prevent the need for the user having to resort to external help
	Linksys Wireless G Buffalo AirStation WHR-HP-G54 Netgear DG834G ComputerActiveMcDonalds Wifi Guide

	Pictures and as little text as possible
	The little amount of text as possible ensures all text is fully justified
	Buffalo AirStation WHR-HP-G54 BT Voyager 2110

	Expanding areas
	Users only see what they need without any screen clutter
	BT Voyager 2110

	A balance between the needs of novices and advanced users
	This will satisfy the wide range of abilities among end users
	Netgear DG834G ComputerActive McDonalds Wifi Guide


There are a multitude of different ways in which a support tool could be created:
· A website using a client side technology such as JavaScript to provide functionality

· A client-side software application

· Traditional paper-based solution
In order to provide comparisons between the different methods I have produced the grid below with a certain set of criteria (taken from the statement of objectives) and analysed how each can cope with each of the statements. The advantages of each of the options are shown below:
	Statement of objective
	Website
	Client-side software
	Paper-based

	Work in conjunction with existing publications from all sources including existing user guides, books, and the internet
	A website can easily achieve this and will have the added option of being easily updated with extra publications etc
	Client-side software can achieve this with the added bonus of residing on the users computer
	Paper-based can achieve this however with much less functionality than the alternatives

	Satisfied?
	Fully
	Fully
	Partially

	Help the user gain a well rounded knowledge of the technology at work and related threats posed to them
	The interactive nature of a website using PHP and client-side javascript can provide interactive examples
	Similar to a website - interactivity is possible in order to help the user understand
	Can provide diagrams and lots of text , however no interactive components

	Satisfied?
	Fully
	Fully
	Partially

	Empower the end user to make their own networking decisions
	A website can include many different sections which may be used including a questionnaire and links to networking products based on this. However cannot provide the same functionality of software
	In addition to websites client-side software may interrogate the system to find compatible hardware and provide recommendations
	Can provide information on networks and providing tricks and tips however cannot do anything software or a website can do

	Satisfied?
	Partially
	Fully
	Partially

	Development of a network support tool which will guide the user to the successful installation and maintenance of a home network throughout its lifetime
	A website could fully achieve this objective however it provides a problem in that access to the internet may not be possible at the time the user wishes to use it
	Client-side software can reside on the users computer and be always available throughout the lifetime of a network - regardless of network access
	Can provide support throughout the installation and maintenance of a network however will loose any extra functionality

	Satisfied?
	Partially
	Fully
	Partially

	Empower the end user to perform their own troubleshooting solo or in conjunction with the tool
	A website can provide extra online help and links to troubleshooting areas
	Client-side software can launch help or even windows own troubleshooting application
	Provide a troubleshooting diagram - however cannot interact with online or windows

	Satisfied?
	Fully
	Fully
	Partially

	Simplify certain aspects of administration for the user where possible
	Very little however certain aspects such as the finding of your IP address is possible
	Can provide lots of functionality such as the accessing network information and interacting with network components
	No automatic simplification possible except for using diagrams and explanation of key terms

	Satisfied?
	Partially
	Fully
	None

	Cater for both novice and experienced users without losing information or undermining their intelligence
	A website can have separate section for each knowledge type and cater for each with text and animation
	Client-side software can have separate sections of mixes of text and animation
	Similar to software a mix between pictures and text is possible

	Satisfied?
	Fully
	Fully
	Fully

	Enable the end user to feel comfortable and trust the tool
	A website can provide unlimited possibilities for an attractive layout
	Similarly can provide a multitude of different layouts and colours
	Same as both website and software

	Satisfied?
	Fully
	Fully
	Fully


Based on this comparison between the different ways of producing the network tool I have decided to implement it using client-side software as this provides the most functionality and satisfies all of the requirements fully.

In addition to the reasons above I have decided to implement the artefact in software because:
· It allows more functionality (see above)

· It will operate even if network connectivity is down (important as it would likely be when the program is in use)

· Not limited with low bandwidth and firewall issues
The artefact can be written in any one of many different languages, here is a comparison of them:(why compared these languages)

Based on the above the artefact will be written in C# based on the .NET framework which, according to the MSDN website: “is a development and execution environment that allows different programming languages & libraries to work together seamlessly” (quote). C# is packaged with many of the windows operating systems and because of the estimated 1 billion windows install base (Melanson 2007) this provides a very high chance that an application written in C# is very likely to be compatible with any given system.

In addition I have decided to write the client-side software written in C# because:
· It is based on .NET and so will run anywhere (even Linux see below)

· It is full object-orientated so separate features can be split up into classes

· It allows advanced functionality (see above)

· I enjoy it

· It was my best subject last year
The open source project Mono (MonoTM 2008) provides the necessary software to allow .Net applications to run on Linux, Solaris, Mac OS X and Unix. This fully allows a C# solution to be compatible anywhere the user wishes it to run - providing a fully universal solution.

Procedure by how the solution may be reached

I have compiled a list of functions the Network Support Tool must be able to carry out in order to be deemed a success. (Why you think these functions are required) For each one I have explained how I intend to achieve this functionality and why it will work.

Obtain External IP Address

The external IP Address is the address used by other devices (external to the network) to address messages destined for the network. It is assigned by your ISP (Internet Service Provider). There are many reasons why knowing this information is required:
· Allow external users connect to your computer (for example Remote Desktop or Remote Assistance)

· Multiplayer online games often require the external IP of your opponent
In order to obtain the external IP address contact must be first made with an external system so that it can provide us with the address that is used externally. Figure 1 shows how this can be carried out within a C# application. The Laptop within the house is installed with an application written in C#. The code references two particular name spaces System.Net and System.Text.RegularExpressions.

In order to request a webpage from a server over the internet the application creates a new WebClient object using System.Net. This allows for a request for a web page to be sent to the server. On receipt of this request, the web server automatically returns a page addressed to the external IP of the house network. When the C# application receives the page, it uses the Regex class of System.Text.RegularExpressions to parse the page and extract the external IP.

To simplify things, The Network Support Tool will request a web page with the external address in a prominent position (such as within the <TITLE></TITLE> tags).

Obtain Internal IP and Gateway Address

The internal IP is the opposite of the external IP in that users outside the network never see it. The internal IP is used to address devices within the network. An example of this can be seen in Figure 2. Laptop 1 wishes to send a message to Laptop 2. If it knows the internal IP address of Laptop 2 it can send it a message directly. The message never leaves the network.

The gateway IP address however is used in situations where the destination host is not internal to the network. For example if Laptop 1 wanted to access the internet (Figure 2). The computer will realise the destination host is external and send the request to the gateway (usually the router) by addressing the request to the gateway IP. Where it is forwarded on as normal.

The Internal IP and Gateway IP Address are obtainable from the same System.Net namespace as above. Conveniently this namespace provides a Dns class which can provide the hostname of the local computer and using this again can output the IP Address.

Its similarly as simple to obtain the Gateway IP. This time a class called GatewayIPAddressInformation is used. This will return the gateway which has been configured on any given network card.

There are many reasons why the end user may need these pieces of information:
· LAN games often require the IP addresses of all users

· Remote desktop

· Testing connectivity to computers within the network (using Ping)

· Gateway address is used to configure router
Send a Ping

A ping is the term given to a tool which is used to test whether a particular device is reachable and working across a network. It works by sending out a special type of packet called ICMP ‘echo request'. Devices who receive a ping automatically (given the machine has permission) to return the packet back to its destination containing the same data that it received. Of course the successful return of a ping packet guarantees availability of that device across a network.

Ping is useful to the home user in that it can test internet connectivity and general connectivity of individual computers within a network. An unsuccessful ping can usually indicates a problem area.

In Figure 3 there is a break in the line between Laptop 2 and the Gateway. Laptop 1 attempts to send a message to Laptop 2 which fails. The user of Laptop 1 initiates a ping to the Gateway to which he receives a reply. This tells the owner of Laptop 1 his connection to the Gateway is fine. Laptop 1 then initiates a ping to laptop 2 which of course fails. Using this information the user can determine that problem lies between the gateway and laptop 2.

Its possible to add Ping capabilities into a C# application by using the Ping class in the System.Net namespace. This allows the application to send a correctly formatted ping packet to a given destination with other properties set such as timeout duration and trip duration.

Obtain MAC Address

The MAC address is a code which is given to a network device on manufacture and cannot be normally modified. It is sometimes used as an identifier and is a security measurement included in most wireless routers (About 2008) but is not enabled by default. A router can be given a list of trusted MAC addresses of the computers which are allowed to use the network. Therefore an intruder will be denied access since his MAC address - assigned by the manufacturer - will not match any of the trusted addresses.

In order to enable MAC address filtering the administrator of the network must be able to obtain the MAC addresses of each computer they wish to allow. Since the administrator will typically be a home user this may be a daunting task.

C# provides the functionality within the System.Net namespace to access the MAC address of all of the installed interfaces (network cards/devices). This is accessed by using the NetworkInterface class. In addition to the MAC address the NetworkInterface class provides information such as the name and description of the interface including its current operating state. This will allow me to only show the user MAC addresses which are currently in use to narrow it down.
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