Current methods of practice

Introduction
The requirements of this report are to analyse and assess 'NVQ Services Ltd' current methods of practice. To share 'NVQ Services Ltd' given goal, it is required to display our developed skills, knowledge, and understanding of 'Intranet Design & Network Security' throughout this report.

To gain full understanding of the companies main assets, it is recommended to refer to the given scenario. 'NVQ Services Ltd' is a small training company based in Liverpool that currently has sixty employees working for them. The company's main objective is to perform 'NVQ' training, assessments, and consulting throughout the North West of England.

The senior management, and the Human Resources Department, Marketing Department, and Operations Department are situated at the Head Office based in Liverpool. The majority of company's employees are NVQ Trainers. There are several teams of Trainers; each team has its own managing team leader. To check if the quality levels of service is up to a high standard; 'NVQ Services Ltd' have a practicing Quality Manager.

Each Trainer, have several clients to work with by assisting them to develop a fully completed NVQ portfolio. Therefore each Trainer must obtain evidence of the client's submitted portfolio. Hence each of the Trainer's will spend a lot of their time off site travelling, and spending most of their time with clients. Therefore Trainer's are experiencing difficulties regarding access to LAN back at the Head Office in Liverpool.
Terms of Reference
Due to difficulties experienced regarding access to internal resources off site 'NVQ Services Ltd' has proposed a business model were each Trainer is supplied with a laptop PC that is Wi Fi enabled. The Head Office will have a Wi Fi hotspot area for Internet and network access for each Trainer. Mainly each Trainer will have the ability to gain secure access to the LAN via their own ADSL Internet connection from their home. Most users will have a Wi Fi Router to access their Internet connection; hence they can tack full advantage of the provided Wi Fi enabled laptops.

Members of staff who are permanently located at the Head Office in Liverpool will be connected to the LAN via desktop PCs though a 1gb Ethernet port. Very important to mention every laptop and desktop PC will have the same configuration regarding the actual software installed.

It was stated that the ISO 27001 protocol would be used. The company is aware that they do not have the expertise to develop an effective 'ISMS', and have required an expert to assist them. Hence it is required to perform a systematic risk assessment of the security threats to the company assets, and to provide recommendations for risk treatment, and the vulnerabilities involved whilst using the proposed business model.
Scope
To achieve the given goal it is a good place to start by breaking the given task into smaller manageable subtasks. By pursuing this method it will assure, and display broad knowledge of the subject area.
Network Topology
The network topology that will be used for the new network is a tree topology. This was recommended as it would allow the company to control what each department can access and what it cannot. For example, one department may have confidential information which can only be accessed from the department that owns it, so using this topology allows the company to control what is accessible and what is not.

The tree topology is the most common types of network structures that are used today. This setup is a combination of a star and bus topology as they both have similar setups. The tree topology allows you to connect many devices and can setup the network how the company wants it too. This is a good system for any network as it will allow you to identify what sections of the network have certain access to some files, such as finance department having only access to finance information and not other information that is relevant to other sections of the company.

This topology is not suitable for smaller networks as cable will be wasted if it is used for a smaller network, it is best suited for larger corporate networks, for example educational institutes such as schools, colleges and university as they require large amount of cables and there are many computers on this type of network.

There are a range of advantages and disadvantages for using this type of network as follows:

The good points about this topology are:
· Supports Many Network Vendors and Hardware Vendors

· Point to Point connections are possible with this topology

· All the computers can have access to larger networks

· It's the best topology for branched Networks.
The major flaws in this topology are:
· The network length depends on the type of cable that is being used for the network.

· This topology is hard to set up and configure so it may get difficult to use after a contain point.
An alternative to the tree topology is to use the mesh topology which will allow all computers to connect to each other. This
Network Topology - IP Addresses
The network will need to be setup using the tree topology and it will have a range if IP Addresses. The main IP address that will be used for this network is:

192.168.1.0 /16

For the new network, it will be given a main IP address and all other IP Address will be based on this address. As stated above, the new IP will be the Network Address and last bits of the IP Address will be the Host Address, this is a class B IP Address. Below is a table with the IP address, Binary Code and the Subnet Mask:
Policies & Procedures

Acceptable Use Policies
· Only use the computers and programs for which you have authorisation to view.

· Only use the computer and programs for their intended purpose.

· Recreational use of the network is permitted with restrictions

· Passwords must be kept secure and accounts must not be shared

· All workstations must be secured with a password and a 10 minute auto log out system.

· All users must taken precaution opening emails received from unknown senders as they may contain viruses.

· External devices that may disrupt the network are strictly prohibited,

· Installation of devices in order to gain remote access is forbidden.
Unacceptable use
· Under no circumstances must a user attempt to access information which is illegal under international law from the network.

· Downloading copyrighted material using network resources is forbidden.

· Installation of copyrighted/pirated material is strictly prohibited.

· Interfering with a user's connection with intent to limit/disable a user's terminal session is prohibited.

· Port scanning is prohibited.

· Users must not reveal passwords to others.

· Network monitoring to gain access to data not intent for the employee host is prohibited.
Enforcement
Misuse of the network may lead to:
· Immediate disconnection from the network.

· Disciplinary action being taken for repeated offences.
Wireless networking Policies
The following procedures are in accordance to the other policies set out in this document in order to attain a safe network.
Acceptable Use
· Network access will be encrypted using 801.11g WPA.

· Key encryption will be implemented with a 7 day rotation system.

· Users are responsible for ensuring the workstation is fully up to date with antivirus software

· Users are required to authenticate to gain access to the network.

· Access to the network using a non-standard device which poses a security threat may be disabled without prior notice.

· Installation of non standard access points is strictly prohibited.

· All external devices wanting access to the network must ensure their system is running in ad-hoc mode and has the latest service packs installed.
Unacceptable use
· Peer 2 peer file sharing is forbidden on the network.

· Any attempt to intercept wireless transmissions is strictly forbidden.

· Any attempt to send, receive or make available content that infringes copyright is forbidden.

· Any attempt to run or utilise facilities that may affect the overall performance of the network is forbidden.
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