Reducing the identity theft

Secure Data Communications
An emerging approach to the problem of reducing the identity theft is represented by the adoption of biometric authentication systems. Such systems however present however several challenges, related to privacy, reliability, security of the biometric data. Inter-operability is also required among the devices used for the authentication. Moreover, very often biometric authentication in itself is not sufficient as a conclusive proof of identity and has to be complemented with multiple other proofs of identity like passwords, SSN, or other user identifiers. Multi-factor authentication mechanisms are thus required to enforce strong authentication based on the biometric and identifiers of other nature. In this paper we provide a two-phase authentication mechanism for federated identity management systems. The first phase consists of a two-factor biometric authentication based on zero knowledge proofs. We employ techniques from vector-space model to generate cryptographic biometric keys. These keys are kept secret, thus preserving the confidentiality of the biometric data, and at the same time exploit the advantages of a biometric authentication. The second authentication combines several authentication factors in conjunction with the biometric to provide a strong authentication. A key advantage of our approach is that any unanticipated combination of factors can be used. Such authentication system leverages the information of the user that are available from the federated identity management system.
2. Promote Cost-Efficiency
Executives often strive to increase cost-efficiencies throughout the organization and there is constant pressure to "get lean and mean". Security solutions, e.g. biometrics or smart cards, may be used to reduce the overall volume of password resets thereby allowing help desks to reduce their costs. Also, a fully-equipped, alternate data center can ensure business continuity and improve operational performance by providing auxiliary computing power during peak processing times. While capital expenditures may be required initially to establish a robust computing environment with full-redundancy, savings may be The Technology Behind Iris Recognition

Iris recognition technology is very safe to use, and has widespread commercial applications, as discussed in the previous article. Iris recognition focuses upon examining the unique features of the iris. The iris is the colored region between the pupil and the white region of the eye (also called the sclera), and its primary purpose is to control the size of the pupil (the part of the eye which light enters into). The unique features of the iris include the trabecular meshwork (this is the tissue that gives the iris its "radial" impression), as well as other physiological properties such as the freckles, furrows, rings, and the corona.

An iris recognition camera first recognizes the iris. A black and white image of the iris is then captured, from which the unique features (as defined in the previous paragraph) are identified, including the orientation, frequency, and position. These are then converted into vectors, which form the basis for the enrollment and verification templates. These templates are called IrisCode  records, which are 512 bytes. The iris recognition technology can take into consideration many different kinds of variables, such as pupil dilation, reflections from the iris recognition camera, etc.

The foundation behind iris recognition technology is a series of mathematical algorithms developed by Dr. John Daugman of the University of Cambridge. These algorithms are derived from a procedure called Gabor Wavelet Theory. Iridian Technologies, Inc. (based in Moorestown, New Jersey) has patented this technology, and is right now the primary vendor for iris based biometric technology.

Iris recognition technology is deemed to be among the most stable and reliable of the biometric technologies available today. This is so because the structure of the iris rarely changes during the lifetime of the individual, and also because no two irises are alike. For example, tests have concluded that the iris structure is different between the right and left eyes of people, and even in identical twins.
The History Behind the Picture of Sharbat Gula
The famous picture of the striking, green eyes of Sharbat Gula goes back for 17 years, to 1985. She is originally from Afghanistan. During the time of the Soviet Union invasion of Afghanistan, she and her family fled into the Nasir Bagh refugee camp, located in Peshawar, Pakistan. During this time, a world famous photographer from National Geographic Magazine, Steve McCurry, came to this region to capture the plight of the Afghanistan refugees on pictures. One of the refugees he met and took pictures of was Sharbat Gula, when she was only 13 years old. Steve McCurry did not know her name, or anything else about her family. Of the many pictures he took of her, one stood out in particular-her piercing, green eyes. During the course of the next 17 years, this picture became world famous, appearing in books, magazines, newspapers, posters and other forms of media. Sharbat Gula knew nothing of her fame until she met Steve McCurry for the second time in January 2002.
Finding Sharbat Gula 17 Years Later
In January 2002, Steve McCurry returned to the same region in a final attempt to locate Sharbat Gula. Steve McCurry and his team searched through numerous villages and came across various leads which proved to be false. Finally, the break came when an individual came forward and claimed that Sharbat Gula was a next door neighbor many years ago. After several days of making this claim, this same individual brought back the brother of Sharbat Gula, who had the same color eyes. From that moment onwards, McCurry and his team felt that they had located the family of Sharbat Gula.

Because of her culture, Sharbat Gula was not allowed to meet other men. However, a female producer of National Geographic was allowed to initially meet with and take photographs of her. Finally, after a series of "negotiations" with her family, Steve McCurry was able to see Sharbat Gula. After asking some questions and comparing the world famous photograph to photographs just taken of her, Steve McCurry felt he had finally found the Afghan Girl-17 years later. However, various tests had to be conducted-in order to make sure that Sharbat Gula was truly the Afghan Girl.
Positively Identifying Sharbat Gula
Numerous tests were conducted to confirm the identity of Sharbat Gula. Two sophisticated tests were utilized: Facial recognition techniques developed by forensic examiners at the FBI, and iris recognition techniques developed by Dr. John Daugman and Iridian Technologies, Inc. The pictures taken in 1985 were compared to the pictures taken in 2002, in both tests. The facial recognition techniques confirmed her identity, however the ultimate test came down to iris recognition because of its reliability, as stated before in this article. However, the scientists at Iridian Technologies, Inc. had to overcome a number of obstacles. First, the pictures taken by National Geographic of Sharbat Gula were not taken by iris recognition cameras, rather they were taken with other types of cameras. As a result, the scientists had to eliminate the effects of the light reflections produced by these cameras, and also make various modifications to the image quality of these photographs. The pictures of Sharbat Gula were then eventually scanned into a digital format. Second, iris recognition works by examining scans from live subjects, not static photographs-another major obstacle. After making a series of adjustments to the iris recognition software, the scientists concluded that Sharbat Gula was positively the Afghan Girl- "The match of Sharbat Gula's eyes to the eyes on the 1985 cover photo was irrefutable, as we achieved a 1 in 100 million probability of a false match. There is no doubt in my mind that National Geographic has found the girl in the cover photo." (Ulf Cahn von Seelen, Director of Algorithms, Iridian Technologies, Inc. Note: This is a direct quote taken from the Biometric Digest, April 2002 publication).

It should be noted that iris recognition technology is also being utilized in Afghanistan to identify refugees seeking humanitarian aid. realized over time.
Overview of Previous Article
Our last article reviewed some of the business factors that an emerging business owner needs to take into consideration before implementing a biometric system at their place of business. In particular, such factors examined were conducting a security audit; examining the Rate of Return On Investment by implementing a pilot project; and examining the possibilities of a multi-modal security solution.

Also reviewed were the biometric standards or metrics that you, the emerging business owner need to take into consideration when evaluating products from various biometric vendors. The False Reject Rate and the False Accept Rate are important metrics that need to be evaluated before deciding upon a biometric system for your place of business.

All of the previous articles on biometric technology have examined the tools available from the standpoint of physical access entry applications. However, biometric technology is starting to play a pivotal role as an alternate solution to the use of passwords in business today.

This article is divided into the following sections: (1) The importance of information in business; (2) The role of biometric technology and single sign on solutions; (3) An example of the benefits and advantages to be gained by single sign on solutions.
The Importance Of Information In Business
The information we possess at our company or place of business is one of the greatest assets that we can have, whether it is the customer database or market intelligence about our competitors. However, as business owners, we tend to put much less emphasis on trying to protect this information from internal attacks than external attacks. One of the greatest weaknesses and perhaps one of the greatest threats to our information are the employees themselves-especially the "clueless employees" who don't mean real harm, but are not trained in proper security procedures.

This is particularly the case with the use of passwords, and the lack of password entropy. For example, employees tend to leave their passwords on Post It Notes sticking to their computer monitor, or share their passwords with other employees. Or, if your employee has access to multiple areas of information at your place of business, thus requiring multiple passwords, the chances for password misuse are greatly increased.

Also, passwords can be easily cracked, if your employees do not put enough creativity in creating them: such as using a birthdate, nickname, or even using the word "password" as a password itself. As a result, this has increased the costs for password maintenance and reset. In fact, the cost now to maintain a password for one employee is $250 per year. While this may sound like a small amount, this cost can increase as your business grows and you have more employees.
The Role Of Biometric Technology And Single Sign On Solutions
You can use biometric technology as an alternative to passwords-literally, your fingerprint becomes your password. This has great benefits to you, as an emerging business owner. Employees will not have to remember multiple passwords, and the costs of password administration will be greatly diminished. You could even technically eliminate the use of passwords completely by employing biometric technology.

The use of biometric technology as an alternative to passwords has been referred to as "Single Sign On Solutions." This is so because you need to sign on only once in order to gain access to the shared resources. The most commonly used biometric technologies for Single Sign On Solutions are fingerprint recognition devices. Also, iris recognition technologies are utilized, but to a lesser degree.

The Single Sign On Solution device (if it is a fingerprint recognition device) usually comes in three different formats: (1) Installed on a keyboard; (2) Installed on the mouse; (3) Or a dedicated device (such as a miniature stand alone fingerprint reader). Single Sign On Solution devices which employ iris recognition technology usually come in the form of a small camera, which can be easily mounted on top of a server or workstation. To see pictures of actual single sign on devices (a keyboard and a stand alone USB device), please visit www.htgadvancesystems.com/Advance/products/index.html

Software comes with the Single Sign On Solution device, to allow for either local authentication (for example, your employee logging into their workstation), or centralized authentication (authentication occurs at a centralized point, namely the server). There are drawbacks to centralized authentication, as discussed in the previous article (to see this article, please go to www.technologyexecutivesclub.com/artbiometricsbusinestechnicalfactors.htm). Local authentication tends to be much cheaper (typically less than $150 per device), as opposed to centralized authentication which can be more expensive, because of sever software licensing and maintenance fees. Most emerging to medium sized businesses tend to use local authentication, because of these costs.

There are numerous vendors for Single Sign On Solution technologies. Among the established vendors are Identix, Inc. (they offer a keyboard, laptop, and dedicated fingerprint recognition devices), BioLink Technologies International, Inc. (they a offer a fingerprint recognition mouse), and Digital Persona (they offer dedicated fingerprint recognition technology). The primary vendor for the iris recognition devices is Iridian Technologies, Inc.
An Example Of The Benefits And Advantages To Be Gained By Single Sign On Solutions
As an emerging business owner, there are a number of benefits that can be gained by implementing a single sign on solution. These benefits can be categorized into security, price and convenience. One of the best examples that illustrates these benefits is that of a retail setting. Take for example that you own a retail store, which sells numerous products to customers. Also, you have 10 store employees who work for you. At this store, also assume you have a number of Point of Sale (POS) systems, such as five of them. These Point of Sale systems require your employees to enter a username and password as a means of authenticating themselves into the system.

In terms of security, you have probably set up a security policy which forbids your employees from sharing or writing down their passwords. But the reality is that your employees will write down and/or share their passwords with other employees (I have actually seen this happen on many instances, having been in the retail world). After you become aware that several breaches have occurred, much of your time, as the business owner, is then wasted in tracking down, reprimanding, and resetting the passwords of the suspected employees. However, if you had implemented a single sign on solution (such as fingerprint recognition), this scenario probably would not have happened. Fingerprints are unique to each individual, so therefore, unlike passwords, they cannot be written down, shared, or stolen. Also, by using a single sign on solution, the chances of money being stolen from the Point of Sale system also diminishes. For example, suppose employee #1 told employee #2 their username and password, employee #2 could feel tempted to cover their tracks and steal money by using the username and password of employee #1. By using a fingerprint single sign on solution, each employee is held accountable for their own Point of Sale register, because fingerprints cannot be shared.

In terms of price, there will be costs associated with implementing a single sign on solution, but bigger gains can be realized in the long term. For example, to implement five fingerprint readers (for five Point of Sale systems) at this retail store would cost about $750 (going on the assumption of $150/unit). The costs associated with password administration would be $2,500 per year (for 10 employees, going on the assumption that the average cost of password administration is $250 per year per employee). Thus, you the business owner, would realize a savings of $1,750 per year.

In terms of convenience, there is much to be gained. The enrollment and verification processes occur very quickly, with the proper training given to your employees. In fact, verification can take less than one second, which is obviously much quicker than typing in a username and password at the Point of Sale system. This can be a great benefit during the peak times of retail business, when your customers need you the most. For example, as the check out lines build up, your employees will be wasting time in typing their username and password. And if they have forgotten their password, you will have to go back to your office to administer a password reset. With a fingerprint sign on solution, this wasted time will be eliminated, your employees can process transactions faster, and as the owner of the retail business, you can devote much more time and energy to your valuable customers. Password administration in itself can also be a hassle and a time consuming process. As the business owner, you have to actually write the password security policy, implement it, and make sure it is enforced. With a fingerprint single sign on solution, all of this is eliminated. Finally, single sign on solutions come right out of the package-meaning they can be very easily installed for local authentication. The entire installation process can be thought of as "Plug and Play."
Overview of Previous Article
Our last article reviewed hand geometry recognition, primarily its key advantages; how hand geometry recognition works; and some of its popular, commercial applications.

This article focuses upon a biometric technology which certainly has gained its share of controversy: facial recognition, and is divided into the following sections: (1) How facial recognition technology works; (2) The application environments for facial recognition system applications; and (3) The various facial recognition technologies; (4) The privacy issues involved in deploying facial recognition applications.
How Facial Recognition Technology Works
The science of facial recognition technology are generally the same as the other biometric technologies reviewed thus far in previous articles:
1. Acquisition of facial images;

2. Image processing of the facial images;

3. Unique feature extraction; and

4. Template creation. However, facial recognition technology can be limited by a different set of constraints when compared to other biometric systems. This is the case in the acquisition phase. For example, it is very crucial that the enrollment template is of very high quality for future identification and verification. Whereas other biometric technologies will allow for some margin of error (for example, as in the case of hand geometry recognition, a somewhat dirty hand can still be used to create an enrollment template), this is not true for facial recognition. The quality of the enrollment template is impacted by a number of factors. First, the user must look at the facial recognition camera at a close range and at certain angles so that a high quality enrollment template can be captured. The second factor is lighting. The lighting must be perfect in order to assure a good quality template. If the image is under exposed or over exposed in any way, this can have a negative impact on the quality of the template. Once these constraints in the acquisition phase can be overcome, the next phase is image processing. Here, the images of the face are converted into black and white images. These images are also cropped, rotated (clockwise or counterclockwise), and magnified. In the third phase, unique feature extraction, the facial recognition system looks for unique features around the sockets of the eye, cheeks, mouth, and nose. A constraint in this phase is that the structure of the face can change. For example, weight gain or loss can change the unique features of the face. Also, non biological changes in the face can have a negative impact upon unique feature extraction. This can include such things as wearing eyeglasses in the enrollment phase, but not wearing them in the verification phase, the removal of any facial hair, the wearing of cosmetics, etc. In the fourth phase, template creation, the enrollment template is composed from the unique features taken from the face. The enrollment template varies in size�from 100 bytes to 3 kilobytes.
The Application Environments for Facial Recognition System Applications
Unlike the other biometric systems we have reviewed in previous articles (iris recognition, fingerprint recognition, and hand geometry recognition) implementing a facial recognition system can be much more complicated. For example, the other biometric systems can work in different kinds of application environments, and to a certain degree, are not impacted as much by the external variables which are present. This is not the case with facial recognition, as the performance of it can be greatly influenced by the type of application setting it is used for, and the external variables which are present.

The application environments for facial recognition systems can be further subdivided as "controlled" (verification) and "random" (identification). In a controlled environment, there is not much variation. The user will look normally into the camera, and good quality enrollment and verification templates will be produced. A typical example of a controlled environment is that of physical access entry at a particular location or site. However, in a random setting, there is a lot of variation. A typical example of a random setting is that of surveillance. Facial recognition systems have been used at airports for such purposes, and the results have been very mixed. This is because the facial recognition system has to identify and filter faces from different scenes which contain a lot of extraneous background noise (the "external variables"). The common belief is that the facial recognition system will be as good as the human brain in identifying individuals. However, reality dictates the opposite. The human brain has evolved over thousands of years. Facial recognition technology, although improving steadily, has a very long way to go before it reaches the sophistication of the human brain. Also, unlike finger scan and iris recognition where a positive match can be achieved, the facial recognition system will return a predetermined number of potential matches in a random environment. It is then up to the system administrator to determine the positive match.
The Various Facial Recognition Technologies
There are various technologies that are employed in facial recognition systems to capture the unique features of the face. These technologies can be categorized as Eigenface; Neural Network; Automatic Face Processing; and Feature Analysis.

With Eigenface technology, the enrollment and verification templates are constructed via a database consisting of many 2-D, grayscale images of faces. So for example, if you were to be enrolled or verified by a facial recognition system, the image of your face would be reconstructed using the various 2D, grayscale images (the Eigenfaces). This reconstructed image would then serve as the appropriate template of your face.

With neural network technology, the system tries to "learn" which unique facial features will work best for verification and identification. Various algorithms have been developed and are utilized in order to accomplish this task. In order to help the system "learn" which facial features will work best, different weight factors are assigned to the unique features found between the matched and unmatched templates.

Automatic Face Processing is an older technology. With this, the distances as well as the corresponding distance ratios are calculated between the unique features of the face.

Feature Analysis is the most commonly used technology. With this technology, the unique features are captured from the different parts of the face, as well as the relative position of these features. Also, this technology can take into consideration to a certain extent any changes in the appearance of the face.
The Privacy Issues Involved
The use of facial recognition technologies aren't an invasion of privacy per se; however, as facial recognition technologies can be deployed passively in a random (identification) environment, the people they scan, extract features from, and attempt to identify may not even be aware of the process (let alone provide their consent). As a society, we don't fiercely object to the presence of a uniformed officer keeping a lookout for wanted criminals; at the same time, we haven't fully accepted the idea of a camera surrogate for such official presence.

So what are the differences between the officer and the camera? Nothing in principle. But cameras are cheap, and computers are very good at correlating data. So if facial recognition technology becomes accurate and fast enough, distributed surveillance of individuals is possible. (Facial recognition systems have a long way to go before anything like this could become practical.)

In controlled (verification) environments, privacy concerns are less an issue. The process of verification generally requires the active participation of a witting and consenting target, as is true for any biometric system. However, due to the limited accuracy of facial recognition technologies at present, especially vis-a-vis biological and non-biological changes in the face as described previously, you would have to remove various obstructions from your face. This means, then, that you can't successfully verify your identity while in disguise or while obscuring your face, should you need to authenticate yourself while remaining anonymous to human onlookers.

For others not involved directly in a biometric verification transaction, the privacy concern surrounding such a facial verification device mainly involve the presence of the camera. The use of biometric technology is irrelevant from the perspective of this privacy concern; there are cameras in public places already, and the same arguments regarding privacy apply to them as to facial verification cameras in public.

The next article will focus upon another biometric technology�speech/voice recognition.
Overview of Previous Article
This article focuses upon another popular biometric technology�fingerprint recognition. Although iris recognition has been deemed among the most stable of the biometric technologies available today, fingerprint recognition has been around the longest, and there are more commercial applications of it than iris recognition. For example, different types of fingerprint recognition devices can be found for network access and physical access entry configurations; it is the primary tool utilized for AFIS (Automated Fingerprint Identification System) databases; and it is also the biometric tool of choice for financial institutions.
The Science Behind Fingerprint Recognition
The first step in fingerprint recognition is known as "image acquisition". In this part of the process, a user places his or her finger on a platen (also referred to as a scanner), which is located on the top of most fingerprint recognition devices. Numerous images of the fingerprint are then captured. It should be noted that during this stage, the goal is to capture images of the center of the fingerprint, which contains many of the unique features. All of the captured images are then converted into black and white images.

The second step in fingerprint recognition is the location and determination of unique characteristics of the processed fingerprint image. The fingerprint is composed of various "ridges" and "valleys" which form the basis for the loops, arches, and swirls that you can easily see on your fingertip. The ridges and valleys contain different kinds of breaks and discontinuities. These are called "minutiae", and it is from these "minutiae" that the unique features are located and determined. There are two types of "minutiae": (1) Ridge endings (the location where the ridge actually ends); and (2) Bifurcations (the location where a single ridge becomes two ridges).

The third step in fingerprint recognition is that of template creation, based upon the unique features found in the "minutiae". The location, position, as well as the type and quality of the "minutiae" are factors taken into consideration in the template creation stage. Unlike iris recognition technology in which there is only one primary vendor (and thus only one set of algorithms), fingerprint recognition technology consists of many vendors (and thus, many more algorithms). As a result, each type of fingerprint recognition technology has its own set of algorithms for template creation and matching.

The fourth and final step of fingerprint recognition is template matching. This is where the system will either attempt to verify or identify you, by comparing the enrollment template against the verification template. For a detailed description on verification and identification, as well as template matching, please visit our website at www.htgadvancesystems.com.

There are three main technologies available today for the capture of fingerprint images:
1. Optical technology-this is the oldest and most popular form used for image capture. Essentially, a camera (located in the fingerprint recognition device) takes raw images of the fingerprint.

2. Silicon technology-a silicon chip is used, and the capacitive characteristics of the fingerprint are captured into images.

3. Ultrasound technology-
Basically, an ultrasound image of the fingerprint is captured. This technology has proved to work better than the other two, because it can penetrate through different types of fingerprint dirt and residue.

Our next article will focus upon real world applications of another biometric technology-hand geometry recognition

The technologies utilize a process called feature extraction, which examines discrete verification points. No complete optical impression is ever created, so there is no image that could be duplicated or used by others. To analyze a fingerprint the device does not look at the entire print, but focuses on specific features:
· the type of print, e.g., whorl, tented, arch

· orientation of the axes from the core relative to the device

· location of minutia, e.g., where a line comes to an end
The device then applies a statistically sufficient number of algorithms to verify a match.

Another widely used technology is the hand scan, which reads the geometry of the hand. It's easy to use, with a template size of only nine bytes, but identifies approximately 90 features. Two-finger geometry is a variation on the hand scan method.

Scanning the iris and, particularly, the retina are the most accurate because of their internal nature. Retina scans are used in high-security physical access control situations by organizations like the Departments of Energy and Defense.

The facial scan is growing in popularity and can be used covertly, without subjects knowing they're being scanned, in situations like airport surveillance. A variation is measuring facial heat characteristics. This could be the leading technology for Senator Durbin's national ID, using digital photos supplied by state drivers license bureaus to populate governmental security databases.

Biometric technologies also assess individual behavioral traits. Speaker recognition analyzes voice patterns to identify the person talking. This contrasts with speech recognition, which recognizes what someone is saying. Signature analysis measures the stroke pattern as a person signs his or her name. Evaluation is not based solely on the appearance of the signature, but on the signing process such as how quickly one writes the letters, in what order one dots Is and crosses Ts.

Unified technology and metric standards are emerging and the BioAPI Consortium has been formed to work toward that goal. This will help leverage existing standards, facilitate adoption and implementation, and support a broader range of applications.

Use of Biometric technologies is raising new legal questions, according to David Schwalb. Framers of the US Constitution couldn't have anticipated many of the things we take for granted today. The technology is evolving faster than society and the law, and legislation addressing issues like ethics and privacy are coming under scrutiny. For example, the Gramm Leach Bliley Act was aimed at banks, protecting financial records, and HIPAA provided guidelines for hospitals and doctors to protect patient privacy. Laws have not been able to keep pace with the technology that has fragmented markets and broadened the possibility for abuse.

eSignature and other consumer-oriented laws are also feeling technology's impact. Relationships with employees and legal implementation issues such as the ADA (Americans with Disabilities Act) are being influenced. Legislation has yet to catch up, and companies may find guidelines are fuzzy. According to Schwalb, some laws are quite vague, and companies might run into difficulty with interpretation or enforcing contracts.

Now that Biometric technologies are in the mainstream they are here to stay, with applications limited only by the imagination. Significant changes in the legal and social environment are certain to continue.
Does this mean that passwords shouldn't be used in your enterprise?
No. The use of passwords can be used in a layered identity defense strategy. What this means is that your enterprise will allow the use of user id and password to gain general access to low risk enterprise applications and information e.g. the enterprise portal. However, when the user tries to access applications or information that is higher risk, the enterprise single sign on system will require stronger authentication. This may include the use of security tokens, digital certificates, biometrics, smartcards or combinations thereof in addition to the password
Overview of Previous Article
Our last article reviewed some of the business factors that an emerging business owner needs to take into consideration before implementing a biometric system at their place of business. In particular, such factors examined were conducting a security audit; examining the Rate of Return On Investment by implementing a pilot project; and examining the possibilities of a multi-modal security solution.

Also reviewed were the biometric standards or metrics that you, the emerging business owner need to take into consideration when evaluating products from various biometric vendors. The False Reject Rate and the False Accept Rate are important metrics that need to be evaluated before deciding upon a biometric system for your place of business.

All of the previous articles on biometric technology have examined the tools available from the standpoint of physical access entry applications. However, biometric technology is starting to play a pivotal role as an alternate solution to the use of passwords in business today.

This article is divided into the following sections: (1) The importance of information in business; (2) The role of biometric technology and single sign on solutions; (3) An example of the benefits and advantages to be gained by single sign on solutions.
The Importance Of Information In Business
The information we possess at our company or place of business is one of the greatest assets that we can have, whether it is the customer database or market intelligence about our competitors. However, as business owners, we tend to put much less emphasis on trying to protect this information from internal attacks than external attacks. One of the greatest weaknesses and perhaps one of the greatest threats to our information are the employees themselves-especially the "clueless employees" who don't mean real harm, but are not trained in proper security procedures.

This is particularly the case with the use of passwords, and the lack of password entropy. For example, employees tend to leave their passwords on Post It Notes sticking to their computer monitor, or share their passwords with other employees. Or, if your employee has access to multiple areas of information at your place of business, thus requiring multiple passwords, the chances for password misuse are greatly increased.

Also, passwords can be easily cracked, if your employees do not put enough creativity in creating them: such as using a birthdate, nickname, or even using the word "password" as a password itself. As a result, this has increased the costs for password maintenance and reset. In fact, the cost now to maintain a password for one employee is $250 per year. While this may sound like a small amount, this cost can increase as your business grows and you have more employees.
The Role Of Biometric Technology And Single Sign On Solutions
You can use biometric technol