Is Hong Kong Police Force ready for Cyber Crime?
Before 1997, the Hong Kong was still focus on traditional economy. HKPF focused on the traditional crimes at that time. The technology crimes were rare happened because only banking industry, stock exchange, information technology firms were using a lot of computers but others for information highway were still under development.

After 1997, the situation has been changed. The Hong Kong Special Administrative Region (HKSAR or SAR) government planned to develop Hong Kong into a 21st century cyberport. Suddenly, HKPF received a huge challenge – computer crime. How did HKSAR to revise the existing laws to fit on this big issue? HKPF also made some changes for this challenge. Before we investigate these two parts, let us discuss the patterns and trends of computer crime in Hong Kong.
The distribution of computer crime
Computer crime has become more common in Hong Kong in the past ten years. For this section, we focus on the recent developments in computer crimes.

Table 1: Computer Crime Cases in Hong Kong between 1998 to 2009 [1&2]

Title of offence

1998

1999

2000

2001

2002

2003

2004

2005

2006

2007

2008

2009

Unauthorised access to a computer by telecommunication

13

238

53

33

26

47

11

8

6

6

7

0

Access to computer with criminal or dishonest intent
　

　
222

81

136

356

329

441

471

333

277

725

Criminal damage

3

4

15

27

16

16

11

6

5

4

3

1

Obtaining property by deception (online shopping)

1

18

29

32

45

86

105

145

193

215

387

674

Obtaining services by deception (computer-related)

4

26

49

33

19

17

15

9

12

8

5

9

E-related thefts
　

　

　
16

6

8

19

3

0

19

42

23

Others
　

　

　
13

22

58

70

41

54

49

70

74

Publication of obscene articles

13

32
　

　

　

　

　

　

　

　

　

　
Total

34

318

368

235

272

588

560

653

741

634

791

1506

From above table, we can find two things. First, two kinds of most common computer crimes in 2009 were unauthorized access and computer fraud. On December 2003, DBS Bank had reported a fraudulent website, www.dbshk.net, to the Hong Kong Monetary Authority and the Hong Kong Police Force. For this case, both parties were working to shut down the website [3 & 4]. After that time, many and many overseas fraudulent bank websites had been found. East Asia Credit, Pacific Asian Bank and Paramount Bank are some of the victims. As of Law enforcement, we can base on the existing legislation to catch such computer criminal. Second, the total of computer-related crimes in 2009 is double than 2008. It is a signal that the computer crime is an emerging problem in Hong Kong. Our Law enforcement needs to pay more attention to it and even the Hong Kong community, industries, and citizens.
Development of COMPUTER Legislation
Although Hong Kong government foresaw the arrival of computer crimes, the approach to computer criminality was to treat it not as a new kind of crime. This means dealing computer criminality with existing criminal law.

In 1984, the Legal Department (now the Department of Justice) formed a working group on computer crimes. The working group reviewed the existing law to consider need for changes to prevent the technology crimes and unauthorized accessing of computer system.

The Computer Crime Ordinance (Cap. 23), which was the first and most important legislation to flight computer crime, was enacted on 22 April, 1993. HKSAR government also enacted these laws to combat computer crime. They were Telecommunication Ordinance (Cap. 106), Crimes Ordinance (Cap. 200) and Theft Ordinance (Cap. 210). After 1993, we have identified two main categories of computer legislation in Hong Kong: These categories included: Traditional Offences; and Computer-related crime or technology crime.

Computer crimes respect no territorial borders. This cross-border nature requires a new perspective to approach the traditional concept of jurisdiction. Base on this reason, the Criminal Jurisdiction Ordinance (Cap. 461) was enacted in December, 1994. The Ordinance is to give the right for the Hong Kong Police to handle the jurisdictional problems associated with international fraud.

Because of the increase in computer crimes cases handled by the Police and the Customs and Excise Department from 21 cases in 1996 to 318 cases in 1999, HKSAR government formed an Inter-departmental Working Group on Computer Related Crime (the Working Group) in March 2000. The representatives came from various Government bureaux and departments. There were two main purposes for the Working Group: First, study the adequacy of Hong Kong legislation in handling with computer and internet crimes. Second, identify areas where changes would be required. A report of its findings was submitted in September 2000 and was released for consultation on 1 December 2000. [5]

Base on this report, some laws were revised and the current Hong Kong Computer-related Crime Laws are summarized below in Table 2.

Table 2: Provisions of Hong Kong’s Computer Crime Laws [6]

Law

Provisions

Maximum

Penalty

Telecommunications Ordinance

S. 27A, Cap. 106

prohibiting unauthorised access to computer by telecommunication

Fine of $20,000

Crimes Ordinance

S. 59, Cap. 200

extending the meaning of property to include any program or data held in a computer or in computer storage medium

Not applicable

Crimes Ordinance

S. 59 and 60, Cap. 200

extending the meaning of criminal damage to property to misuse of a computer program or data

10 years' imprisonment

Crimes Ordinance

S. 85, Cap. 200

extending the meaning of making false entry in bank book to falsification of the books of account kept at any bank in electronic means

Life imprisonment

Crimes Ordinance

S. 161, Cap. 200

prohibiting access to computer with criminal or dishonest intent

5 years' imprisonment

Theft Ordinance

S. 11, Cap. 210

extending the meaning of burglary to include unlawfully causing a computer to function other than as it has been established and altering, erasing or adding any computer program or data

14 years' imprisonment

Theft Ordinance

S. 11, Cap. 210

extending the meaning of false accounting to include destroying, defacing, concealing or falsifying records kept by computer

10 years' imprisonment

The Hong Kong government also amended other existing legislatives such as Securities (Insider Dealing) Ord. (S.2 Cap. 395), Land Survey Ord. (S.2 Cap. 473), Copyright Ord. (S.4 & 26 Cap. 528), Patents Ord. (S.93 Cap. 514), Electronic Transactions Ord. (Cap. 553) & Protection of Non-Government Certificates of Origin Ord. (S.10 Cap. 324), so that the Hong Kong Law Enforcement can easily combat computer crime. [7 & 8] For digital evidence, the Evidence Ordinance (Cap 8) was introduced on 30th June 1997. The purpose of this Ordinance is deemed to be giving evidence in the presence of the court. [9]
LAW ENFORCEMENT how to combat computer crime
In the early 1990s, the Hong Kong Police have decided to confront the computer-related crime. The Commercial Crime Bureau’s computer crime division was in charged by Chief Superintendent Victor Lo, who reported many issues such as investigating multi-jurisdictional computer crime; tracing digital evidence to tracking cyber criminals; concerning over the privacy rights of Internet users.

In 1993, because of the change of legislations and an increase in computer crimes, the Hong Kong Police Force established its first-ever Computer Crime Section within the Commercial Crime Bureau, with seventeen officers.

The Hong Kong Police wanted to improve computer crime investigation and prosecution at millennium. The Computer Crime Section was expanded in 2001 to a Technology Crime Division (TCD). And TCD handles most of the investigation on Technology Crime and operate the computer forensics laboratory [10]. Some police investigators in the other police regions, who had training in these matters, can also handle computer related cases. Apart from the police, crimes related to copyright matters are managed under the Customs and Excise Department; and the Office of Privacy Commissioner for Personal Data would supervise any cases related to disclosure of personal data and publicize data of any third parties.
Recommendations
This section would highlight seven recommendations for improving cyberspace governance in Hong Kong.

1. Conflict of Computer Crime and Privacy. Three high-profile cases [11, 12 & 13], one in 1995 and two in 1999, reported there were a conflict between police surveillance and privacy issue. The rights and freedoms enjoyed by the people of Hong Kong were secured by a Basic Law [14]. Law enforcement needs to give the computer crime more attention to prevent unnecessary issue.

2. Free Wi-Fi and Coffee Pub. That is the case which was occurred in Bangalore. Hackers sent a hoax bomb mail to the chief minister, BS Yeddyurappa on September 22, 2009. The police found the mail was come from an Internet café in Hoskote. Four students were caught and later found that their email accounts were hacked through Wi-Fi. [15]

Hong Kong has the similar situation – Free Wi-Fi are popping up everywhere -- airports, coffee shops, hotels, bookstores, schools and even fast-food restaurants -- and the more networks, the more opportunities for hackers. Hong Kong Police could difficulty trace the origins if we have the similar case.

3. Prepaid SIM Issue. There is no legislation for mandating prepaid SIMS registration. Now the frontline law enforcement officers would be difficult to trace those who use their phones for criminal purposes. Hong Kong Government has to be more relentless in the battle against crimes. SIM card registration is a great opportunity in this directory – we should use it effectively. [16, 17, 18 & 19]

4. New technology will have new computer crime. It seems that while Hong Kong is one of the leading wired cities in the world. Its legislation on computer crime corresponds to the existing cyber crimes. As technology is advancing rapidly, it may be cause new crime. The Technology Crime Division would always distribute updated technology information to the Hong Kong law enforcement. The Technology Crime Prevention Unit (TCPU) would be better to run training courses for police as well as seminars. [20]

5. Education is a key role for Computer Crime Prevention. [20] Education is one of a proactive ways of combating crime. If we want a better result, we should need closer coordination. The Technology Crime Prevention Unit (TCPU) aims to prevent computer-related crime in Hong Kong. The TCPU provides three main services to all members of public: First, Technology crime information; Second, Publications and other educational materials. Last, Security awareness talks and presentations. And TCPU would be put more resources for below.

Private e-Banking Security

Against Offshore (Internet) Gambling

Avoid Internet Sexual Assault

Across-border transactions - e-commerce and pornography

Don't be a silent victim and report to Hong Kong Police

6. Enhance the manpower. [21] For the table 1, there is a rapid increase in computer-related crimes between 2008 and 2009 (from 791 to 1506). Mr. Tang King Shing, Commissioner of Police, will enhance the manpower for the Technology Crime Division (TCD) to combat the technology crimes.

7. The Computer Crime has no physical boundaries. At the moment, different countries in the world have no standard definition of Computer Crime. That’s why the Technology Crime Division need liaise with the US, the UK, and Singapore in order to establish/discuss computer legislation with effective communication. It’s very important. The Police will also continue exchanging work experience with technology crime investigation teams around the world through co-operation mechanisms to co-ordinate operations against the crimes. The Police will continue to strengthen their connection with overseas law enforcement agencies. The first ever international police anti-cybercrime conference was held in Hong Kong on September 15, 2010 and it’s an example. [22]
CONCLUSION
This is a long way to combat the computer crime. Criminals would not relent, but the Hong Kong Government has to be steps ahead of them. For the Hong Kong Police, we should focus how to combat the crime in an effective way and provide a safe environment to the Hong Kong people.
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