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1: ABSTRACT
With the ever increasing availability of the Internet to big public corporations, medium businesses and individual private home networks, the use of the Internet to make phone calls which is broadly refers to as IP Telephony has experience tremendously increased in recent years.

This thesis aims to look at the benefits of incorporating IP Telephony on the exiting Internet infrastructures to make for a more efficient use of exiting broadband and to take a critical look at the techniques of it deployments by simulating different models.

A comparison of IP Telephony and the older convectional PSTN telephone system is made with a view to analyse their reliability, quality of service, security and availability. The technology to transfer data, video and voice simultaneously over the Internet is faced with issues of competent packet switching and security; the study will therefore aim to illustrate advancement in different firewalls and encryption techniques that have been designed to greatly reduce these security concerns.

The study concludes by discussing the viability of investing on the IP Telephony and predicting the future of Telephony based on current trends within the industry.

AIMS: The aim of this project is to investigate how the Internet have changed the trend of Telephony from the Traditional PSTN approach to the cheap and sometime free of charge Internet approach that provide the mobility that is needed in today's business world. This investigation is to enable me to be able to make an informed prediction of the future of Internet Telephony.

OBJECTIVE:
1. To look at the various technologies in deploying IP Telephony.

2. To look at the trends and advancement made over the years of making voice calls over the Internet.

3. To compare the IP Telephony with the traditional PSTN technology

4. To analyse the importance roles of various protocols and it security implications.
2 BACKGROUND

2.1 What is IP Telephony
IP Telephony is the generic name for the transmission technologies for delivery of voice communication over IP networks such as the Internet or other similar packet switched networks, traditional PSTN telephone voice channel normally provides a fixed 64Kb connection, using PCM-encoded voice, and routes the call over a single path [1 William Stallings (1997) Data and computer communications. Prentice
Hall, ISBN 0-13-571274-2.]
A more conclusive definition is given by the SearchUnifiedCommunications.comas a general term for the technologies that use the Internet Protocol's packet-switched connections to exchange voice, fax, and other forms of information that have traditionally been carried over the dedicated circuit-switched connections of the public switched telephone network (PSTN) [2 SearchUnifiedCommunications.com].

In this thesis the term IP Telephony which broadly refers to voice, video and data communication will be used interchangeably with VOIP which is an acronym for Voice over IP.

I will very briefly like to highlight some of the major benefits and disadvantages of deploying IP Telephony when compared to the traditional PSTN Telephone system.
1. IP Telephony is low cost and very cheap.

2. In Wireless connections, IP Telephony is portable.

3. IP Telephony is location independent as long as there is access to the Internet calls can be made in any part of the world.
Disadvantages:
1. Limited by the available infrastructural resources such as bandwidth.

2. Emergency calls can be unreliable.

3. Interference, echo and Data loss are some of the problems that do affect the quality of service obtainable with IP Telephony.
Broadly speaking, IP Telephony can be deployed in any of the following ways:
· Computer to Computer: This is the most commonly used and easiest type of IP Telephony which has been popularised by Skype, the cost of this type is actually free of charges, all the users need is an Internet connection to their computers and the software which is mostly free of charge installed on their computers.

· Computer to Phone: This type has the further ability to communicate with phones on the PSTN network and a charge is applied which usually is less than what would have been charged by providers of PSTN services. The IP Telephony software has to be installed only on the computer end of the connection.

· IP Phones: This type of deployment is free of any call charges if both users have compactable software such as Skype installed on their phones and they are connected to the Internet instead of PSTN (http://threestore.three.co.uk/skype.aspx). In the case of land lines RJ-45 connector is used instead of RJ-11 and these phones looks exactly like normal phones there may be call charges if both do not have the supporting software or Internet connectivity.
IP Telephony utilises packet technology which fragments the voice traffic which is part of conversations into IP packets, traversing the network not necessarily making use of the same paths and then these regrouping at the destination.

IP telephony transmits voice communications over the network using open-standards-based Internet Protocol. [3 http://www.cisco.com/en/US/products/ps6788/Products_Sub_Category_Home.html]

One major difference between data and voice traffic is that with voice traffic, it is often importance that all the packets sent arrives at the same time at the destination even if a small fraction is lost or damaged whereas for data traffic we can afford a few delays as long as all the packets sent arrives at the destination.

IP Telephony allows for the use of any of various compression/decompression techniques which increase or decrease the quality of the conversation versus the available bandwidth, unlike the fixed voice encoding used in the convectional PSTN system.

The use of different compression/decompression techniques with voice activity detection makes IP Telephony more efficient than convectional telephony in terms of bandwidth utilisation.

One very good aspect of IP Telephony is that if a user want to make a call that need better quality and there is available bandwidth for doing so, the has the possibility of selecting an appropriate compression/decompression technique and forward error correction scheme which in conjunction with other factors can guarantee the desired call quality.

Usually the compression/decompression techniques of both devices are known before a call is initiated or it can be dynamically negotiated at call setup if the device the compression negotiations.

IP Telephony systems make use of session control protocols to regulate the set-up and termination of calls that encode speech transmission over the network as digital audio stream. The range of compression/decompression used varies between the different implementations of IP Telephony; there are some implementations that rely on high fidelity stereo while others are the compressed and narrowband speech compression methods. High fidelity which is more commonly known as hi-fi is a terminology for the high-quality reproduction of sound or images.

IP Telephony which falls in between the two fields of datacommunications and telecommunications, it struggles with which protocols would best be used as it standard. Various protocols have been developed over the years to aid the deployment of IP Telephony which include those for signalling, supporting and media protocols [http://iptel.org/sip/siptutorial.pdf]

Two of the most common signalling protocols are SIP and H.323; they are basically used to coordinate communication establishment and to manage the session.

The support protocols which include the Telephony Routing over IP (TRIP) and the Resource Reservation Setup Protocols (RSVP) takes care of address translation and Quality of Service (QoS) issues. The Media protocols includes the transportation protocols such as Transport Control Protocol (TCP), Real-Time Protocol (RTP) and the User-Datagram Protocol (UDP) is more concern with the standards of transporting audio and video packet. Chapter 3 of this thesis would look more at the major IP Telephony Protocols.
2.2 History of IP Telephony
Before discussing the history of IP Telephony it's important that we start by having a brief look at the history of the Internet which is the bases of IP telephony.

The origin of the modern day Internet is generally dates back to work done in the United States by the Advance Research Projects Agency known as ARPA in responds to the launch of Sputnik by the USSR in the late 1950's [http://www.arpa.mil/Docs/Intro_-_Van_Atta_200807180920581.pdf].

The first set of recorded description of the social interactions that could described the present day Internet was contained in a number of memos written by J.C.R. Licklider of MIT in August 1962 describing his "Galactic Network" concept. The ideal of a globally interconnected set of computers through which everyone could quickly access data and programs from any site was conceived by him. In principles, the concept was very similar to the present day Internet. Licklider was the first head of the computer research program at DARPA which at various times was also known as ARPA [http://www.iicm.tugraz.at/Ressourcen/Theses/cguetl_diss/diss_html/literatur/Kapitel02/References/Leiner_et_al._2000/brief.html#Origins ]

Today's Internet which uses the Internet Protocol Suite (TCP/IP) is a network of network that interconnects millions of nodes globally to share information which may be store in computers located millions of miles apart, all that is needed is a connection with compatible protocols.

Some have described the Internet as information super high way as it carries a huge volume of information in the form of interlinked HTTP which can be accessed from any connected computer.

As the Internet is able to transmit data information it was not too long before the ideal of using it to transmit real time voice was conceived and the exact date of actually using the Internet to make voice calls is a very contentious issue and it use was very limited to mostly only people who like to use the technology as a hobby prior to 1995 when the first Internet phone was released by an Israeli Telecoms company called VocalTec which was founded in 1989 by Alon Cohen and Lior Haramaty. [http://ezinearticles.com/?The-Evolution-and-History-of-Internet-Telephony&id=411926].

IP Telephony just like IT in general has seen a phenomenal growth in recent years, the Internet Telephony Consortium (ITC) which was created in 1996 has served as a platform to discuss and regulate technologies and policies for the industry.

The original design of IP telephony required a lot of coordination as the process required that the originating computer should have the same software application running as the receiving computer. These computers would need to be connected to the Internet and have sound card, a microphone, and speakers installed.

When compared to it today's counterpart which can be done not only from computer to computer but even from mobile phones to mobiles that may have different applications. Most today's IP based calls must connect to the Public Switch Telephone Network (PSTN) for it completion and access to some intelligent data and services requiring Signalling System 7 (SS7) capabilities [http://www.verisign.com/static/028991.pdf], these have become possible as a result of advancement in the gateway interoperability technologies between IP and PSTN networks which is managed through SS7 signalling protocols used in traditional circuit-based switches of the PSTN network with IP-SS7 conversion capabilities [http://www.verisign.com/static/028991.pdf].
2.3 Why IP Telephony
The advancements of recent years made in gateways technologies has made the connection of the Internet combinations of computer to computer, Phone to Phone, computer to Phones on the traditional Public Switched Telephone Network (PSTN) a possibility, Some of the most important developments in recent years regarding Telecommunication include the creation of the gateway connectivity between the IP and the PSTN network and the recognition and definition of the H.323 standards for communication over the IP network. These advancements have created a market potential that poses a serious threat to the traditional PSTN telecoms industry. These gateways technologies bridge the IP environment of the Internet with the circuit-switched environment of the PSTN telecommunications network [http://www.emory.edu/BUSINESS/et/P98/iptel].

IP Telephony has gradually become the next generation of telecommunication services. As prices for the equipment to facilitate IP Telephony continue to decrease rapidly, it is increasingly becoming more cost competitive to migrate to IP Telephone for business from traditional. The following are some of the advantages why more and more business have been and would continue to migrate to IP Telephony:
· Cheaper calls especially on long distance calls

· Possibility of telephone conferencing for the same.

· Flexibility (for users, devices, and sessions)

· Mobility across (for users, devices, and sessions)

· Better ultilisation of existing communication infrastructure for both voice and data transfer

· cost savings due to utilising a single and sometimes already established infrastructure for both voice and data

· Scalability

· The variety and supply of services will increase, as anyone can offer services when compared to the monopoly that some PSTN providers used to enjoy.
CHAPTER 3

TECHNICAL OVERVIEW

3.1 IP Telephony Protocols.
Protocols are standard that controls the connection establishment, communication, data transfer and synchronization between computing endpoints.

A broad variety of protocols currently exist on the market to help to address the connection needs of network practitioners. For the purpose of this research, we will focus on those that serve specific tasks within the IP Telephony world. Usually, more than one protocol can be used for the same purpose.

The choice of which protocols to include in the report has not been an easy one. However, the choice that has been made is purely based on the following criteria:
· Importance of applications that are currently using the protocol

· Broadly used protocol across the communication industry

· The expected use of the protocol in the future.
In IP Telephony, there are three different groups of protocols that are needed when using the IP telephony technology. Those are signalling, media and supporting protocols [ Kuthan, Sisalem, GMD Fokus, "Understanding SIP", http://iptel.org/sip/siptutorial.pdf, May 18, 2004]. The signalling protocols are used to establish communication between nodes, locate users, initialize the connection, modify and terminate session.

Figure 3.0 An overview of the different protocols used for signalling, media transport and

support applied in the OSI-Model.

The major examples of signalling protocols are H.323 and SIP (these will be discussed later in this chapter) for IP telephony.

The media type of protocols includes the transportation protocols, which includes the TCP (Transport Control Protocol), RTP (Real-Time Protocol) and UDP (User Datagram Protocol), which are used for transferring packetized audio/video.

The supporting protocols are those that are used for gateway location, address translation and Quality of Service (QoS) amongst other support functions. Some of the prominent examples of the support protocols include Telephony Routing over IP (TRIP), DNS (Domain Name System) and Resource Reservation Setup Protocols (RSVP).

Fig 3.1 An overview of the different protocols used for signalling, media transport and

Support applied in the OSI-Model [Schulzrinne, "Internet Technical Resources", http://www.cs.columbia.edu/~hgs/Internet/, May 20, 2004]

3.1.1 SESSION INITIATION PROTOCOL (SIP):

The Session Initiation Protocol (SIP) is a TCP/IP based protocol that works in the Application layer of the OSI model, it was developed by the IETF Network Working Group (http://www.ietf.org/dyn/wg/charter/sip-charter.html) It is a signalling Protocol broadly used for creation and termination of sessions consisting of one or more media streams. It can also be used for modification of sessions such as changing of communication ports or the addition of media streams during communication session. Communication sessions are the periods of time during which nodes communicate.

SIP is a text-based protocol that has most of the functionality of HTTP and Simple Mail Transfer Protocol (SMTP)(Johnston, Alan B. (2004). SIP: Understanding the Session Initiation Protocol, Second Edition.) SIP can be carried by UDP or TCP as is designed to be transport independent of the underlining transport layer (http://tools.ietf.org/html/rfc4168).

Session Initiation Session has following functions [http://voip.about.com/od/sipandh323/p/whatisSIP.htm]
· Translation of names and location of user.

· Group member's ability to negotiation on features during call setup. These features can be changed as new part get involves in the conference.

· Parties in call can generally manage not only their current calls but have the ability to make and cancel new calls in SIP.

· SIP gives users the ability to modify calls characteristics during calls to enhance call quality or enable features such as video facility if it was not initially thought to be necessary at the time of setting up of the call or when a new user joins the group.
SIP supports different services, including name mapping and call redirection. These services allows for a user to initiate and receive communications from any location which is one of the major advantages of IP Telephony, and for networks to identify the users wherever they are. [16 Rosenberg, Schulzrinne, "SIP: Session Initiation Protocol", June 2002, http://www.faqs.org/rfcs/rfc3261.html, May 20, 2004]
The SIP Architecture
There are two basic functional components within SIP architecture: the SIP user agent and the SIP network server. The user agent is the end system component for the call and the SIP server is the network device that handles the signalling associated with multiple calls.
SIP entities

Registrar
The Registrar is a server that accepts register requests within the SIP architecture for the purpose of keeping track of the current location of a user specified in the request. A registrar server can also serve as a proxy [http://www.radvision.com/NR/rdonlyres/51855E82-BD7C-4D9D-AA8A-E822E3F4A81F/0/RADVISIONSIPProtocolOverview.pdf].

The IP address of a user can vary and to be able to reach users from her/his SIP address, an entity in the SIP network needs to maintain the mapping between SIP addresses and IP addresses.
Proxy
A Proxy Server is an intermediary entity that acts as both a server and a client for the purpose of making requests on behalf of other clients. A proxy server can forward a request to its final destination without any changes of parameters before passing on the request which may pass through only one or numerous proxies before it arrive at it final destination. Furthermore, the proxy request can be serviced internally or passed on to other servers possible after translation or rewrite the request as may be appropriate [www.radvision.com/NR/rdonlyres/51855E82-BD7C-4D9D-AA8A-E822E3F4A81F/0/RADVISIONSIPProtocolOverview.pdf].
3.1.2 H.323 PROTOCOL
The first version of this standard was developed by the International Telecommunication Union (ITU) in 1996 and a later edition version 2 was approved in January 1998 [www.packetizer.com/iptel/h323/papers/primer/].

The H.323 is part of the ITU-T H.32x series of protocols which addresses call control and multimedia management over Integrated Services Digital Network (ISDN), 3G mobile networks and Public Switched Telephone Network (PSTN). Other members of the series include H.320 and H.324 which are very useful in implementing videoconferencing across a range of networks.

[www.packetizer.com/ipmc/h323/papers/primer/].

The strength of H.323 lies not only in its ability to provide most basic telephony interoperability and functionality but also in its multimedia communication functionality which is specifically designed for IP networks.
H.323 Terminal
The terminal is an endpoint on a network which provides for real-time, two-way

communications with another terminal, gateway or Multipoint Control Unit (MCU). A

terminal may provide speech only, speech and data, speech and video, or speech, data and

video.
H.323 Gatekeeper
This gatekeeper provides call-level and pre-call control service to the endpoints. One of its functions has to do with providing basic Admission Control to a network by granting or refusing communications with other H.323 entities in its zone of control.
H.323 Gateway
The gateway protocol deals with the converting of protocol services between H.323 terminals and other terminals that do not support H.323. It translates between audio, video and data transmission formats as well as communication systems and protocols. A good example can be found when a gateway route VoIP calls from an H.323 terminal to the traditional telephone network, thereby permitting regular calls to be made from H323 client.
H.323 Multipoint Control Unit
The Multipoint Control Unit (MCU) facilitates multiple endpoints to participate in conference calls. An MCU consist of a Multipoint Controller that handles call control and optional Multipoint Processors that handle the media exchange (video and voice) in conference calls.
H.323 Security
The security can be divided into two categories, security services for signalling messages and services for media streams. The services that exist for signalling (RAS, H.225.0, and

H.245) include different components; the first component is user-authentication mechanisms.

These support three techniques that include the encryption of fields with secret keys, use of keyed hash technique [Pfleger, "Security in computing", 2nd ed., Prentice Hall, New Jersey, USA 2001] and the use of digital signatures. The next component handles the generating of secret keys, either by using the Diffie -Hellman algorithm (the exchange of public and private keys) [Pfleger, "Security in computing", 2nd ed., Prentice Hall, New Jersey, USA 2001] or from a prior shared password. The secret key can be used for authenticating user or for authenticating messages. To secure the communication (H.225.0/H.245) channels, IPSec can be used. By using these techniques,

security services can be obtained. The security capability exchange between communicating

end-points uses H.245 capability exchange procedures to assist a resource constrained

endpoint from being overloaded
Differences between H.323 and SIP
Although the two VOIP protocols SIP and H.323 serves similar purposes they are however different in various aspects as they were developed for IP telephony by different organizations which usually approach networking architectures and design from different perspectives. H.323 which is a more complex protocol was developed by ITU-T which is an international standard body while SIP by the Internet Engineering Task Force (IETF) [www.voipplanet.com/backgrounders/article.php/3505511].

H.323 is a framework that consists of several sub protocols. During call initiation, H.323 requires the involvement of the sub protocols to setup a connection between two parts, while SIP only requires the sending of the IP number to setup a connection. [Hersent, Gurle, Petit, "IP Telephony - Packet-based multimedia communications systems", Addison Wesley, London, UK, 2000]

There are some differences in terms of scalability between these protocols especially with transportation protocols and large number of domains. H.323 is designed for smaller local area networks (LAN) and SIP can be used on both LAN and wide area networks (WAN).The transportation protocols that can be used are TCP and UDP, H.323 uses mostly TCP and SIP uses UDP. Since the use of the User Datagram Protocol is unreliable; RTCP (Real-Time Control Protocol) [Wikipedia, http://www.wikipedia.org] assists SIP to assure that the packets are safely delivered. The use of TCP requires a maintained connection through the entire call, this may cause overload problems for gatekeepers that need to keep a call state for every connection. [Rosenberg, Schulzrinne, University of Columbia, "A comparison of SIP and H.323 for Internet Telephony", www.cs.columbia.edu/~hgs/papers/schu9807_comparison.pdf, February 10, 2004]

Generally speaking, SIP is compatible with H.323 and vice visa, but H.323 cannot perform address translations for SIP addresses [Hersent, Gurle, Petit, "IP Telephony - Packet-based multimedia communications systems", Addison Wesley, London, UK, 2000].

SIP uses simple text encoding, can be debugged easily using simple network sniffers and can detect interoperability problems. Although text encoding are simple to implement but they have performance problems and it usually is bigger in terms of size when compared to other encoding methods such as binary encoding which H.323 uses. Binary encoding is more complex to implement, but the performance optimizes for the protocol data unit (PDU) which is an advantage because the PDU's tasks are to find addresses and control the information.

Binary protocols are easier to code and decode because the size of the binary encoded messages are smaller than text encoded messages. [Hersent, Gurle, Petit, "IP Telephony - Packet-based multimedia communications systems", Addison Wesley, London, UK, 2000]

The sub protocol H.235 [www.tmcnet.com/articles/ctimag/0598/nettelephony001.htm,] which handles the security for H.323 and can use different encryption techniques such as IPSec or the Diffie-Hellman algorithm to protect the voice packets. Although IPSec amongst other techniques can also be used as the encryption of the voice packets with SIP implementation but generally speaking the default algorithm is DES.

One other difference is that SIP protocol has to use a firewall to provide for security as it does not have any sub protocol that handles the security like H.323 which uses it H.235 sub protocol. [Hersent, Gurle, Petit, "IP Telephony - Packet-based multimedia communications systems", Addison Wesley,]
3.2 VOIP Security.
IP Telephones are susceptible to the same attacks as are any Internet-connected devices or network. This implies that anyone that know about these vulnerabilities can potentially institute attacks [Taub, Eric (April 2, 2008). "VoIP System Security: Time to Worry, or Maybe Not]

A recent IBM Global Business Security Index shows that the first half of 2005 witness more than 237 million network security attacks globally, these attacks can be extremely costly to companies not only financially but also in terms of decrease productivity due to downtime caused by these attacks [http://www.juniper.net/solutions/literature/white_papers/200179.pdf].

In this section, I would attempt to outline most of the security issues in today's deployment of voice over IP and during the early days of transformation of IP Telephony network into traditional phone system. It's important to clarify the distinction between security threats and vulnerabilities. Security threats are actions with the potentials to cause harm and it depends on the skills and motives of the perpetrators. Systems vulnerabilities on the other hand refer to weakness within the system or network that allows threats to become effective.
The following are some of the threats facing VOIP deployment

Conversation Sniffing or Eavesdropping
The confidentiality of conversation is very important in Telephony.

Without proper precautions, IP Telephone systems may be vulnerable to conversation sniffing otherwise known as eavesdropping, which is defined as the interception of voice conversations by unauthorized party. Eavesdropping usually is as a result of interception packets or by connecting unauthorized eavesdropping devices to systems [www.juniper.net/solutions/literature/white_papers/200179.pdf].

A third party can gain unauthorised access to names, password or even business quotes which if passed to competitors has the potentials to frustrate a business , little wonder most businesses were initially reluctant to deploy VOIP [www.voip.about.com/od/security/a/SecuThreats.htm].

The integration and confidentiality are vital to provide IP Telephony services. Here integrity is concern about the fact that the information exchanged should not be tampered during the transmission while confidentiality on the other hand refers to the privacy of information exchanged among different users of the service.

Different techniques such as the use of Real Time Protocol (RTP) for the compression of media streams or IPSec for a complete authentication can be used to guarantee the integrity and confidentiality of IP Telephony [F. Cao, S. Malik, "Security Analysis and Solutions for Deploying IP Telephony in the Critical Infrastructure", Critical Infrastructure Assurance Group Cisco Systems, Inc. 2005].
Rogue Sets and Toll Fraud
This the attack whereby an attacker gains access to legitimate users resources and simply adds any VoIP application to make long distance calls at the expense of the legitimate users.

The way around these attacks is to implement a lock down structure where only the network administrator is allowed to add any VOIP application or device in such a way that when a new application or device is added to the network, it logs are sent to the administrator for authentication before it is allowed on the network.

[Patrick C.K, M. Vargas, "Security Issues in VOIP Applications" Hung University of Ontario Institute of Technology Oshawa, Canada May 2006]
Man-in-the-Middle Attack
IP Telephone network are particularly vulnerable to man-in-the-middle attacks, which is a form of active eavesdropping in which the attacker intercepts the connection between different users and masquerades as the called party to the calling party and/ or vice versa. Once the attacker has gained this position he makes the different parties to believe they are communicating with each other when in fact the attacker controls the conversation and as such is able to obtain confidential information such as passwords and privilege information which would not have been divulged ordinarily[www.voip.about.com/od/security/a/SecuThreats.htm]

The threat of man-in-the-middle attack can be greatly reduce and possible eliminated through secure socket layer (SSL) authentication [Cao, S. Malik, Security Analysis and Solutions for Deploying IP Telephony in the Critical Infrastructure", Critical Infrastructure Assurance Group Cisco Systems, Inc. 2005].
Denial of Service (DoS)
hese are attacks that are directed at network or device denying it of a service or connectivity. It is usually done by over flooding its bandwidth, the network or the device's internal resources with unnecessary calls or request which can degrade or in extreme cases crashes the system by causing the premature dropping of calls and halting call processing.

The main question that is usually asked is why would someone decide to carry out a DoS attack? The main reason is usually to target a network so that it starts denying the rendering of it normal services and in the process the attacker can get remote control of the administrative facilities of the network.

The best method of protection from DoS attack is to locate the source of the attack and isolate that traffic. Since IP Telephony is built on the Internet which is virtually open to everyone, it's very vulnerable for intruders to launch malicious software easily in many real-time networks with the potentials to cause DoS. These has made the converged network of Traditional and IP Telephony to face many challenges and has to device various tools to save it from these kind of attacks. One very effective approach to secure the network is by blocking through authentication, authorization, and accounting server (AAA) [F. Cao, S. Malik, "Security Analysis and Solutions for Deploying IP Telephony in the Critical Infrastructure", Critical Infrastructure Assurance Group Cisco Systems, Inc. 2005].
3.2.1 Firewalls
Firewalls are security implementations of computer systems or networks that are used to block unauthorised access while allowing authorised communications. This is achieved by configuring a set of devices to permit or deny traffic between different nodes or domains based on agreed set rules by acting as a physical wall as is depicted in figure 3.1 below .
Figure 3.1 Network Firewall
It is a complex task for a firewall to initiate communication from the public Internet to a device on a private LAN, especially when voice and video streams are transported over separate ports in the session setup [Hallingstr�m, Magnusson, "The SIP protocol and Firewall traversal", October 2001,

www.intertex.se/upfiles/IntertexSIPWhitePaper.pdf, May 12, 2004]. Firewall are usually employed to stop unauthorised Internet users from gaining access to private networks connected to the Internet by acting as a filter for all messages leaving or entering the private network. Firewalls are able to achieve this by ensuring that only messages that meet the set security standards are allowed to go through it.

The following are some of the Firewall techniques that are commonly used in the industry

Packet Filtering: This implementation filters every packet passing through the network to ensure that preset security standards are meet before they are allowed to either enter or rejected. This is efficient method but it's susceptible to IP spoofing which basically is the concealing of the true IP address of the sender of packets by the use of forged source IP addresses.

Proxy Server: This is used to conceal the true IP address of network components by intercepting all messages leaving and entering the network and subsequently redirecting it accordingly.

Application and circuit-level gateway: While application firewall scrutinises interaction with applications such as Telnet and FTP servers, the circuit-level on the other hand applies security checks when connection between nodes are established after which messages are allowed to flow which any further checks.
3.3 IP Telephony Quality of Service (QoS)
The quality of service (QoS) is one of the main characteristics that are important for people using IP telephony. One of the major drawbacks of IP Telephony is it inability to guarantee the high level of QoS that we have become used to with traditional PSTN Telephony. Some of the QoS concerns include delay, jitter (interference) and packet loss and since IP Telephony involves the transfer of voice in real-time it is important to control jitter and delays in order to guarantee QoS.

Jitter is of importance since it needs to maintain a certain level of time for the packets to be delivered. Real-time packets should be prioritized before data packets to avoid delays. Packet loss can also be a problem concerning QoS, because whenever there is congestion on the packet's path the possibility of the router dropping packets when the router buffer limits is reached.

The simplest and least complex way to provide network QoS is through over provisioning of those limiting factors. The following section will discuss some of the more specialised models developed to provide application QoS in IP Telephony networks.
3.5 Factors affecting Voice Quality in IP Telephony
There is the need to always deliver reliable and qualitative service with IP Telephony especially with the reliable service users has become accustomed to with the traditional PSTN Telephone which obviously is the fore runners of today's VOIP services. VOIP is has many drawbacks which must be overcome if it is to compete favourable with the erstwhile PSTN system. The following are some of the factors that have the potential to affect the quality of service of IP Telephony
Bandwidth:
The bandwidth available has a direct implication on the voice quality that is obtainable with IP Telephony. Bandwidth here refers to the rate of data transfer measured in bits per second (kbps) which is a function of your internet connection. Generally speaking, broadband connection would give a better voice quality compared the dial-up that is subjected the same amount of application [www.voip.about.com/od/voipbasics/a/factorsquality.htm]
Equipment:
The quality of equipment plays an important role in quality of service that can be obtained in IP Telephony. Although high quality equipment may be more expensive at the initial stage of set-up but it is most likely to be more cost effective in the long run when compared to cheap and poor quality equipment. It is important to ensure that before investing on any systems as much information and review of the component and equipment should be obtained to help to make the right decision such as the routers, gateways and IP phones, the issue of their compatibilities should also be considered [www.voip.about.com/od/voipbasics/a/factorsquality.htm].
The Frequencies of Equipment:
The Frequencies of the individual equipment such as IP phones can in conflict with other VoIP equipments like Routers or ATA. Some network that uses 5.8 GHz phone have had problems with their voice quality, one way of resolving this is to change to phones that uses lower frequency such as 2.4 GHz. [voip.about.com/od/voipbasics/a/factorsquality.htm]
Location of Equipments and Weather Conditions
The location of individual VoIP equipments needs to be carefully planned to avoid noise, echoes or garbled calls which can result from interference with each other, these interference may be due to electrical feedback.

The quality of service may also be affected by the weather condition such as thunderstorms and heavy rainfall. These may result in statics which is static electricity generated due to heavy rainfall. If this occurs, it can be resolved by unplugging and rebooting of your equipments [ www.voip.about.com/od/servicesandsolutions/tp/Top5Providers.htm]
CHAPTER 4

MODELS AND DESIGNS

4.1 IP Telephony Deployment Components
This section introduces the various components of a typical IP telephony solution.

It is out of the scope of this research to make a detailed survey of IP equipment on the market today. This section will rather introduce the reader to some of the most common products that exist today, and give examples of companies that provide them. As the pace of development of this kind of products is very rapid, a survey as described above would quickly be outdated. The following are the components that are essential for setting up the deployment of IP telephone system.
� For the main site or in a single site model, the components are in the following order:
1. Infrastructure components such as Catalyst 3560 Switch, Cisco 2821 router

2. Integrated Services Router IOS version and Cisco Unified Communications Manager Express

3. Cisco Unified IP Phones, Cisco IP Communicator, Cisco Analog Telephone Adaptor 186

4. Cisco Unity Express

5. Network management application (Cisco netManager Unified Communications)
For the remote site, upgrade components in the following order
1. Core Switch

2. Integrated Services Router IOS version and Cisco Unified Communications Manager Express

3. Cisco Unified IP Phones, Cisco IP Communicator [http://www.cisco.com/en/US/docs/voice_ip_comm/uc_system/UC7.0.1/ipt_smb_system_inst_upg/upgtu.html]
Figure 4-1 is a depiction of components in a telephony solution, although depending on the needs of a business, main or branch sites may or may not contain all the elements shown in the diagram above.

The physical network infrastructure in a solution includes PSTN gateways, analog phone support and digital signal processor farms which include Cisco voice gateways, Cisco routers, and Catalyst switches equipped with the appropriate Cisco IOS platforms. [Cisco Systems. Introduction. Cisco IP Telephony Solution Reference

Network Design (SRND) for Call Manager 4.0 and 4.1 2005 Available from:

http://www.cisco.com/en/US/partner/products/sw/voicesw/ps556/products

_implementation_design_guide_chapter09186a008044750b.html]. The above mentioned network elements support endpoints as clients like the IP phones (desk phones, video enabled endpoints and 12 wireless IP phones) or fax machines and also provide interfaces to support integration of legacy systems [Cisco Systems. Introduction. Cisco IP Telephony Solution Reference

Network Design (SRND) for Call Manager 4.0 and 4.1 2005

http://www.cisco.com/en/US/partner/products/sw/voicesw/ps556/products

_implementation_design_guide_chapter09186a008044750b.html]

In the applications realm, the Cisco Call Manager software could be hosted on various kinds of server hardware. The Call Manager acts as the core call processor as a standalone call processor, a distributed one or in a cluster. In either case, the call manager provides call processing to the main or remote sites. Different call processing scenarios are discussed in following section. Other than core call processing applications, servers in an IP Telephony deployment could also provide services made available by the Cisco IP Communication solution each of the deployment models. Another important aspect of a typical IP Telephony deployment is Quality of Service. In a converged network, there is much concern about how different media can be delivered through the same medium, and how this affects service.

For example, the WAN links between each remote site would be a carrier for data and voice (or video). This brings up concerns of whether voice (or video in certain cases) would be affected if simultaneous data transfers occur over the WAN link.

According to Cisco Systems, "Voice, as a class of IP network traffic, has strict

requirements concerning packet loss, delay, and delay variation (also known as

jitter). To meet these requirements for voice traffic, the Cisco IP Telephony

solution includes Quality of Service (QoS) features such as classification,

queuing, traffic shaping, compressed Real-Time Transport Protocol (cRTP), and

Transmission Control Protocol (TCP) header compression." [Cisco Systems. Introduction. Cisco IP Telephony Solution Reference

Network Design (SRND) for Call Manager 4.0 and 4.1 2005 [cited February 2006]; Available from:

http://www.cisco.com/en/US/partner/products/sw/voicesw/ps556/products _implementation_design_guide_chapter09186a008044750b.html]
4.3 IP Telephony Deployment Models
There are different models that a corporation can choose from with a deployment based on the needs and requirements of the business. Many different parameters have to be taken in consideration before opting for any of the proposed models with the Cisco IP Telephony Solution.

This section introduces some of the models that are generally implemented by corporations. Each of them differ from one another based on the size of the business, the type of business and the degree of dependence of business needs on IP telephony. This section will discusses the different kinds of deployment models such as the single site model and multi-site WAN models with centralized or distributed www.cisco.com/en/US/partner/tech/tk1077/technologies_tech_note0 9186a00801da84e.shtml#topic2] processing. There will also be a discussion on a model that is designed for Survivable Remote Site Telephony (SRST).

4.3.1 Single Site Deployment Model

The Single-Site model is designed for autonomous offices in which most or all employees are IPC users. This model supports up to 30,000 users.

The single-site model can support up to 30,000 nodes or users. It consists of an autonomous office where all the staffs are IPC users, all the call processing happens at this main site. There are no VOIP connections going out of a WAN link to provide voice communications to any kind of a remote site, figure 4.2 below shows the structure of the single site model.
DESIGN FEASURES AND ORGANISATIONAL SUITABILITY.
This model is designed to be administered locally and topology can be ring, star or bus. It may also be wired or wireless LAN and long distance calls destined for outside the single site are handled by the PSTN gateway to connect it with the outside world.

It is particularly suitable for small to medium size organisations that have their operations at one location such that the bulk of their business calls are within this single location [http://www.cisco.com/en/US/docs/voice_ip_comm/uc_system/UC6.1.1/system_description/SDMOD.html#wp1179201].
4.3.2 Multi-Site WAN Deployment Model
A multi-site deployment is implemented when there is more than just a main office that needs IP telephony. This model consist of one main site usually the head office and one or more remote sites connected via WAN or PSTN links Each site in this model can support up to 30,000 phones or users in up to 1000 different sites as long as the network bandwidth can support it. There are two different implementation of the multi-site model, the centralized call processing model or the distributed call processing model. The basic difference is that call processing is handled centrally at the corporate head office with multisite centralized call processing model while the call processing is handled at the various geographically dispersed sites thus requiring multiple Cisco Unified Communication Manager clusters. Figures 4.3 and 4 .4 below gives the basic structures of these model.
DESIGN FEASURES AND ORGANISATIONAL SUITABILITY
The design of this model ensures interconnection between sites via WAN which may be frame relay or Virtual Private Network (VPN). Each site in this model can operate on a wired or wireless LAN and connection of the Private Branch Exchange (PBX) and the PSTN at the head office will usually be provided by T1/E1 CAS and PRI. Remote site's on-net long distance calls goes through the WAN while off-net traffic are hauled over to one of the drop-off gateways. [http://www.cisco.com/en/US/docs/voice_ip_comm/uc_system/UC6.1.1/system_description/SDMOD.html#wp1179201].

This design is slightly different with the multi-site distributed call processing variant where inter-site dependency is very much reduced.

The centralised call processing model is mostly suitable for organisations such as banks with one big head office and several branch offices so that the call processing infrastructure is at the head office via IP WAN cloud while the multi-site distributed call processing model caters mainly for business organisations with multiple locations in several regions such as manufacturing or production, transportation and distribution companies [http://www.cisco.com/en/US/docs/voice_ip_comm/uc_system/UC6.1.1/system_description/SDMOD.html#wp1179201].

Since voice media traverses across the WAN, careful consideration and configuration is required at design stage to ensure quality of service. One of such configuration is to assign priority to voice over data traffic to prevent jitter and delays which can greatly reduce voice quality. Remote sites are able to avoid toll charges by routing calls through the head office gateway via the WAN which in effect has the potentials to completely eliminate the cost of long distance calls between branch offices situated in different geographical locations within an organisation which has deployed this model. In real life situations, most organisations still keep their original ISDN connections as backup and it's configured to provide temporary connection if the WAN link is indisposed.
Supported Applications
The Single-Site model supports applications that provide a wide array of advanced features. These applications include:
· Call processing:

· Cisco Unified Communications Manager (based in headquarters in multi-site model)

· Cisco Unified Communications Manager Express (based in headquarters in multi-site model)

· Cisco Unified Communications Manager Business Edition

· Contact Center:

· Cisco Unified Contact Center Express (based in headquarters in multi-site model)

· Cisco Unified Contact Center Enterprise (based in headquarters)

· Cisco Unified IP IVR for centralized queuing

· Cisco Unified Customer Voice Portal

· Messaging:

· Cisco Unity (based in headquarters)

· Cisco Unity Connection

· Cisco Unity Express

· Instant messaging and presence: Cisco Unified Presence

· Conferencing:

· Cisco Unified MeetingPlace Express (based in headquarters)

· Cisco Unified Videoconferencing

· System management:

· Cisco Unified Communications Manager Serviceability Tools

· Cisco Unified Operations Manager (based in headquarters)

· Cisco Unified Service Monitor

· Cisco Unified Service Statistics Manager (based in headquarters)

· Cisco Unified Provisioning Manager

· Cisco Monitor Manager and Monitor Director (for small or medium size deployments with Cisco Unified Communications Manager Express and or Cisco Unity Express)
1. INTRODUCTION
This report looks at my clients existing network infrastructure and a detailed analysis of the various options available to improve the communications between my clients branch and head office located in Liverpool and London respectively. My client (BtSky limited) which has it sales and marketing department in Liverpool branch is looking to improve it network security and how both locations communicate and exchange information. The aim of this study is to provide a solution to the above stated issues in terms of cost, effectiveness and very importantly security of data exchange between both locations.
1.1 Objectives
· A review of BtSky's existing network

· Specify new requirement

· Design and specify new system to meet stated requirement
1.2 Requirements.

Requirement of both Sites.
1. Security in communicating between Liverpool and London is very important as is the cost of providing this secure communication

2. Reliable and secure emailing between locations

3. Deploy logical design that allow users to be group and access server irrespective of geographical location
· Group sales and marketing department for Video-conferencing

· Group senior manager including the managing and Technical director to have access to all servers

· Group IT Services with all departments for centralized administration
Requirement of the network Infrastructure
4. Deploy reliable and efficient LAN infrastructure
1. Deploy reliable and efficient WAN infrastructure
a. Deploy private dedicated leased line(T1/E1)

Upgrade LAN devices from Hubs to Switch
2. Upgrade Backbone Switch using 10/100/1000Mbps
Technological/Bandwidth Requirement
3. Deploy bandwidth that is capable of handling heavy network traffic irrespective of peak/idle period.

4. Faster WAN technology

5. Deploy bandwidth capable of handling video-conferencing (10Mbps connection speed)

6. Deploy bandwidth capable of transmitting Real-Time video-conferencing
Overall Requirement
7. Scalability - deploy flexible network infrastructure to accommodated future scalability

8. Consolidate disaster recovery framework for back up of mission critical applications

9. Security - deploy private dedicated T1 line
2. INITIAL DESIGN AND SPECIFICATIONS
BtSky limited (my client) have pointed out some bottlenecks to communication and efficiency of their existing networks during my initial meeting with the managing and technical directors during which they listed their requirements as seen below.
CLIENT REQUIREMENTS
· Security in communicating between London and Liverpool is very important as is the costs of providing this secure communication.

· The volume of communications between Liverpool and London is governed by corporate needs and these are,

· E-mails between Sales and Headquarters. This can be pretty heavy at peak times and needs to be secure and reliable.

· Liverpool has a lot of Video clips that they need to look at for marketing purposes. Occasionally these are streamed to London Headquarters

· Headquarters is keen to allow senior staff in Liverpool direct access to some corporate information on their servers. However they want this to be strictly controlled so that only the senior management group can access this information. The managing director wants him and the technical director to have access to everything in both locations

· The technical director is adamant that he wants complete access to all Back-Up information.
My task is to provide the most cost efficient solution to meet these requirements.
The BtSky (my client's) existing network:
It consist of two networks on distinct geographic locations connected to the Internet, that behave as one

I've made the following assumptions of my client's network:
· The two sites are using IP internally.

· There is at least one public IP address on each site to enable communication/name resolution during communication over the internet.

· They are connected to the Internet, through a gateway on a running windows server 2003.
The major concern of the existing network is that of security. Looking at the connection medium and technology involved which is VPN and I want to assume that they have employed the ISDN as a connection system. The ISDN network system run on a circuit-switched telephone network system, designed to allow digital transmission of voice and data over ordinary telephone wires, resulting in better voice quality than an analog phone. It offers circuit-switched connections (for either voice or data) in increments of 64 kbit/s. One of the major use cases is Internet access, where ISDN typically provides up to 128 kbit/s, which may greatly hinder communication between sites during peak times.
Overview of BtSky's network setup on ground
The initial design comprises of some devices at both ends that have been deployed for their network needs in terms of communication between the branch and the head-office. The network communication devices you can view are as follows and I will also be giving reason why this network structure cannot be efficient enough to supply my clients need in terms of security and efficiency.

