crime on the internet
The Internet is a collection or rather many millions of computers connected to global network. According to the [1] WordNet definition the Internet is, "a computer network consisting of a worldwide network of computer networks that use the TCP/IP network protocols to facilitate data transmission and exchange" Since its birth the Internet has growth in considerable size, complexity and has had many evolutions of technological infrastructure change. As technology has got more advanced the Internet has adapted and grown to accommodate the needs and wants of the end users.

Just like the real world, the virtual or cyber world is prone to crime, [2] according to WordNet crime is defined as, "an act punishable by law; usually considered an evil act" This means that computers, users and the networks that sit on the Internet need to be protected. Consider the analogy of the real world and your home, you would live in a city where your house is situated, your home is then protected with doors, locks and alarm systems. So therefore the Internet is the world, the networks that sit inside it are the city and the home would be the server.

The situation as of now, the present day is that businesses use the Internet to trade and consumers are the bread and butter of those businesses. With trade, comes the transfer of money and organisations such as online banks facilitate in the transfer of funds from accounts. The online bank is an integral part to digital age and has gone through major overhaul, as in the past it used to be branch based only. The introduction of the Internet has forced the banks to make use of the online infrastructure and therefore we see a lot more services online. [3] WordNet defines a bank as, "a financial institution that accepts deposits and channels the money into lending activities" Another example is an Internet bank, and [4] according to the Comptroller's Handbook, Internet banking is referred to as "systems that enable bank customers to access accounts and general information on bank products and services through a personal computer (PC) or other intelligent device".

With Internet and banking in mind, the statistic for 'card not present' fraud [5] according to the Home Office, "Losses from this type of fraud were in excess of �212 million in 2006, up 16% over 2005 figures" this indicates that fraud is a big problem and is a threat to online banks. This is a big problem for any industry looking to trade in the online world. The Internet is a vast medium where anything and everything exists. A system can be penetrated, and/or vulnerabilities can be posted on the Internet for the hacking community to see. Therefore it is important for any organisation to put in place safeguards and measures to mitigate anything malicious.

Having understood the context of the situation it is important to learn about the risks that are involved in relation to online banks. These include strategic, operation, and reputational risks. Each risk needs to be assessed for its severity and a risk analysis conducted to exhibit the areas of weakness in the organisation. More specifically transactional risks may have a detrimental effect on reputation and operation. A strategic decision for example, choice of technology provider could affect more than one category. It is therefore important to break down and categorise different risks as they can affect different areas of the business.

Prevention has many areas and the business must utilise as many safeguards as possible to mitigate any sort of crime happening in the first place. And if a crime takes place the preventative measures must nullify or limit the severity to ensure that business can carry on as normal. Mechanisms need to be put in place to pre-empt crimes and if they do occur, a plan to minimise the effects.

It is important that consumer confidence is high and that there is sufficient trust in the bank providing the service. In contrast to traditional banking, where the service is sometimes slow but security safeguards are sufficient enough that even a bank robbery would be statistically not likely to happen. The traditional approach to banking conveys as message that its branches are secure and therefore customers should trust the banks with their transactions and money. Being able to convey a secure message via the Internet is going to be a good initiative for the bank.
RISK ANALYSIS
Establishing risk is a fundamental to fighting crime; this is because malicious acts are carried out with known vulnerabilities in mind. Below are some of the types of risk which can affect an online bank.
� strategic risk � operational risk � reputational risk

[6] According to Kondabagri, "In the e-banking context, use of technology can create strategic risk when management does not adequately plan for, manage, and monitor the performance of technology-related products, services processes, and delivery channels". Therefore strategic risk takes into account the risk created from the board room level, an example of this is when decision making is done from managers that don't understand the nature of information security. To be specific cost cutter measures could affect the strategic decision making as the board could vote to implement a system which is cheap but full of bugs and vulnerabilities. From a strategic point of view, cost cutting in this poor economic climate is probably a good thing but to be naive about security may have detrimental effects to the business and service provided. Strategy can be influenced by the nature of the E-Banking services provided by the bank, something that makes business sense such as outsourcing the accounts to a third party call centre might increase the risk involved. In the call centre example the board might be happy with the service they receive in handling the service but this means the bank has less control over risk and begin to have a reliance on the third party.

Operational risk will pose problems to the bank in the delivery of its products and services. [7] According to Kondabagri operational risk is defined as, "...the risk of loss resulting from inadequate or failed processes, people, and systems, or from external events". If an online banking facility is not operational, this affects the customer directly and the bank and/or customer cannot trade. This sort of risk may result in reputational damage and depending on how the operations were disrupted, e.g. a possible breach in customer data. Compromising the confidential customer data leaves the bank lacking in credibility. If this breach occurs than the bank cannot provide an effective service which may result in loss of service until such a breach is resolved. Even though the bank is 'online' it still involves a human factor and this can mean there is vulnerability in the training received or lack of it. With services such as online banking, technology is at the forefront of its operation.

[8] According to Kondabagri reputational risk is defined as, "...actions that creates a lasting negative public image of overall bank operations, such that the bank's ability to establish and maintain customer relationships is significantly impaired". Reputation risk would be the most signification risk in a broader business perspective, the ethos behind many companies trading online is that they provide a fast, friendly and efficient service. If confidential customer information was lost via an Internet banking web service, it would give a negative public opinion. The media would damage the banks image and it would limit any future relationships and customer base may decrease. Leaving the customer out when there are problems, would only make the situation worse. There needs to be a level of compliance with some sort of incident response plan in order to limit such damage to the bank.
ISSUES WITH INTERNET BANKING
FIRWALL CONFIGURATION Firewalls are good at blocking unauthorised traffic from the penetrating the network. However you have to question how well the firewall has been configured? Just by having a firewall in place does not mitigate the chance of an attack. The human factor of configuring the firewall comes into play. For example if anyone outside of the network were to access corporate information? the firewall would not be properly configured. The firewall needs to act as a block from anything external to that particular network. A firewall may be able to protect the internal network which may house confidential information however questions need to be raised about the competency of the individuals that configured the firewalls and whether or not strict testing and evaluation has taken place.

If the network infrastructure is out dated it could lack the latest security updates. The recent economic recession could mean more pressure on financial institutions, so they may be more likely to stick with hardware and software that has worked for many years. This could be a liability for the bank as it has not kept up to date with the latest security threats.

Phishing is a method of social engineering, [9] Tyler Moore states that "Phishing is the process of enticing people into visiting fraudulent websites and persuading them to enter identity information such as usernames and passwords". This is a big issue for banks as the attacker does not attempt to penetrate the highly secure organisation but rather its weaker customers. This sort of crime is effective as many customers are only users of a system and may not understand the complexities of a web system. [APP1] The phishing scam baits the user into clicking on a hyperlink which then takes them to a malicious page. The user is then presented with a form to which they input there username and password. At this stage the user may also be directed to the legitimate web form or be given an error message.

Most phishing scams replicate a banks web site and form controls. The bank needs to be aware of the authentication methods currently in use. [10] According to ssl.com, "SSL (Secure Sockets Layer) is the standard security technology for establishing an encrypted link between a web server and a browser." By having such encryption technology it stops any third party from intercepting the data being sent to the server. However malicious social engineering scams may install tracking cookies or Trojan horse virus's that collect data from the users machine. This technique would render any sort of encryption useless as the data would be collected from the user's machine and sent over a different channel. A social engineering attack such has Phishing on the surface is very deceptive. It takes a keen eye to see what is actually going on, for example the malicious page would not be digitally signed and therefore would be a suspicious indicator.

Another issue with online banks is their identity, how is it possible for anyone to differentiate between the real or fraudulent website? As previously stated, phishing scams prey on victims who are not aware of such malicious acts. Being able to prove the legitimacy of the bank has a positive perception with added confidence to the customer using the service. The use of digital certificates would enable the bank to verify themselves by a respected third party such as VeriSign. [11] According to WiseGeek.com digital certificate, "are issued by an independent, recognized and mutually trusted third party that guarantees that the website operating is who it claims to be. This third party is known as a Certification Authority (CA)". Together with the use of public and private keys the bank can protect itself and its customers from malicious attacks.

Banks are prone to web attacks ranging from [12] Sniffers; Brute Force; Social Engineering; Trojan Horse; and Hijacking. Sniffers are malicious tools that monitor network activity they can be used to capture key strokes from a machine, e.g. usernames and passwords. Brute Force is a method that attempts to break the encryption, it is a technique used by malicious software that attempt to guess every single combination of username and password. Directly affecting the bank could be other methods of social engineering such as cold calling a particular department and impersonating a member of staff to gain confidential information such as internal telephone numbers. A Trojan horse typically tends to be placed on a specific machine as a backdoor into the system. It would allow for unauthorised access to the system at a later date. Hijacking is a method to intercept transmissions, an example of this would be getting on the network and intercepting packets then resending them to the original destination, impersonating either the node or the server. This is more commonly known as 'man in the middle attack'.

[13] According to WiseGeek.com Pharming, "...accomplishes the same thing as phishing, but with more stealth and without spam. In this case, the thief plants false code on the domain name server (DNS) itself, so that anyone who enters the correct website address will be directed by the DNS to the fake site". A Pharming attack is where the Pharmer will send the user to a page via a fake link to exploit vulnerabilities in the DNS server, and therefore distribute fake information. The DSN infrastructure maps onto the website and assigns an IP address. For example is the bank has an IP address of 10.1.2.3. The attack may then copy the website and manipulate the DNS to redirect it its IP address, therefore re-directing customers to the malicious website. This is known as DNS spoofing.
FIGHTING BACK / PREVENTION
There are many preventatives measures and safeguards that should be implemented. This section will discuss authentication methods, cryptography such as public/private key encryption, takedown response, considering free security software and informative literature for customers.
USERNAME AND PASSWORD
The use of an online username and password has been around for a long time. However authenticating the username and password against values in a database is slightly primitive. With potential high risk transactions made by customers it does not make sense to use a pre-historic authentication control such as username and password. This security control is not robust enough to project the customer from intrusion. Without proper username and password management, the customer's account may be at threat. [14] Microsoft state that the user should "avoid sequences" hence a good password or pin would not be "1234".
SHARED SECRETS
Shared secrets are an additional way to protect the customer and bank from intrusion. [15] According to Kondabagri, "shared-secrets are information elements that are shared by both the customer and the bank and selected by the customer during the initial enrolment process or via an offline ancillary process" An example of this is a password or pin or more secure a paired question and answer. By having multiple shared secret it increases the security. However this doesn't make them 100% secure and therefore the bank should encourage the customer to change them on a regular basis. Another example of a share secret is during telephone banking the representative will ask for your first and last character of your password/pin. The shared secret is encrypted at the banks end to provide extra security. The bank is aware of part of the password, hence shared secret.
PHYSICAL DEVICES
Physical devices may prevent the online fraud, and example of this would be the new devices that banks are starting to roll out to their business customers. The device provides the customer with a unique random code that can be authenticated against via the systems algorithm. It is more robust and secure authentication method, however possible cost implications has limited it to business customers who are cast into the high transactions category. The security tokens last for 15 to 20 seconds and are synchronized with the authentication servers. [16] An example of such a device is the securID made by RSA; they state that it is "Securing Your Future with Two-Factor authentication".
ENCRYPTION
In order for the bank to maintain its integrity they need to employ effective and secure encryption. The first part of secure system would be the username, password and shared secret authentication this would then be sent from the client machine to the authentication server. The security controls would be encrypted so that unauthorised third parties could not get access to the data. There are 2 kinds of encryption and they have 2 different purposes. One would be to keep the data concealed and the other is to validate the process. There are 2 types of encryption, symmetric and asymmetric. [APP2] Symmetric deals with the private key and needs the customer and bank to keep an identical key. Typically the sender would encrypt the message and the receiver would decrypt it with the same key. [APP3] Asymmetric deals with public and private keys, it uses 2 keys to authenticate the data being sent. The unencrypted data is encrypted by the customer's machine using a public key then the bank would decrypt it using the private key.
LESSEN THE LOAD OF A PHISHING ATTACK
[17] The usual phishing attack has 4 stages: Preparation During the preparation the Phisher registers domain names (for example mybank-security.com), together with hijacking computers. Attack Initiation In the stage the Phisher sends large amounts of emails in a short space of time. It baits the customer, and the aim is to get as many victims as possible before the domain is taken down. Discovery Phishing attacks tend to be reported within 30mins - 1 hour from the start of the attack.

Takedown This is the time taken from discovery of the Phishing attack to the takedown of the domain. This tends to vary from 6 hours to 10 days.
TAKEDOWN RESPONSE
[18] Dr Phillip Hallam-Baker states that, "an effective method for stopping phishing attacks is to ask the ISP hosting the capture site to remove the site" It is important to improve the speed of takedown, responding to change is important as Phishing and Pharming attacks attempt to go against the standard method of removal. The main method of takedown would be to contact the ISP where the website is being held and ask them to take it down. The location of the server needs to be known, however it can be difficult to remove Pharming sites as it is hard to identify the site as DNS spoofing attacks the DNS server by providing it with false information about the website.
PREVENTATIVE MEASURES
Currently many of the banking websites do not authenticate their websites prior to the user logging into the system. This is an issue as the unsuspecting customer cannot determine whether the site is legitimate or not. Therefore the bank should authenticate there website prior to the user logging into their system, with the use of encryption and digital certificates. The notion that, "prevention is better than a cure" comes to mind and that brings on the idea of visually verifying the bank with a Secure Internet Letterhead.
SECURE INTERNET LETTERHEAD
This is a preventative solution that attempts to eliminate Phishing and Pharming as it authenticates the email sent from the bank. The nature of emails prohibits verified authentication from the bank and hence the attacker can impersonate anyone they wish. In this case many attackers impersonate security departments from banks baiting the customers into their Phishing attacks. [19] According to Dr Phillip Hallam-Baker who is referring to a selection of Internet users, "Of this proportion an even smaller number know that it is necessary to click on the padlock icon to find out the real identity of the certificate holder". Many users don't understand technical jargon such as authentication and SSL encryption therefore it is safe to assume that only a small proportion of Internet users understand what the small padlock icon is, shown in the web page.

The padlock on the browser tells the user that the web page they are on uses encryption technology and the identity of the source has been verified via a digital certificate. [19] But according to Dr Phillip Hallam-Baker, "Instead, consumers recognise businesses by their brands: a mechanism that is familiar and immediate". The 'Secure Internet Letterhead' provides a mechanism to authenticate using brand names. The customer therefore knows they are in the right place as they can see the company branding. The web browser needs to implement appropriate security measures and be verified against a third party; essentially this would be a visual digital certificate. [APP4] Refer to appendix for example of Secure Internet Letterhead.

Security software can provide a degree of protection to the end user and many new computers come with 1 year subscription based software. However majority of users are unaware that they must update the software periodically and therefore leave the system open to attack because the software is not up to date.

By providing customers with security software such as [20] McAfeeSecurityCenter the bank can show that they are making a concerted effort to maintain security. This also provides the customer with the latest software. The software would be an all in one package that contains of, phishing, privacy, virus, malware and firewall protection.
AWARENESS AND TRAINING
Awareness and training are important not only for the customer but for the security staff that have to deal with attacks to the bank. It is sensible to provide literature to customers regarding attacks such as Phishing and explain that the bank would not ask for their username and password. It is also advisable that the bank run training course for internal staff to understand the nature of such technical attacks. By understanding the threats and vulnerabilities the bank can act fast to assess and diminish the risk.

Staff need to go on training courses to understand the nature of threats and how to handle them where appropriate. It might be advisable for the bank to conduct reviews of which staff has been to which specific training course. This not only keeps a record but is important in the ever changing online environment.

From a strategic point of view it is advisable that the bank promote its security products such as transaction authentication devices in adverts to the general public. This not only shows off the bank as secure it also promotes vital awareness of security protocol.

[21] According to a question and answer about minimising Internet banking risk published in BankersOnline.com. That institutions need to: * Make aware and get staff to understand that policies and procedures are in place for online banking with technology related customer services. * Teach staff on ways to identify and also prevent fraud and identify theft. * Educate the customers as well as staff of the initiatives in place by the bank to verify customers and the protection of information, such as shared-secrets, secure digital certificates and authentication such as public key infrastructure. * Introduce a training scheme so that there is all round departmental compliance with, for example Financial Services Authority (FSA) publications such as Managing risks in e-banking. * Offer an open forum for customers and staff to convey concerns regarding information security and customer verification. Possibly by way of dedicated email service, telephone or drop in sessions at a branch or office location.
INCIDENT RESPONSE PLAN
An attack of some sort has been found, this is where an incident response plan comes into effect. [22] According to Kondabagri, "banks should put in place formal incident response and management procedures, including communication strategies, for timely reporting and handling of suspected or actual security breaches, frauds, or interruptions of their e-banking services". From personal industry experience for an information company, when something goes wrong there is protocol and a set framework to adhere to. This is a crucial mechanism for the company to deal with security attacks. It is a way of managing the suspected breach in security. By having an incident response plan it helps ensure business continuity and controls the reputational risk to the organisation and may limit disruptions to online banking services.

[23] Based on the Basel committee's principle 14 an effective response plan should include the following: 1. Determine the origin of the incident 2. Assess the scale of impact 3. Bring incident to attention of relevant department head or team. 4. Notify possible affected customers 5. Collect evidence to help further investigation 6. Perform review of incident and see if controls need to be stricter.
CONCLUSIONS / RECOMENDATIONS
Banks are considered to be secure as they hold our money. Therefore trust and security should be the main emphasis. From the strategic planning banks need to make decisions from the board room level and take into consideration information security, not only for the bank but for customers. A consideration needs to be made on whether the bank has adequate level of expertise in-house to deal with problems if they do arise. The bank also needs to take into account the nature of technology and its rapid development, they need to evaluate the effectiveness and look at the impact it may have on the business and its customers. Are upgrades needed? Does sticking with the current system leave the bank open to vulnerabilities? Questions such as this need to be raised in order to strategically plan ahead.

The bank needs to have a well defined risk management framework in place. They need to have processes in place to identify and address the risks appropriately. Password guessing and Brute-forcing were one of the biggest threats to online services but such threats are now minimal with the introduction of limited login attempts ruling. With the changing nature of technology and the ever changing malicious methods to carry out computer crime it is important to evaluate the framework for risk management, as being able to respond to change fast is important to mitigate the operational and reputational risk to the bank.

Information security awareness is an important factor to consider, as previous stated Phishing scams prey on individuals that have a lack of knowledge and attempts to 'bait' them in to capture the information. Being able to inform customers about such attacks keeps them vigilant. Awareness and training does not stop there and banking staff should be trained about certain procedures so they can effectively administer protocol when dealing with online security issues.

Operational controls can be in the hands of the bank, although it is not directly their duty to make sure that for example, customers install security software on their machines. It would be advisable on the customer's part to install such software and the bank as stated in this paper, can offer free software. However if the bank offer free software it is difficult to verify if the customer has installed let alone updated the software correctly. The bank can possibly change its policy on Phishing and state that if the customer has not made reasonable effort to protect themselves, then the bank are not liable to reimburse any potential monetary losses.

It is also quite clear that SSL encryption with the use of digital certificates is paramount in the transmission of data from the customer's machine to the banking system. Network securities such as a well configured firewall are important but also critical is the network infrastructure. Along with the firewall the bank needs to have an audit trail that it monitors periodically. The bank should have some sort of intrusion detection system that can log the attacks to the network and detect breaches in the network firewall. With that in mind there needs to be a review of the critical areas of the business with a prioritization of key business services that may be affected.
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