Wireless LAN in hospital

Interference and Safety Concerns
One concern that comes up often is the possibility that a WLAN device will interfere with medical devices such as hearing aids, life support systems, etc... and to prevent interference, the appropriate approach is to perform on-site testing with the wireless devices. It is strongly recommended that this evaluation be done with the radio manufacturers guidelines. "Deploying WLAN in a Hospital Setting: Understanding the Issues" is an article published on compliance engineering website has more details about the subject [1].
Access is Easy by Design
Wireless LANs are easy to find by design, as all wireless networks are available to potential clients can link up. However, the information needed to join a network (network ID, user name, password, etc...) are also the information needed to launch an attack on a network by an experienced hacker, and the best way to mitigate the risk by using strong access control such as two factor authentication, and encryption solutions to prevent a wireless network from being used as an easy entry point into the network, and VPN can also be used for securing the tunnels between the client and the WLAN [2].
Unauthorized Access Points
Unauthorized or "Rogue" access points can be installed by end users in a non restrictive environment will expose the network to great security risks. End users are not security experts, an advanced user in a hospital may not be aware of the risks posed by wireless LANs. Unfortunately, no bullet proof solution exists to this concern. Technology solution can allow network administrators to scan their building for unauthorized access points; on the other hand the periodic "walk-through" is the only way to address the threat of unauthorized deployment.
Unauthorized Use of Service
Legal problems may result from open WLAN. Unauthorized users accessing WLAN may not necessarily adhere to the service provider's terms and conditions, and it may take only one spammer who can hook into the network and send thousands of emails to cause the ISP to revoke the connectivity. VPN deployment is one of the techniques that can protect the network from unauthorized wireless clients with its built in encryption techniques. Also, 802.1x also allows network administrators to select an authentication method which can be used, where users may be asked for only passwords, or else user name and password.
WLAN Service Performance
Wireless LAN capacity is not equal to the wired LAN, It is not hard to imagine how LAN based applications, especially the ones that can view patient information and graphs, might overwhelm such limited capacity. An attacker might launch a denial of service attack on the limited resources. Large file transfers, with special attention to media files such as photos, video of surgery operations, etc... may transfer large amounts of data over the network to enable the users to perform their duties, and consequently, large traffic loads will overwhelm the network.
Conclusion
WLAN will beneficial to the medical staff in the performance of their duties, only if a plan is developed to address concerns regarding interference and safety in the initial stages of system planning and following recommended best practices.
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