Various data transmission protocols

Abstract
Due to the need to transmit data from one host to another in a network, various data transmission protocols have been invented in the past. This paper describes the similarities and differences between the services provided by TCP and UDP experimentally. It also analyzes transmission time required by TCP and UDP to transmit a stream of data bytes. TCP is abbreviated as Transmission Control Protocol which is an important protocol in TCP/IP networks. UDP means User Datagram Protocol It has minimal overhead and is primarily used to broadcast data in multi-media application

Some technical terms:

TCP : Transmission Control Protocol

UDP : User Datagram Protocol

Ack : Acknowledgment

IP : Internet Protocol
1. Introduction
The main focus in this project is to compare transmission speed required by TCP and UDP [5]. Using Linux fedora virtual machine, socket programming is implemented in 'gcc' compiler in order to transmit data in TCP and UDP. Network Analyzer software 'Wireshark Ethereal' is used to capture data transmitted through sockets in TCP and UDP. Captured packets are then used to analyze stream of data sent from client to server or vice versa.

As shown in Fig. 1 data to be analyzed is transmitted wirelessly from client to server. Sending host should know the source and destination IP address and port number before transmitting data bytes. In case of TCP, connection is established before transmitting data whereas UDP just broadcasts data as soon as it is available [7].
2. Sockets
What are Sockets? It is an interface through which processes can send and receive information. It acts as End-Point of inter process communication. IP Address and port number of host is used to create a socket. Source Socket and Destination Socket uniquely identifies a connection.
3. Client-Server Model
Most inter-process communication uses client server model. Client and server are two processes that want to communicate with each other. The client process makes a connection request to the server process for information/services own by the server [1],[2],[4],[5]. Information can be transmitted only after connection is established between client process and server process.
4. Transmission Control Protocol (TCP)
It is a connection oriented protocol which means that in order to transmit information; connection must be established prior to transmission of data between two end hosts (client/server). Connection is established using three-way handshake.

The server needs to be always ON. Client makes a request to the server for connection. The server completes all its pending tasks, allocates resources (buffer) and sends an acknowledgment to the client (grants connection). The client then acknowledges the connection. This is called three way handshaking in TCP to make a connection. Data is transmitted after connection is established. Once data transfer is successful connection needs to be closed to free system resources. Connection can be closed from either the server or the client. TCP provides reliable data transfer. Receiver has no means of knowing how data is actually transmitted. The sender may send small chunks of data which the receiver may receive in one big chunk or the sender may send one big chunk, which the receiver may receive in small chunks. It guarantees that the packets will be delivered in the same order as they were sent.

The receiver will receive data without any error and in correct order. If there is an error during transmission due to some reason, data will be retransmitted automatically. All data received is acknowledged by the receiver. It provides guaranteed delivery as it can control the flow and congestion in the network. Flow control stops the flow of data until all previous transmitted data has successfully transferred and determines when data needs to be re-sent. Data retransmission also takes place when collisions occur. TCP has low overhead, but higher than UDP. Data Transmission rate is high, but not as high as UDP.
5. User Datagram Protocol (UDP)
UDP is a connection-less protocol as it does not establish connection between two hosts before transmitting data. It provides a connectionless host-to-host communication path. The datagram is sent at any moment without any prior advertisement or notice. UDP is unreliable as there is no guarantee that the data will be received by the receiver. Once data is transmitted by the sender, its task is over. Data received by the receiver may not be in the order it was sent. It is not acknowledged. No retransmission takes place if data packets are lost. It does not provide flow control or congestion control as no error recovery, flow control, congestion control is done [1]. Transmission rate is very high with a very low overhead. It is mainly used in multi-media applications.
6. Project Implementation
In this project I have implemented socket programming using TCP and UDP. Using network analyzer software "Wireshark Ethereal" packets transmitted and received by the two hosts are captured. Timestamp of these packets are used to evaluate the time required to transmit data. Algorithm implemented for TCP and UDP is as follows:
A. Algorithm for TCP Server
· Find the IP address and port number of server

· Create a TCP server socket

· Bind the server socket to server IP and Port number (this is the port to which clients will connect)

· Accept a new connection from client

· returns a client socket that represents the client which is connected

· Send/ receive data with client using the client socket

· Close the connection with client
B. Algorithm for TCP Client
· Find the IP address and port number of server

· Create a TCP socket

· Connect the socket to server (Server must be up and listening for new requests)

· Send/ receive data with server using the created socket

· Close the connection
C. Algorithm for UDP Server
· Find the IP address and port number of server

· Create a UDP server socket

· Bind the server socket to server IP and Port number (this is the port to which clients will send data)

· Send/ receive data with client using the client socket

· Close the connection with client
D. Algorithm for UDP Client
· Find the IP address and port number of server

· Create a UDP socket

· Send/ receive data with server using the created socket

· Close the connection
7. Project Code Output
Host A IP Address: 192.168.1.16

Host B IP Address: 192.168.1.46
8. Packet Analysis
TCP provides several services like flow control, congestion control, packet retransmission if lost, acknowledge received data, etc in order to get reliable data transfer. Since it has to perform all the above checks, data transmission speed is slow compared to UDP. On the other hand, UDP broadcasts data as soon as it is available to the sender. Data is transmitted at a speed higher than that of TCP.
9. Conclusion
It is clear from the above observation that time required for UDP to transmit same amount of data from one host to the other in the same network is much less than the time required for TCP.
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