The network systems

Introduction
        I was appointed the new Network Manager of Philadelphia Inc. I'll solve all the problems that are still now in the Network Systems of this company. However it is a large one, I believe that I can. Besides, I'll make Security Policies for the company to defense the more Virus Attack and others malicious ones.
        First of all, I'll make the Network Plan for the Company. Here is the Network Diagram of this Company.

There are around 1,000 computers in the whole system. This diagram show only four department, on the other way, only 400 computers (4 departments) includes in this diagram.
        In one department, number of executive (head) computers may be around 10. The others are staff's. In each one, there will be around four servers namely, file servers, Communication Servers, Application Servers and Printing and Fax Server. The print server is connected with Multi-function Device that can print, scan, copying and others. The PCs and these servers are joined with gigabit cable. So, the switch will be Gigabit Switch. Otherwise, the internet connection will flow Wi-Fi. The NIC (network interface card) used in PCs is Wireless NICs. Therefore, the data transfer will be faster and there will be no cable complex. These four servers are managed by the Sub Main-Frame. Each department has four servers and one sub-mainframe. As there are ten departments, the number of sub-mainframes will be ten and the servers will be about forty. All the sub mainframes are directed with Main Frame that located in the center of the Diagram.
        It is directly connected with the fiber optic backbone with the Main Frame. So, however the connection between the departments and Sub-Mainframe is, the connection of the Head will not be loose.
        The ways of internet connection are ADSL (Asymmetric Digital Subscriber Line) and WiMax (World Wide Interoperability for Microwave Access). The two connections are balanced with Load Balancing Router. So, the connection will be balanced however the signal strength of one of these may be down.
1.1 Access Control
        Access Control manages all the access to the network, devices, and important files of the Operating System. This is one of the most important ones in a System. The one who have an access control to a system can repair the applications, files and all the resources of the system. It consists of Authentication, authorization and others.
        The term access control has been used to describe a variety of protection schemes. It is sometimes used to refer to all security features used to prevent unauthorized access to a computer system or network. In this sense, it may be confused with authentication.
1.2 User Authentication
        An authentication is a feature concerned with Security to control the access to the whole network.
        The most common authentication method is to control something that only the one who have the access, the valid user, should know. The most frequently used example of this is the common user id (or username) and password.
        Another way to control authentication includes the use of something that only the users who have the access should have in their places. The most distinct of this way would be a simple lock and key. Only those individuals with the correct key will be able to open the lock.
1.3 Firewalls
        A firewall is a hardware device or may be a software program. Its function is to inspect the access going into or out of a network. There is also definition: a firewall is a program or hardware device that covered and protects the resources of a private or non-authoritative network from local or others.
        However the definitions were meant, the purpose is the same. There are two types of Firewalls: Hardware and Software firewall.
Hardware firewall are used in the places in which the perimeter of the network. It uses a way of packet filtering. It scans the first packet of the series to seek the source and extension address. The information is checked with the pre-defined rules of the firewall, so the packet will be allowed or not.
        Some Example of Hardware firewalls are listed below.
        Software firewall is meant with "Filter". It is the filter between the simple applications and the network components of the Operating System we used. It consists of the part of the whole network. It also analyzes the accesses with the rules of the program. Some well-known firewalls are Window Firewall, Norton Firewall, and Panda Personal Firewall etc.
1.4 Virus Protection
        Nowadays, we use a lot of networks like Internet, LAN (Local Area Network), WAN (Wide Area Network) etc. From this ways, virus can enter and damage our system. There are other malicious ones like worms, Trojans, malwares, rootkits and hoax virus. They make so effect on the system and networks.
        To prevent the virus and other malicious ones, we have to use Antivirus (e.g.Kaspersky Antivirus, Avira Security Suite etc.). There are also ways to prevent. We need to set the Network Security Policies.
1.5 Accessing the Internet
Traditionally, computers plug directly into the internet over a LAN, WAN or leased circuit. In addition to the computer itself, such setups often require network routers and gateways. Needless to say, these can add up to a lot of money. As a result, direct internet connections are primarily only within the reach of organizations with high traffic needs.
        An alternative for home users is to dial-up into a remote computer system that is directly connected to the internet. The user will need to be able to login to the remote system. Some Internet Service Providers limit the access of such users to a menu system while others allow shell access (like the MS-DOS command line on PCs) for users to roam around.

In task two, a user in our company encountered a problem that is she can't access on to the email. I have to solve the problems.
        First, we have to analyze which email system. The email client that use in Philadelphia Inc. is "Microsoft Outlook Express 2007".
        Microsoft Office Outlook 2007 provides an integrated solution for managing your time and information, connecting across boundaries, and remaining in control of the information that reaches you. Office Outlook 2007 delivers innovations you can use to quickly search your communications, organize your work, and better share your information with others— all from one place.
Manage your time and information
Better organize information to help save time and be more productive.
1. Quickly search all your information. With integrated Instant Search, you can locate all the information you're looking for right from within the Office Outlook 2007 interface. Not only can you search by keyword through your information, but Instant Search also looks for those keywords within your e-mail attachments. For more directed search results, the Instant Search pane provides helpful criteria to narrow your entry.

2. Manage your daily priorities. Use the To-Do Bar to organize your day and manage your priorities. The To-Do Bar gives you a consolidated view of your calendar, upcoming appointments, tasks, and flagged mail, making it easy to act on your information.

3. Get better results faster using the Microsoft Office Fluent user interface. Office Outlook 2007 uses the Office Fluent user interface within the authoring experience, making composing, formatting, and acting on e-mail an easier and more intuitive experience. All of the rich features and capabilities of Office Outlook 2007 are now accessible and easy-to-find within the message.

4. Visually identify information. Using Office Outlook 2007 Colour Categories, you can easily personalize and add categories to any type of information. Colour Categories give you an easy, visual way to distinguish items from one another, so it's easy to organize your data and search your information.

5. Preview attachments in one click with Attachment Preview. Accessing e-mail attachments is often a multistep process with no easy way to gain quick insight into the content. With Attachment Preview, you can easily preview your attachments in one click directly from within Office Outlook 2007.
Configuring the Microsoft Outlook Express 2007
        To start the Outlook Express 2007, we need to open the program from start Program. We'll see the following Fig. And we click "Next".
Solving the Problem
        To solve this problem, we will do according to the following steps.
1. Determine the problem definition

2. Collecting information

3. Considering the possible faults.

4. Thinking a suitable solution

5. Implementation the solution

6. Practically test the way

7. Make documentation the solution

8. Set the covered-rules
1. Determine the Problem Definition
        A user in our company reported that she can't access to her email. Also she's unable to print.
2. Collection Information
        The email client system in Philadelphia Inc. is Microsoft Outlook Express 2007. The network system of the company is described.
3. Considering the Problems
        I assumed that this problem is affected by virus and threats. So, we will use the Kaspersky Antivirus in the network.

This version introduces a revised user interface, an application filtering module, an updated anti-virus engine, and a vulnerability scanner. The main window separates settings in four categories, compared to eight in its predecessor. A status bar changes colour (green, yellow, and red) to reflect overall program status and flashes to divert attention when needed. PC Magazine also noted pop-up notifications were kept to a minimum.

Kaspersky Internet Security stops our PC being slowed down by cybercriminals and delivers unsurpassed on-line safety whilst protecting your files, music and photos from hackers:
1. Keeps our money and identity safe

2. Protects against bank account fraud

3. Safeguards against online shopping threats

4. Allows questionable applications and websites to be run in 'Safe Run Mode'

5. Cybercriminals won't hi-jack our PC

6. Family protection from on-line predators

7. Our files won't be ruined by hackers

8. Keeps our PC running smoothly

9. Safer Wi-Fi connections

10. Two way personal firewall
The printing problem is concerned with Fax and Printing Server or may be the network system of her system.
4. Thinking a suitable solution
        So, we install this antivirus and scan the computers. We found that the threats in the computers make the traffic of the network and close the print services.
5. Implementation the solution and 6. Practically Test the way
        We scan the whole computer that includes the network system part of the computer.
7. Make documentation the solution
        We've made a document about it.
8. Set the Covered Rules
        We will discuss about it in Task 3.
Access to the Internet
        Security review concerned with accessing the internet is very important path. Attacks may also come from the Internet (WWW).

Also malicious threats also come from the Internet. We make many setting

Internet is the network which is a set of combination of networks that cover all over the world. As there is internet in the world, we can know the news or events that occur in one part of the country can be known from the other part of the network. Thus nowadays, internet is more and more popular. In accessing internet, there are three basic types. They are
1. Mail only: This allow you only to use mail send and receive but by this mail gateway, you can access to FTP, HTTP, Gopher and WWW but only text only and non-interactive.

2. Shell account: This let you to get access into another computer which is also connect to the internet.

3. Direct account: This is the ultimate form of internet which can get the internet access directly from the internet service provider to get access the internet in your computer.
Although there are many types of computer access, many computers get access to the internet by directly plugging into the LAN, WAN or leased circuit but such internet needs gateways and access points which can cost. For home user, they access the internet by dial-up type, which is use phone line and modern and call the Internet Service Provider (ISP) to get the internet access via phone line.

In Philadelphia Inc, internet connection is spreading through the company via wireless which does not need to plug in or to use wire to get access the internet. When there are so many departments and computers in Inc, cable internet access cannot be suitable and thus wireless internet is used.

Task four is about Acceptable Use Policies concerned with following facts.
· Accessing the WWW

· Email Usage

· Instant Messengers and chat rooms
Accessing the WWW
There are many ways to access to the internet. We don't allow the entire request from the users in the company if their requests are improper use of internet resources.

Aim: To limit the inappropriate use of internet during the office time and not to be traffic the whole network.

Accessing the Internet is restricted with three methods namely,
· Mail Only Access

· Shell Account

· Direct Account
Mail Only Access
        This only allows the users to send and receive email to/from other users on the internet. Through special email gateways, the user can make use of Archie, FTP, Gopher, World Wide Web (WWW) and possibly other internet services. These gateways, however, are text-based and non-interactive and can be rather cumbersome to use.
Shell Account
        This lets the user login to another remote computer system that is itself connected to the internet. The users normally run programs on the remote system to gain access to internet services. Because the user typically dial-up from terminal emulation software, the staff are restricted to text mode programs only. This means that, for example, the user can only use a text-based web browser to explore the WWW.
Direct connect
        This is the ultimate form of internet connection where the user's computer system is itself directly on the internet. It speaks the language of the internet (TCP/IP).Any access to internet services is via programs that run on the user own computer system
Internet Usage Policy
· The user can use the software to access the internet; however they may be trusted and approved by Information System Department. These programs must incorporate all vendor provided security patches.

· All files downloaded from the Internet must be scanned for virus by using Kaspersky Internet Security 2010 not to be distributed into the whole network.

· All the websites that the user access must comply with Acceptable Use Policies.

· All user activity on Philadelphia Inc. is aimed to logging review.

· No offensive or harassing material may be made available.

· No personal commercial advertising may be made available.

· Internet accessing data may not be used for personal gain or non-personal solicitations.

· All sensitive material transmitted over external networks must be encrypted. Only Executive level can use FTP for secure transfers of sensitive information.

· Any illegal, unsecure and impropriate websites are filters and banned by Main Frame Server.
4.2 Email Usage Policy
        The email client system that use in Philadelphia Inc. is Microsoft Outlook Express 2007.

We will set up the email usage policies at the network of Philadelphia Inc.
· The e-mail system in the Philadelphia Inc. reserves the right to monitor and to access any e-mail messages.

· The use of e-mail for incidental and occasional personal purposes is permitted for convenience but should not be used for private for confidential correspondence. Such use must not directly or indirectly interfere with the Company system.

· All the staff are responsible for ensure that their e-mail usage is within the regulations, is ethical and lawful.

· The sending of text or images that contain material of an offensive, indecent or obscene nature is prohibited.

· Provided the appropriate security guidelines are followed (e-mails sent from s user to another on the same e-mail system are relatively secure: any other e-mails should at all times be regarded as having the same security status as a postcard.

· Please keep this in mind, also, as you consider forwarding non-business emails to associates, family or friends. Non-business related emails waste company time and attention.

· The staff should keep in mind when they want to forward email not concerning with business to their family, friends or relatives; they firstly need to consider that they are wasting the business's invaluable time.

· They should not use Inc's email account to forward or read pornographic or any sexual letter which can be addressed according to sexual harassment policies of the city and state.

· All personal email, non-business email, must not be forwarded or sent using business email account will get the disciplinary action up to termination of job.

· This company's email is not own of staff and staff cannot have expectation of ownership of email.

· The Inc has right to modify, delete, clear and block the email that sent via Inc's email account. Therefore all staff from the executive to the lowest level of Inc should be communicated in ethical and acceptable manners.

· Subscription to any non-business relation things should not be done in company email's account as this purpose if for company use only. But it will be allowed if subscript to business concerning things such as book or newspapers or something else.

· The network admin have right access to the staff's email accounts if it is doubtable.
4.3 IM and Chat Policy
Chat is a way of communicating with other people in real time over the internet in virtual meeting places called 'chat rooms'. There are many different chat rooms available on the internet. They can be a dedicated part of a website, or a service offered by an internet service provider (ISP).

Users normally have to register in a chat room by choosing a username and password; the username is often a pseudonym or false name. Normally there will be a list of users currently chatting, and they will be alerted when someone new enters the room.

To contribute to the chat, the user can type messages into the message box, and the message is then shown on screen for all to see and respond to if they wish. Users can also enter a chat room without contributing to the discussion, but still be able to see what others are saying. This is known as 'lurking': it's an accepted practice, and is a good way of familiarising yourself with how a chat room works.

Some chat rooms are public and can be joined by anyone, while others are private and can only be used by invited chatters and specific groups. Many chat rooms also offer a 'whispering' or private chat room facility, where users can chat privately without the rest of the room seeing the conversation.

Instant messaging (IM) is a form of real-time online chat which is private between two people. It is not moderated, and cannot be joined by others. When a staff send a message via IM, it'll reach to other users immediately. IM can also be used to send files or conduct voice conversations over the internet.

To use instant messaging, we need to install a piece of software on our computer, as will anyone you want to exchange instant messages with. Lists of contacts you wish to exchange instant messages with are called buddy lists or contact lists. Typically, we must invite people to be on your buddy list, and agree to be listed on other people's lists. When a user logs onto the internet, their computer registers them as being online with the instant messaging service. When another user on the same buddy list connects, each will see that the other person is online. The users can then exchange instant messages. It should not be possible for anyone to add you to a buddy list, and hence see when we are online, without we consent.

The organization Instant Messaging is for purpose of communication between staff and customers, in short for business purpose only and not for personal use. This is also applied to chat room.

When the staffs communicate with customers or within each staff, the staff should not use any harassed words that can reduce the other person's standard. In chat room, the staff should not write any things concerning with sexual activities or other rude sentences.

The staff should not write or say any confidential information of the organization as in the IM and chat room, all written information can be copied. This kind of action is strongly prohibited.

When the staff chat with other people, the staff should consider the other people time and thus don't talk too long, it means that you are "chatting" during work time.

The staff should not also talk political and other things, tasteless jokes, etc, in the IM as you are wasting the other person's invaluable time.

