The internet protocol (IP)

Abstract
Nowadays, the Internet Protocol (IP) that is the most used is IPv4. IPv4 permits to use about 4 billions of different addresses. But the number of users and different devices that can go on Internet increase every day. And penury of address shows up.

IP version 6 (IPv6) is the new version of the Internet Protocol, it has been designed to be the successor of the current IP version 4 (IPv4). IPv6 address space is larger than Ipv4 address space because IPv6 address is coded with 128 bits whereas IPv4 address is coded with only 32 bits. Thus the new address space can support about 3.41038 addresses.

IPv6 is not only about a larger address space than IPv4, it also brings a lot of new features within. IPSec, QoS and multicast are now directly implemented. The IPv6 header is much simpler than the IPv4 header and thus allows better performance.

But moving to IPv6 will not be instantaneous; the process will take a long time. During this time to maintain interoperability; transition techniques will be created, standardized and utilized.

The aim of this project is to study how the transition from IPv4 to IPv6 is possible.
1. Introduction
Nowadays, the Internet Protocol (IP) that is the most used is on version 4. IPv4 permits to use about 4 billions of different addresses to connect hosts and others devices to the network. At the beginning of Internet, when computer was rarely, this seems to be largely enough. It was unthinkable that one day there will be enough hosts on a unique network to fill up all the different addresses.

But with the important growth of Internet and the attribution of IP address to more and more devices (like mobiles, cars ...), penury of address appears to show up. Some Mechanisms like NAT and CIDR were invented to compensate that penury. But it is obvious that more and more addresses will be required in the future, therefore that was one of the main reasons why IPv6 was developed.

IPv6 (for IP version 6) is the new version of the Internet Protocol. It has been designed to succeed to the current Internet Protocol: "IPv4". IPv6 brings a lot of new features but the main purpose of it was to have a much larger address space. IPv4 address is coded with 32 bits whereas IPv6 address is coded with 128 bits. Thus IPv6 allows having about 3.41038 different addresses (2128 exactly).

For individuals and for organizations, the need to use IPv6 will become inevitable in long term. Since all networks in the world will not be changed at the same time at once (for many reasons like the cost and the necessity mainly), the transition between today's Internet and tomorrow's Internet, so between IPv4 and IPv6, will take a long time and during this time both protocols will have to coexist.

The aim of this project is to study how the transition from IPv4 to IPv6 is possible. To do that, we will study the methods that are used to allow these two protocols to coexist.
2. Background

2.1. IPv6 header (RFC 2460)

2.1.1. IPv6 Header format
IPv6 is not only about a larger address space than IPv4, it also brings a lot of new features within. IPSec, QoS (Quality of Service) and multicast are now directly implemented. For the beginning, let's see how the IPv6 header format is different from the IPv4 header format.

First observation; even if an IPv6 address is four times bigger than an IPv4 address, the IPv6 header is only twice as big as the IPv4 header (without options). This is due to the IPv6 header which is simpler than the IPv4 header. The IPv4 header has 12 fields (without options) whereas the IPv6 header has only 8 fields.

Now let's see what each field of the IPv6 header format is used for.

* Version [V] (4 bits): Same than in IPv4, it indicates the version of the protocol so here it is 6.

* Source Address (128 bits): Again it's like in IPv4, it indicates the IP address of the sender.

* Destination Address (128 bits): Still like in IPv4, it indicates the IP address of intended recipient.

* Traffic class (8 bits): it allows differentiating packets according to the different priorities associated (like the "Type of service" field from IPv4).

* Payload length (16 bits): it contains the length of the data field of the packet (replace "Total length" from IPv4 but without the header).

* Next Header (8 bits): it allows doing extension headers (see chapter 2.1.2) by indicating the type of header that the next header is (corresponds to "Protocol" field in IPv4).

* Hop Limit (8 bits): it allows avoiding loops by decremented by 1 with each node the packet has crossed (exactly like "Time to live" field from IPv4).

* Flow label (20 bits): it is the only real new field in IPv6. It allows a source node to label sequences of packets (flows) and thus to do QoS.
2.1.2. Extension headers
An IPv4 header has a minimum size of 20 bytes; but it can go up until 60 bytes with all options enabled. But these options are rarely utilized because it slows down the performance of routing process. The simpler a packet header is, the faster it can be run.

With IPv6 there are no more "Options" fields in the packet header. Instead of, these options are managed in extra headers called "Extension headers". There is an extension header only if the option is needed. Therefore, there can be no, one or several extension headers in an IPv6 packet. An extension header is placed between the packet header and the upper layer protocol header.

>Figure 2: Extension Header in IPv6 address format.
An extension header is identified and distinguished by the value in the "Next header" field in the previous header.
Figure 3: Extension header indicated by Next header field.
Extension headers are only processed by the destination node (or nodes in case of multicast); except for the "Hop-by-Hop" Options header which is processed by all nodes that receive the packet.

RFC 2460 specifies 6 different extension headers:

* Hop-by-Hop Options header.

* Routing header.

* Fragment header.

* Destination Options header.

* Authentication header (RFC 2402).

* Encapsulating Security Payload header (RFC 2406).

Each extension header determines if the next header should be examined and processed. That is why, when there are more than one extension header, they should be positioned in a right order. RFC 2460 defines this order:
1. IPv6 header.

2. Hop-by-Hop Options header: to be processed by all nodes.
3. Destination Options header: to be processed by the first destination that appears in the IPv6 Destination Address field plus subsequent destinations listed in the Routing header.
4. Routing header: list of routers to cross.
5. Fragment header: to be processed by the receiver of the packet.
6. Authentication header: to be processed after the reassembly of the packet.
7. Encapsulation Security Payload header: coding/decoding information.
8. Destination Options header: to be processed only by the final destination of the packet.
9. Upper-layer header.
This order is only recommended by RFC 2460. Except for Hop-by-Hop Options header which must be the first extension header (if necessary) after the IPv6 packet header, all nodes should be able to examine and process the extension header in any order. Nevertheless, it is strongly advised to stick to this order.
2.2. IPv6 Addressing Architecture (RFC 4291)

2.2.1. IPv6 address space
IPv4 address length is 32 bits, so it can have a maximum of 232 or 4,294,967,296 different addresses. The World population is estimated to be 6,790,062,216 (July 2009 estimation) by United State Census Bureau. Therefore, if we imagine the case where everyone on the planet requires an Internet access on the same time, with IPv4, it would be impossible to provide.

With IPv4, a decimal notation is used to do the text representation of addresses. It standardizes with 4 groups of 8 bits separated by dots; for instance, "192.168.0.1". This notation makes IPv4 addresses pretty easy to manipulate and use for man.

IPv6 uses 128 bits for its address space. And then it can have a maximum of 2128 different addresses. It's really a huge number, if you write it entirely here is what you get:

- 340,282,366,920,938,463,463,374,607,431,768,211,456 of different addresses.

With such a colossal number, it's hard to see correctly how many addresses IPv6 can provide. To help people realize, the French Internet Service Provider "Nerim" once said on IPv6 in March 2003:
"With a world population of 50 billions of person, where each one has an hundred of Internet access, then there will be enough addresses for each computer, printer, mobile phone, interactive entertainment devise, alarm system, refrigerator, coffee maker... to have a complete Internet access with an unique IP address."
2.2.2. Text representation of IPv6 addresses
For the text representation of addresses with IPv6, the decimal notation was given up and instead of a hexadecimal notation was chosen to be used. An IPv6 address is written with 8 groups of 16 bits each group separated by colons. Here is an example of an IPv6 address: "1fff:0000:0a88:85a3:0000:0000:c0a8:0001". IPv6 addresses are pretty big and that make them more difficult to manipulate and utilize for man than IPv4 addresses. To simplify reading and writing for man, we can take off the leading zero so we can write the address above like this:

- 1fff:0000:0a88:85a3:0000:0000:c0a8:0001

- 1fff:0:0a88:85a3:0:0:c0a8:1

We can also replace consecutive zeros by a double colon. But we can only do it once by address otherwise computers would not be able to replace correctly all zeros. Here are some examples of simplification:

- 1fff:0000:0a88:85a3:0000:0000:c0a8:0001

- 1fff::0a88:85a3:0000:0000:c0a8:0001

- 1fff:0000:0a88:85a3::c0a8:0001

In an environment where IPv4 and IPv6 coexist, it can be simpler to utilize an IPv6 address with the last 32 bits written in decimal notation like with IPv4. For example:

- 1fff:0000:0a88:85a3:0000:0000:c0a8:0001

- 1fff:0000:0a88:85a3:0000:0000:192.168.0.1
2.2.3. Types of IPv6 addresses
In IPv4, there are 3 types of addresses: Unicast, Multicast and Broadcast address. With IPv6, there is no more Broadcast address; instead of there is a new type of address which is Anycast address. With Broadcast, conceptually every node in a network receives the packet even if they don't need it. Thus it has been chosen to not use Broadcast address anymore because it overloads of packets and causes problems in most networks.

So IPv6 has 3 types of addresses:

* Unicast address identifies a specific interface and not mandatory a node because a node can have several interfaces. Thus a packet sent with a unicast address will be simply delivered to an interface of a node.

* Multicast address identifies a specify group of interfaces. Thus a packet sent with a multicast address will be delivered to all interfaces that belong to the same multicast group.

* Anycast address also identifies a specify group of interfaces. But a packet sent with an anycast address will be delivered to only one member of the group (usually the nearest one).

Note: an interface should have at least one IP address. But one interface can also have several IP addresses of any type.

A type of IPv6 address is distinguished by the prefix and the first bits of the address. IPv6 prefixes are defined by RFC 4291. An IPv6 prefix address is typically indicated at the end of the IPv6 address behind a slash with a decimal notation. For example:

- IPv6 address / prefix length

- 1fff:0:0a88:85a3::c0a8:1/48

An anycast address is taken from unicast address spaces (Link-local or Global) and it is not syntactically distinguished of a unicast address. When a unicast address is assigned to multiple interfaces it becomes an anycast address. Interfaces have to be correctly configured to allow the packet to reach only the nearest node based on routing protocol's measure distance.

Unspecified address should not be used as an address to identify an interface. Actually it indicates that an interface doesn't have an IPv6 address. It also uses in the "Source Address" field when initialize a host which want to get an address.

Loopback address is used by an interface to reach itself. It can be useful when you want to test the IPv6 stack. With loopback address, a node can send a packet to itself without go through the network. And like unspecified address, it should not be use to identify an interface in a network.

IPv6 unicast addresses can be summarized by prefixes like IPv4 used CIDR (Class Inter-Domain Routing). There are several types of IPv6 unicast addresses like Link-local unicast address or Global unicast address. There are also subtypes of Global unicast addresses like IPv6 addresses embedded with IPv4 addresses.

This example of an IPv6 address format is rather simple. It only separates the address into 2 parts. The first part will identify the subnet and the second part will be used to the Interface ID (IDentifier). Like its name suggests, Interface identifier is used to identify uniquely an interface of a subnet.

A specific type of address can be more complex; with for example, IPv6 addresses with embedded IPv4 addresses. There are 2 types of IPv6 addresses with embedded IPv4 addresses:

- IPv4-Compatible IPv6 Address was used to assist in the transition time. But nowadays, it deprecated and no longer used. Here is its format:

- IPv4-Mapped IPv6 Address is the second type of IPv6 Addresses with Embedded IPv4 Addresses. It is used to map IPv4-only node with an IPv6 address and thus makes it reachable by an IPv6-only node. Its format looks as follows:

Link-Local IPv6 Unicast Addresses are used to do single link. This means that routers should not forward any packets with source or destination addresses which are identified as Link-Local IPv6 unicast address. Link-local IPv6 unicast address is used to make automatic address configuration or neighbor discovery. Its format is represented on the table below:

There are others reservations for special addresses which are used in transition techniques like 6to4 or Teredo. These addresses will be discussed later in the appropriate sections.
2.3. ICMPv6 (RFC 4443)
For error and informational messages on the network, IPv4 uses the Internet Control Message Protocol (ICMP). ICMP is a crucial mechanism to ensure that the network is working correctly. It is ICMP with its "Echo Request" and "Echo Reply" messages which allow us to use the popular "ping" command (used to test connectivity of nodes). So ICMP allows us to know if there is a problem in the network and also to determine what the problem is. It allows, for example, knowing if a destination is unreachable or if a packet is too big...

IPv6 uses a new version of ICMP defined by RFC 4443: "ICMPv6". ICMPv6 contains a lot of new features that makes it better than ICMPv4. With IPv4, we use IGMP (Internet Group Management Protocol) to handle multicast group memberships, while this protocol is directly implemented with ICMPv6. Again with IPv4, we need to use ARP (Address Resolution Protocol) and RARP (Reverse Address Resolution Protocol) to map the layer 2 and 3 addresses; with ICMPv6 these functions are directly incorporated. ICMPv6 also comes out with a really new function: "Neighbor Discovery". Neighbor Discovery (ND) is defined by RFC 2461 and it allows us to know if a neighbor is reachable or not, thanks to a mechanism named "Neighbor Unreachability Detection (NUD)". It also allows us to detect if there is a duplicate IP address on the network with a mechanism simply called "Duplicate IP Address Detection (DAD)".

There are 2 categories of ICMPv6 messages defined in RFC 4443:

- ICMPv6 error messages: they can indicate 4 different error messages, "Destination Unreachable", "Packet Too Big", "Time Exceeded" and "Parameter Problem". Thus ICMPv6 error messages allow us to determine network problems.

- ICMPv6 informational messages: they are mainly composed of 2 messages, "Echo Request" and "Echo Reply" messages. Every node that receives an "Echo Request" message must answer with an "Echo Reply" message. Thus ICMPv6 informational messages allow us to make diagnostics on the health of the network.
2.4. Stateless Autoconfiguration (RFC 2462)
Stateless autoconfiguration is a new feature brought by IPv6 and defined in RFC 2462. Stateful autoconfiguration still exists in IPv6 and needs the use of a DHCPv6 server; this server will work in a similar way than a classical DHCP for IPv4. With stateless autoconfiguration, a node will be able to get an address by itself. Thus stateless autoconfiguration allow us to avoid manually assigned an address and also to not depend on a DHCP. This feature should be very useful in the future because more and more devices enter in the IP world, and we would like to avoid having a DHCP for a refrigerator, a mobile phone or a television...

In stateless autoconfiguration mode, a host can generate an IP address by using the neighbor routers information and either its MAC address or a randomly generated identifier.

The method, where MAC address is used for creation of an IP address, creates a debate about confidentiality and security. Because if your MAC address, which is unique and permanent, is always included in your IP address that means that others on the network are able to clearly identify and trace you. That is why the random creation of ID alternative was created.

So stateless autoconfiguration and all the new features brought by IPv6 associate with the fact that IPv4 addresses are going to lack give us all reasons to evolve our network to IPv6.

But moving from IPv4 to IPv6 will not be instantaneous; the process will take a long time. During this time to maintain interoperability; transition techniques will be created, standardized and utilized.

And before doing a transition there are important aspects of a network we need to care about; like routing protocols and DNS support.
2.5. Routing protocols
Routing process is an essential function in IP networks. To communicate, routers need to know nodes of the network and they do that by knowing their neighbors. Routers have to build and update a routing table to store that information. Maintained and updated each routing table of each router of networks topologies should be an endless job for man. This is why routing protocols are almost indispensable in a large network.

There are several routing protocols in IPv4 but all most popular like RIP or OSPF exist for IPv6. But this new version can mainly manage IPv6 network only; like for example OSPFv3 it's the new version that manage IPv6 but if you want to use IPv4 you will to use OSPFv2. So it is possible to have OSPFv2 and OSPFv3 working at the same time but each one will manage its IP network.

But there is also some routing protocol that can manage IPv4 and IPv6 at the same time. For example, IS-IS can handle both IPv4 and IPv6 stack.
2.6. DNS support
In IPv4, DNS is used to map a name to an IP address and vice versa. In IPv6, a DNS does exactly the same but it is even more important than in IPv4 because IPv6 addresses are much more complex than IPv4 addresses.

RFC 3596 has defined "AAAA" type record as the new DNS type record for IPv6 nodes. So a IPv4/IPv6 node will need at least 2 entries in DNS, one for IPv6 address and the other for IPv4 address.
3. Transition Methods

3.1. Overview
As see above, the process to evolve all networks from IPv4 to IPv6 will take a long time. That's why during this time, for the interoperability to be possible, three main transition techniques have been created.
3.1.1. Dual-stack techniques (RFC 4213)
The first technique is the simplest and it defines by RFC 4213; it consists in a network where every node can run both IPv6 and IPv4 protocols. Because it can run both protocols, this kind of network is called "Dual-stack network". In the same way, a node that can run both protocols will be called an "IPv4/IPv6 node" (or sometimes "Dual-stack node"). This concept of IPv4/IPv6 node is very important because it will be used in all transition techniques.

An IPv4/IPv6 node can be in one of 3 different modes:

* Both IPv4 stack and IPv6 stack are enabled. The node can send and receive both IPv4 and IPv6 packets (it's this mode that is mainly used).

* With IPv4 stack enabled and IPv6 stack disabled. The node works like an IPv4-only node in this mode.

* And with IPv4 stack disabled and IPv6 stack enabled. The node works like an IPv6-only node in this mode.

So a dual-stack network can communicate with both IPv4-only networks and IPv6-only networks but if dual-stack techniques seem pretty simple to set up, they also have drawbacks. In a dual-stack network, since each node is a dual-stack node then each node needs to have both an IPv4 address and an IPv6 address. And this is a problem since with IPv6 we want to fill in the lack of addresses on all networks inherited from IPv4. The other problem is because each node runs 2 stacks therefore each node needs more resources than a node with only one stack.
3.1.2. Translation techniques (RFCs 2765 and 2766)
Translation techniques allow an IPv6-only network to communicate with an IPv4-only Network. This is possible thanks to Stateless IP/ICMP Translation (RFC 2765), also called "SIIT". It defines how the translation should be made from an IPv4 packet header to an IPv6 packet header or from an IPv6 packet header to an IPv4 packet header. To translate IPv4 packets to IPv6 packets, the protocol translator receives the IPv4 packet and by knowing a pool of IPv4 addresses that correspond to IPv6 nodes; it can replace the IPv4 header by an IPv6 header and thus it can transfer the header information. And to translate IPv6 packets to IPv4 packets, it's the reverse process that is made. So the IPv6 headers are removed and replaced by IPv4 headers.

Network Address Translation - Protocol Translation (RFC 2766: NAT-PT) can be used with SIIT. NAT-TP allows binding dynamically a pool of IPv4 addresses to IPv6 addresses. IPv4 addresses needs to be globally unique. There is no need to change the end nodes so NAT-TP provides transparent routing.

The main drawback of translation techniques are the fact that we lose the new feature brought by IPv6 when doing the replacement of header.
3.1.3. Tunneling techniques (RFCs 2473 and 4213)
Tunneling techniques are simply based on encapsulation methods. It can allow for instance two IPv6 networks to communicate through an IPv4-only network. So the IPv6 packets will be encapsulated in IPv4 packets at the entry of the IPv4 network and then decapsulated at the end of the IPv4 network. The pathway of the encapsulated IPv6 packets that goes through the IPv4 network is called the "tunnel". To be able to do tunneling, the entry point and the exit point of the tunnel have to be IPv4/IPv6 nodes.

On the figure 5, PC-A wants to send an IPv6 packet to PC-B. But the only pathway, it's through an IPv4-only network. Router 1 and Router 2 have been configured to be respectively the entry point and the exit point of the IPv4-only network. Thus, first PC-A sends an IPv6 packet to the tunnel entry point of the IPv4-only network which is Router 1. Then Router 1 encapsulates the IPv6 packet received into an IPv4 packet or several if the IPv6 packet is too large it will be fragmented into several IPv4 packets by Router 1. Next, Router 1 sends the IPv4 packet(s) to the exit tunnel point which is Router 2. The IPv4 packet(s) can go through as many routers as there are until reached Router 2. After, Router 2 decapsulates the IPv4 packet(s) received by removed the IPv4 header(s). If IPv6 packet was fragmented then Router 2 reassembles it, and finally sends the IPv6 packet to PC-B.

In this example, the entry point and the exit point of the tunnel are routers but actually they can be either a host or a router. Thus the tunnel points can be router-to-router, host-to-router, router-to-host or host-to-host.

As we can guess, on Internet, tunneling techniques will be very useful to interconnect IPv6 networks that have just emerged and are separated by IPv4 networks. But at the end of the transition phase, when there are more IPv6 networks than IPv4 networks, we will do the reverse and encapsulate IPv4 packets to go through IPv6 network.
3.2. Tunneling mechanisms
Tunneling techniques are certainly the mechanism that will be the most used during the time where both protocols coexist. There are two types of tunneling techniques.
3.2.1. Manually configured tunneling
Manually configured tunnels are configured with permanent pathways and used to allow IPv6 packets to go through IPv4 packets. Most of the first tunneling techniques were manually configured. With manually configured tunneling, we need to define the end points of the tunnel but after what the tunnel can work in both directions. Even if manually configured tunneling asks for more administrative work than automatic tunneling, it can sometimes be preferred for having better performance or even for security reasons.
3.2.2. Automatic tunneling
Automatic tunneling allows having dynamic tunnels that means not point-to-point tunnels but multi-point tunnels. So unlike manually configured tunnel, with automatic tunneling, we don't have to preconfigure a point-to-point tunnel. Previously in RFC 4213, we used a IPv4-compatible IPv6 addresses to create the tunnel. But now, in RFC 4213, the translation mechanism recommended is "6to4".
3.2.3. 6to4 (RFC 3056)
6to4 is an automatic tunneling technique recommended by RFC 3056 when two IPv6 nodes need to communicate through an IPv4-only network. It requires at least having one globally unique 32 bits IPv4 unicast address to be set up. It doesn't require to configure the entirely pathway of the tunnel. But the tunnel end points have to be 6to4 routers. 6to4 routers can also be called 6to4 gateways. Only these gateways have to be configured with 6to4 mechanism. Nodes between these gateways can be configured as usual. Thus IPv6 nodes can communicate through the 6to4 routers. RFC 3056 warns that 6to4 was created for the coexistence time of IPv4 and IPv6 protocols and therefore it should not be used after this time.

6to4 has a special prefix assigned to it by IANA: "2002::/16". So the first 16 bits identifies the IPv6 address as a 6to4 address. Then the 32 bits after are used to indicate the IPv4 address of the 6to4 router. The 80 bits left are used to make the network topology. 16 bits are used for making subnets, which give us 65536 different subnets. And the last 64 bits are used to differentiate the interfaces of these subnets. So we can have 264 different interfaces per subnet.
3.2.4. Teredo (RFC 4380)
Teredo is designed to make IPv6 available to hosts through one or more layers of NAT by tunneling packets over UDP.

Teredo is not efficient as 6to4 or even ISATAP, so that when you can use others transition techniques you should.

When used it:

- Required IPv6 access

- Having only IPv4 address

- Behind a NAT

When not:

- Already having a native IPv6 connection

- Public IPv4 address
3.2.5. 6over4
6over4 allows an IPv6 host in an IPv4 network to send IPv6 packets to an IPv6 network. Auto-configuration mechanisms will be encapsulate in IPv4 multicast messages to reach a router which supports these mechanisms.
3.2.6. ISATAP
ISATAP is an Intra-Site Automatic Tunneling Addressing Protocol that generates a link-local IPv6 address from an IPv4 address. It performs Neighbor Discovery on top of IPv4.It works with public and private IPv4 address.
4. Configuring IPv6 on routers

4.1. On PC
IPv6 is completely installed with windows since Vista.

With windows XP, if you want to use a graphical interface for IPv6, you will have to install it.

Run the command prompt and type:
ipv6.exe install
Reboot the computer to finish the installation.

Now you can use ipv6.exe.
4.2. On Routers
First we need to enable the forwarding of IPv6 packets with this command:
Router(config)# ipv6 unicast-routing
We must type this command on each router that will run IPv6 protocol.
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Objectifs du laboratoire

Ce laboratoire tudie le protocole IP Version 6.

Les objectifs de ce laboratoire sont:
 Connatre les diffrents types d'adresses IPv6:
 adresses link-local
 adresses globales
 adresses multicast
 Comprendre l'auto-configuration sans tat d'IPv6
 Comprendre le fonction des messages Neighbor solicitation et Neighbor advertisement qui remplacent le protocole ARP
 Comprendre les mcanismes les plus important pour l'interoperabilit entre IPv4 et IPv6:
 la double pile IPv4 / IPv6
 les tunnels manuels entre IPv6 et IPv4
 les tunnels 6to4
 Savoir configurer des interfaces rseau pour IPv6 sous Linux

Prrequis

Le laboratoire ncessite les connaissances pratiques suivantes, acquises dans le laboratoire LAN1:
 Configuration d'interfaces rseau avec ifconfig
 Utilisation de l'analyseur de paquets ethereal
 Utilisation de ping

En plus de ces connaissances, ce laboratoire demande des connaissances thoriques sur le protocole IPv6, prsent dans le Chapitre La couche rseau du cours.

Outils et commandes

Commandes  utiliser dans ce laboratoire:
Ajouter une adresse IPv6  une interface
ifconfig interface add adresse_ipv6/len_prfixe
Exemple: ifconfig eth0 add fe80::1/64
Effacer une adresse IPv6 d'une interface
ifconfig interface add adresse_ipv6/len_prfixe
Exemple: ifconfig eth0 add fe80::1/64
Activer l'acheminement IPv6 sous Linux
echo 1 > /proc/sys/net/ipv6/conf/all/forwarding
Configurer la passerelle par dfaut d'une station IPv6
route -A inet6 add default gw adr_ipv6_passerelle
Afficher les routes IPv6
Ancienne commande : route -A inet6

Nouvelle commande : ip -6 route
Cration d'une interface IPv6 virtuel de tunnel
ip tunnel add if mode sit ttl v_ttl remote adr_dst local adr_locale
Exemple: ip tunnel add iftun mode sit ttl 64 remote any local 1.1.1.1

Questions thoriques

Rpondez aux questions suivantes en utilisant le support du cours, Chapitre Scurit.

Questions I
 Une interface IPv6 a en gnral plusieurs adresses. Citez les 2 diffrents types d'adresses IPv6 qui sont dfinies actuellement et expliquer leur utilisation. (3p)
 Considrez les adresses IPv6 2001:1:4:1::2.

a) Quel est le type de cette adresse (locale, globale, ...) ? (1p)

b) Quelles sont les valeurs du prfixe de routage, identificateur de sous-rseau et identificateur d'interface de cette adresse ? (3p)

Pratique
1 Rseau
Pour ce laboratoire, nous allons utiliser le rseau montr  l'Illustration 1.

Les adresses IPv4 et IPv6 des diffrentes interfaces sont:

La configuration du rseau est dcrite dans le fichier ipv6.conf. Dmarrez le rseau avec la commande :

>>> nemo ipv6.conf

Pour faciliter l'orientation, minimisez les consoles de tous les noeuds sauf pc1 et router1 pour la premire exprience.
2 Adresses IPv6
Contrairement  une interface IPv4, une interface IPv6 a normalement plusieurs adresses IP. Elle a au minimum une adresse du type link-local pour la communication avec les autres noeuds dans son LAN. Normalement elle a galement une adresse globale, pour la communication avec le rseau public (Internet)

Comme vu au cours, les adresses locales sont configures avec un prfixe fixe et l'adresse MAC de l'interface comme Interface ID.
2.1 Auto-configuration sans tat
IPv6 offre de nouveaux mcanismes pour la configuration des adresses IP des machines : l'auto-configuration sans et avec tat. L'auto-configuration sans tat est similaire  la configuration avec DHCP et utilise un DHCPv6 pour assigner des adresses IPv6. Dans l'exprience suivante nous allons tudier l'auto-configuration sans tat.
Configuration
Lancez ethereal comme tche de fond sur router1. Capturez les messages sur l'interface eth0 (connecte  pc1).

Puis dsactivez et ractivez l'interface eth0 sur pc1 avec les commandes :

pc1> ifconfig eth0 down
pc1> ifconfig eth0 up

Questions II
 Expliquez le message Neighbor solicitation utilis lors de la configuration de l'adresse link-local. (3p).
 Expliquez la fonction des adresses IPv6 multicast utilises par les messages Neighbor solicitation et Router solicitation (RFC 2373, section 2.7.1) (2p)
 Tout en capturant les messages sur router1, configurez manuellement la mme adresse IPv6 link-local que pc1 sur l'interface eth0 de router1:
 routeur1> ifconfig eth0 add fe80::2....

N'oubliez pas le 'add' qui est ncessaire pour IPv6 !
Cela cre un conflit d'adresses. Qu'observez-vous ? (2p)

Effacez l'adresse configure manuellement sur router1 avec la commande :

routeur1> ifconfig eth0 del fe80::2....
2.2 Auto-configuration sans tat d'une adresse globale
L'obtention d'une adresse link-local permet  une station de communiquer avec tous les autres noeuds du mme LAN. Comme nous l'avons vu dans l'exprience prcdente, le pc1 essaye de contacter un routeur (message Router solicitation) pour demander le prfixe de l'adresse globale. Comme aucun des routeurs n'est configur pour rpondre, cette sollicitation n'obtient pas de rponse.
Configuration de router1
La premire chose  faire sur un routeur IPv6 est d'activer le routage. La commande pour ceci est similaire  l'activation du routage IPv4:

router1> echo 1 > /proc/sys/net/ipv6/conf/all/forwarding

Le router1 sera responsable pour le rseau avec le prfixe 2001:1:1:1::/64. Le '/64'  la fin a la mme signification qu'un masque de sous-rseau pour IPv4. Il indique que le prfixe du rseau comprend les premiers 64 bits de l'adresse. Le reste des bits identifie une machine  l'intrieur de ce rseau. Si lors de la configuration d'une adresse IPv6 sur un routeur, la gestion des routes ne sera pas correcte.

Nous allons configurer l'interface eth0 sur router1 avec une adresse du rseau 2001:1:1:1::/64:

router1> ifconfig eth0 add 2001:1:1:1::1/64

Finalement, il faut dmarrer le dmon Linux qui rpond aux sollicitations de routeurs. Ce dmon est dj configur correctement  l'aide du fichier /etc/init.d/radvd/radvd.conf:

router1> /usr/sbin/radvd -u radvd

Vrifiez avec la commande 'ps aux' que le dmon a dmarr correctement.

Questions III
 Sur pc1 dsactivez et ractivez l'interface eth0, tout en capturant le trafic sur router1. Expliquez les messages changs (avec une capture d'cran). (3p)
2.3 Rsolution d'adresses MAC
Dans IPv4, le protocole ARP s'occupe de la rsolution d'adresses MAC en adresses IPv4. Ce protocole n'est plus utilis dans IPv6 et la fonction de rsolution d'adresses MAC est ralise par des messages ICMPv6.

Depuis pc1, effectuez un ping6 sur l'interface eth0 de router1 et capturez les messages changs.

Questions IV
 Prsentez et commentez les principaux paramtres des messages ICMPv6 observs. En particulier, mettez en vidence l'obtention d'une adresse MAC distante (quivalent du protocole ARP). (6p)
 Effectuez deux ping6 vers la mme station. D'abords trs rapprochs puis, attendez 3 minutes et effectuez  nouveau le mme ping6. Existe-t-il en IPv6 aussi un cache ? (1p)
3 Format des datagrammes IPv6
IPv6 a t conu pour fonctionner dans des rseaux de prochaine gnration  trs haut dbit. IPv4 impose une charge considrable aux routeurs pour manipuler les paquets. Dans IPv6, l'entte des paquets a une structure diffrente, dans le but de rduire les oprations  effectuer sur les routeurs.

Questions V
 A partir des mesures effectues lors de l'exprience prcdente, illustrez les principales diffrences entre les datagrammes IPv6 et IPv4, en particulier le checksum et le Time To Live. (2p)
 Effectuez un ping6 -s packetsize (exemple : ping6 -s 3000 2001:1:1:1::1). Dterminez la charge utile maximum (longueur des donnes encapsules) d'un datagramme IPv6 sans fragmentation. (1p).
 Comment IPv6 indique-t-il les informations concernant la fragmentation dans l'entte, les champs More Fragments, Offet et Identifcation d'IPv4 n'tant plus prsents dans l'entte ? (1p)
4 Acheminement IPv6
L'acheminement de datagrammes IPv6 fonctionne d'aprs les mmes principes que dans IPv4. Seules les commandes de configuration sous Linux sont lgrement diffrences.
 Configurer la passerelle par dfaut sur pc1 et serv1:

pc1> route -A inet6 add default gw 2001:1:1:1::1
serv_ipv6> route -A inet6 add default gw 2001:1:4:1::1

Aprs cette configuration, vous devez pouvez pinguer serv1 depuis pc1. Vrifiez que le ping fonctionne.

Vous pouvez visualiser les routes sur un noeud avec la commande:

>>> route -A inet6

Mais il y a une nouvelle commande Linux pour la configuration du rseau, la commande 'ip', qui affiche les routes de manire plus lisible:

>>> ip -6 route
5 Interoprabilit IPv4 et IPv6
Il est impossible de penser passer  IPv6 sans avoir une cohabitation entre les deux versions du protocole. Il a donc t ncessaire de prvoir des mcanismes qui permettent la transition et la coexistence entre les deux versions du protocole IP.

Il n'est pas toujours possible d'avoir une connectivit IPv6 directe, il est donc ncessaire d'avoir recours aux rseaux IPv4 actuels pour transporter les paquets IPv6.
5.1 Tunnels manuels
La cration d'un tunnel peut sembler quelque chose de difficile et exotique, mais en pratique, la configuration se fait de manire aise. L'Illustration 2 montre le principe d'un tunnel.

Une interface virtuelle ('If tunnel') effectue l'encapsulation et la d-encapsulation. Les seules informations ncessaires pour pouvoir effectuer cette tche sont les adresses IPv4 source et destinataire  utiliser dans les entte IPv4 ajouts.

Dans notre rseau, nous aimerions interconnecter les rseaux IPv6  travers un tunnel Ipv6-IPv4 entre router1 et router2. Sur router1, la configuration d'une interface virtuelle se fait de manire suivante:

router1> ip tunnel add sit1 mode sit ttl 48 remote 2.2.2.2 local 1.1.1.1
router1> ip link set dev sit1 up

Ensuite, il faut encore ajouter une route IPv6 pour dire que tous les paquets vers le rseau 'Site 2' (prfixe 2001:1:2:1::2/64) doivent tre rout vers cette interface virtuelle:

router1> route -A inet6 add 2001:1:2:1::2/64 dev sit1 metric 1

Questions VI
 Quelle route IPv4 est ncessaire pour que tous les paquets vers le rseau IPv4 2.0.0.0 soient routs vers l'interface eth1, connecte  Internet ? (2p)
 Quelles commandes configurent la terminaison du tunnel et les routes correspondantes sur router2 ? (3p)
 Testez la configuration en effectuant un ping6 entre pc1 et pc2. Mettez en vidence l'encapsulation des paquets IPv6  l'aide d'une capture de trafic avec Ethereal sur l'interface eth1 de router1. (2p)
 Comment l'entte IPv4 du paquet indique-t-il qu'il contient un paquet encapsul et non pas un segment TCP ou autre ? (1p)
5.2 Tunnels 6to4
Bien que la configuration d'un seul tunnel soit aise, cette mthode devient fastidieuse lorsqu'il s'agit d'interconnecter beaucoup de sites  travers des tunnels. En particulier, deux cas de figure se prsentent souvent dans des rseaux rels:
1. Communication en IPv6 avec des stations se trouvant dans un rseau IPv4.

2. Interconnexion de beaucoup d'lots IPv6  travers Internet en IPv4.
Dans le deux cas une multitude de tunnels serait ncessaire (vers chaque lot IPv6 respectivement chaque station IPv6). L'IETF a dvelopp des mthodes pour minimiser la configuration des tunnels dans ces cas. Les tunnels automatiques avec des adresses IPv6 compatibles avec IPv4 permettent de rsoudre le premier cas de figure.

Dans l'exprience suivante, nous allons tudier les tunnels 6to4.

Le scnario d'utilisation des tunnels 6to4 est montr  l'Illustration 3.

Chacun des trois routeurs fonctionne comme routeur d'accs d'un site IPv4. Les sites sont interconnects par l'Internet global en IPv4. Au lieu de configurer des tunnels manuellement, on aimerait que un paquet en destination d'un des sites soit encapsul en IPv4 et achemin en IPv4 vers le routeur d'accs appropri.

Mais comment connatre l'adresse IPv4 du router d'accs si on ne connat que l'adresse IPv6 du rseau pour lequel il est responsable ? La solution est de 'coder' l'adresse IPv4 du routeur d'accs dans l'adresse IPv6 de son site. Le RFC 3056 dfinit un type d'adresses IPv6, montre  l'Illustration 4, qui a justement cette fonction.

Ces adresses possdent le prfixe spciale 2002 sur 16 bits. Ensuite suit l'adresse IPv4 du routeur d'accs, sur 32 bits. Ce prfixe sur 48 bits constitue le prfixe des adresses du site. Dans notre scnario d'utilisation, le routeur3 a l'interface IPv4 avec l'adresse 3.3.3.3 et le site qui est atteignable  travers lui a le prfixe 2002:0303:0303::/48. Un routeur qui doit acheminer un paquet ver une telle adresse IPv6 sait qu'il doit le 'tunneler' vers l'adresse 3.3.3.3. Ainsi, il n'est plus ncessaire de configurer les tunnels manuellement.
Configuration
Il suffit de configurer sur chaque routeur d'accs une interface virtuelle avec une adresse 6to4 correspondante :

router1> ip tunnel add tun6to4 mode sit ttl 64 remote any local 1.1.1.1
router1> ip link set dev tun6to4 up
router1> ifconfig tun6to4 add 2002:0101:0101::1

router2> ip tunnel add tun6to4 mode sit ttl 64 remote any local 2.2.2.2
router2> ip link set dev tun6to4 up
router2> ifconfig tun6to4 add 2002:0202:0202::1

router3> ip tunnel add tun6to4 mode sit ttl 64 remote any local 3.3.3.3
router3> ip link set dev tun6to4 up
router3> ifconfig tun6to4 add 2002:0303:0303::1

Essayez d'effectuer un ping IPv6 entre les routeurs en utilisant leurs adresses 6to4. Cela doit fonctionner.

Questions VII
 Quelles routes IPv4 sont ncessaires pour que les tunnels fonctionnent correctement ? (2p)
 Dans quelle situation 6to4 peut-il tre utilis ? (2p)
 Quel est l'inconvnient majeur du tunneling en ce qui concerne les performances ? (1p)

Rsum

Rsumez les concepts appris, des questions ouvertes ainsi que d'ventuelles suggestions.
5. Conclusions:

5.1. Which transition method is the best?
There is no really one good answer to this question since there are a lot of transition techniques, and these techniques are used for many different usages. So we have to choose depending on the needs, that why on one network we maybe need multiple transition techniques.
5.2. When start the transition process?
Again it's hard to answer this question because it depends on who you are; an individual or an organization.

For individuals, there is no need to rush on IPv6. If they want they can wait until they have no choice.

For organizations, the rule will be the sooner it's done and better it is; because an organization has a bigger network than individual and network communications are become indispensable so they cannot wait until it's too late.
6. Glossary
 ARP:  Address Resolution Protocol
 CIDR:  Class Inter-Domain Routing
 DAD:  Duplicate IP Address Detection
 DHCP: Dynamic Host Configuration Protocol
 DNS:  Domain Name System
 IP:  Internet Protocol
 IANA:  Internet Assigned Number Authority
 ICMP: Internet Control Message Protocol
 IGMP: Internet Group Management Protocol
 ISATAP: Intra-Site Automatic Tunneling Addressing Protocol
 NAT-TP: Network Address Translation - Protocol Translation
 ND:  Neighbor Discovery
 NUD:  Neighbor Unreachability Detection
 OSPF:  Open Shortest Path First
 QoS:  Quality of Service
 RARP: Reverse Address Resolution Protocol
 RIP:  Routing Information Protocol
 SIIT:  Stateless IP/ICMP Translation
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