The functional aspects

ABSTRACT:
This paper explains the functional aspects of the different networking hardware components and also explains about the different layers and representative protocols. Explain a method to improve the performance of a TCP protocol. This paper also explains about the career and responsibilities of skilled network administrator
I. INTRODUCTION
This Paper gives a brief description about the basics of networking. In part one try to explain some of the hardware devices which is very important in network intermediate and in part two gives an idea about representative protocols used the layers in the OSI model, In part three based on the OSI model layers protocol trying to develop a method that could be improve the performance of TCP protocol. In part four explain about how a skilled network administrator can perform in a company with large network including his responsibility and day to day activates
II. PART ONE

NETWORK HARDWARE DEVICES

A TRANSMISSION MEDIUM
Transmission medium are physical pathways to connect device like computers, router and switch on a network. Network devices can communicate through cables, light, and radio waves. Transmission medium will operate at layer one of the OSI model. There is different types of transmission medium are available they are mainly classified into three
1. COPPER CABLE

2. FIBER OPTIC CABLE

3. WIRELESS
1. COPPER CABLE
There are three types of copper cable are available, unshielded twisted-pair (UTP), shielded twisted-pair (STP), and coaxial cable. Compared to other transmission medium copper cables are very cheaper and very easy to work. But the main disadvantage of copper cable is that it offers very limited spectrum that cannot afford the advanced application of future like virtual reality.
2. FIBER OPTICS CABLE
Fiber optic cable will provide a massive bandwidth and it will resist too many types of interference and noise, and provide better security. Fiber optic cable provides very clear communications and a relatively noise-free environment. It is very expensive medium compared to other network medium and also expensive to deploy as it's requires specialized equipment and techniques.

Advantages of Fibre optic cables
· Fibre optics use light which neither causes electrical interference

· Fibre optics are manufactured to reflect the light inwards, so a fibre can carry a pulse of light

· Light can encode more information that electrical signals, so they carry more information than a wire

· Light can carry a signal over a single fibre
Disadvantages
· Very expensive to deployment of cable
3. WIRELESS
There are different types of wireless media include microwave, radio frequencies, satellite and infrared. Wireless medium is very cheaper and faster medium compared to other medium, especially where there is very small or no existing infrastructure. Wireless will be useful where environmental circumstances makes difficult to use the cables

Advantages
· Faster medium compared to other medium

· Compared to other medium it will be very cheaper

· Very easy to implement
Disadvantages
· Wireless medium support very less data rates

· There is no constant reliability in wireless medium
B. HUB
A network Hub is using for connecting multiple twisted pair or fiber optics Ethernet devices together and makes them in a single network segment. A hub is having a BNC and AUI connector to allow connection to legacy 10BASE2 or 10BASE5 network segments. Hub is defined in physical layer of OSI model. Hub is forwarding all the packets to all the ports as it is not mange any of the traffics that come through them. Since every packet is being sent out through all other ports, packet collisions result which may badly affect the smooth flow of traffic. There is three different type of hubs are existing known as Passive, Active and Intelligent .Passive hub does not need any external power source because it does not regenerate the signal and therefore falls as part of the cable, with respect to maximum cable lengths. An active hub regenerates the signal and therefore needs an external power supply. Intelligent hub will provide the error detection and also work like an active hub.
C. SWITCH
"The first Ethernet switch was developed by Kalpana in 1990". Switches is working same as a hub but more efficiently. The switches are defined in layer 2 and layer 3 in the layer of OSI model. The main advantage of using switch instead of hub is that all the traffic will direct to the exact port rather than transferring to all active port. By using switch network can become very much faster than a hub network. The switch will automatically classify the network into different segments. It will acts as a high-speed and selective bridge between the segments, and supports parallel connections of multiple computers which don't compete with other pairs of computers for network bandwidth. This activity accomplish by maintaining a table of destination address and its port number of each segments. Whenever switch receives data packets, Switch will read the destination address from the header information of the particular packet and make a temporary connection between source and destination ports after that switch will forward the packets to particular destination. After sending this packet switch will terminate the connection. There are two types of switches are available ,one is called manageable and other is called non manageable .In the manageable switch each port can configure manually but in the non manageable switch port configuration is not possible.
D ROUTER
Router is network devices used to connect two or more network devices to each other and routing and forwarding information in between. Router is defined in network layer of OSI model. Routers is mainly using for make the connection between two IP networks or connect any of the IP network to an Internet service provider network. Minimum Two interfaces will be there in the router which is supporting the IP protocol. Routers are forwarding the received packets by using information in the network layer header (IP header) and also decide which network interface should use to send the packet by using which methods. Before forwarding a packet, the processor checks the Maximum Transfer Unit (MTU) of the particular interface. If the particular packets are larger than the interface's MTU then it must be divided by the router into two or more small and similar packets. If any packet is received the Don't Fragment bit with the packet header, the packet is not fragmented, but in its place discarded. In this case, an ICMP error message is send to the source informing it of the interface's MTU size. This creates the source for Path MTU discovery (PMTU).Router contains a routing table with all the routing information about the network. Routing table and filter tables look like similar tables in link layer bridges and switches. Only difference , Instead of MAC addresses the router table contains network IP addresses .IP addresses may be manually configured through static routing or it will take the addresses automatically (Dynamic routing)depending upon the routing protocol configured with router. Routing protocol will allows routers to periodically replace information regarding the contents of their own routing tables and accordingly, the router become conscious of all the possible ways to reach each destination which is connected. Routers can be configured manually via command line interface and also through the console port. Router has software components and hardware components. In hardware part it consists of Processor, Ram, NVRam, Flash, Rom, and Console and interface port. Software using in routers are known as internet work operating system (IOS).Different versions IOS are there, according to the series of router and vendor.
E. HOSTS
Different types of hosts are there in a network like, Personal computer, Laptop, servers, Printer, PDA, IP phone etc. A network host can host information resources as well as application software for providing network services. Every host has one or more IP addresses individually assigned to the each host. An administrator can assigned the IP address to the host either manually or dynamically at start-up by using Dynamic host Configuration protocol (DHCP).There will be physical network node for every host but don't consider every physical node as a host. Hosts are connected to the access layer of a network. All connected hosts are with different purpose. Server is using for web hosting, Application hosting to access all other computer users in the network. Network printer is also known as host of a network which is using to get out put in paper.
III. PART TWO

LAYERS AND PROTOCOLS IN OSI MODEL

A. DATA LINK LAYER
Data link layer is the layer two in OSI seven layer reference models. Data link layers will respond for the service request from network layer above data link layer and then it will issues the request to physical layer which comes below the data link layer. The main responsibility of data layer is that encoding and decoding the bit to packet. The other responsibilities are logical link control, media access control, hardware addressing, error detection and handling and defining physical layer standard.. The data link layer classified in to two layers, Media access control layer (MAC) and logical link control layer (LIC), the data link layer is where most defined inlocal area network and wireless LAN technologies. The most popular protocols normally related with this layer areRIP, EIGRP, OSSPF, Ethernet, Token Ring, FDDI, ATM, SLIP, PPP and ADCCP. The data link layer is frequently implemented in software as a driver for a network interface card (NIC). Because the data link and physical layers are so very much associated, many types of hardware are also associated with the data link layer.
B.NETWORK LAYER
The network layer is the layer three of the OSI seven layer reference models. The network layer comes under the transport layer and above the data link layer .The main responsibility of network layer is that establishes the path for data transfer through the network. The other responsibilities are there like packet sequencing, congestion control, and error handling. IP protocol is one of the most popular examples of Network Layer implementation which is a data-oriented protocol used for communicating data across a packet-switched internetwork IP protocol consist of ICMP, ARP, RARP.ICMP protocol is using for to send the error message, ARP protocol is using for finding a host hardware address. RARRP protocol is using to find the Ethernet address Network layer is not responsible for consistent delivery to a next hop, but only responsible for the detection of error packets so they may be discarded. When the next hope is not able to accept the packets because of its length, then the IP protocol is responsible for packet fragment into small and similar packets that the medium can accept.
D TRANSPORT LAYER
Transport layer is defined in layer 4 of the OSI seven layer reference models .Transport layer will respond the request from session layer and it will issue the service request network layer. The main responsibility of Transport layer is that provide the transparent data transfer to end users and also responsible to provide reliable data transfer service to upper layers. The other responsibilities data flow control, segmentation and desegmentation and error control. The transport layer is consist of protocol TCP,User Datagram Protocol (UDP),Stream Control Transmission Protocol.TCP is connection oriented protocol and its including e-mail ,file transfer protocol, secure shell and worldwide web(WWW).UDP protocol is a connection less protocol and doesn't have any reliability like TCP protocol..SCTP protocol is using for error checking and port numbering .SCTP is also a connection oriented protocol.
IV .PART THREE

IMPROVE THE PERFORMANCE OF PROTOCOL

Differentiated Services Mechanisms to Improve the performance of TCP
The responsibility of TCP is to transfer data end-to-end from source to destination.TCP already has mechanism called congestion control and loss recovery to prevent the unreliable data delivery in the IP layer. In some cases these mechanism has been a strain which may cause to poor performance, by using differentiated service mechanism we can overcome this issue and improve the performance of TCP protocol. The main issues faced in TCP protocols even employ congestion control and loss recovery are given below
1. Short Transfers

2. Asymmetric bandwidth network
Below explained the possible solution to overcome those issues with TCP protocol
1. Short Transfers
Short transfer is the main issue faced by TCP. The challenges cause by short transfers, like web transfers is that TCP congestion doesn't have chance to look into the network for a long time to determine the available bandwidth because of this reason there is chance to terminate the data transfer.

Solution: TCP fast start can use as solution for this issue. The basic idea of this mechanism is that the TCP user reuses the congestion information in the current past to avoid the repeated slow start. TCP user uses the timers to send the packet for avoid a large break open of packets.TCP fast start can speed up the short transfers considerably.
2. Asymmetric bandwidth network
Asymmetric bandwidth is based on cable modem or DSL, which is very popular in providing very high bandwidth. However, the occurrence of upstream traffic can humiliate downstream throughput extensively even when the high-bandwidth downstream channel is Uncongested. The problem is that the queuing of data Packets at the upstream link could hold up acknowledgements that are dangerous to supporting the downstream transfer.

Solution: To avoid the bandwidth issues set the priority with acknowledgment by using differentiated service mechanism. Schedule a high priority than data packet at the upstream router. It can be lead to a very major improvement in performance
Use of Diffsrv Mechanism in other context
The Primary reason why this mechanism useful is, in many case , independent of the particular protocol, For e.g. The repair and response packets in scalable Reliable Multicast are very difficult to fast loss recovery, so it may be beneficial to schedule them a high priority
IV. PART FOUR

Title and level of the Job
Title of the job is Network Administrator. The role of the Network Administrator comprise planning, designing, expansion, maintenance, appropriate software selection and configuration of the network and devices, taking decision about deployment of suitable protocol
Responsibilities
1. Design, Manage, Troubleshoot and expansion of the network

2. Ensure all the clients have adequate privileges and access to the resources

3. Checking status of network servers and resolve abnormal network behavior

4. Preserve inventory of all hardware, software and equipment warranties

5. Installation, configuration and maintenance of operating systems, data base, firewalls and other utilities

6. Preparation for backing up data in the event of network failure
Day to day tasks that would be undertaken
1. Listen for complaints and take momentous action to resolve it.

2. Observe the network and make sure all the devices are working properly

3. Administration of services (Name services, Electronic mail etc.) Maintain records and prepare recurrent and spot on reports of work performed

4. Check for software updates, patches and install if it is imperative

5. Internet access control to the host machines
What would be expected from your manager
1. Strong IT Skills and Technical knowledge

2. Technical and moral support.

3. Quick Response, Accurate Dicision making
Who would be the contacts?
1. Senior administrators

2. Managers

3. Product Vendors

4. ISPs

5. Colleagues
CONCLUSION
This Paper tries to give a comparison and contrast about the networking devices and explain about the representative protocols of layers in the OSI model. Explained a mechanism which could be improve the performance of TCP protocols and also explained the roles and responsibility of a network engineer.
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