The field of cloud computing

Abstract:
The paper describes the field of cloud computing and the "Service Oriented Architecture"[1] (SOA) ,a fundamental concept on which the cloud computing was built. It demonstrates the beauty of using "pay-per-use"[8] policy which offers an attractive solution for an ever growing consumer base with limited resources at the disposition. The paper demonstrates "Nebulas: Using Distributed Voluntary Resources to Build Clouds"[4] , a novel architecture which demonstrates voluntary and peer-2-peer nodes acting as inexpensive yet promising resources for parallel computation[4]. The paper also discusses various aspects and characteristics of Cloud Computing, such as Virtualization; Application Security; Physical security and Storage. After which, the paper goes through the advantages and the issues faced in the current scenario and the future work that would be undertaken to circumvent the issues.
Introduction:
"A Cloud is a type of parallel and distributed system consisting of a collection of interconnected and virtualized computers that are dynamically provisioned and presented as one or more unified computing resources based on service-level agreements established through negotiation between the service provider and consumers" [5,17,18,22]. The concept of cloud computing has existed previously; however "IBM" [9] and "Google Inc."[9] were the first to start an initiative to commercialize the idea of cloud computing[9,21].
Concepts in cloud computing:
The cloud computing of today conglomerates the concepts of high performance computing like virtualization along with distributed computing, grid computing and utility computing [1].

Distributed computing enables geographical distribution of computational resources, increases reliability, availability and integrity [16]. Virtualization helps in isolating the hardware and the software platforms [1]. This creates a middleware layer between the hardware and the software [1]. This layer makes the hardware and the software platforms interface and reduces the interdependencies between them [1]. The grid computing is used for parallel processing wherein the nodes are geographically distributed and achieve high availability optimizing resource utilization [10]. The concept of utility is fairly new. It states that the virtualization, when combined with grid computing, can be used to cater to the demands of the consumer wherein he has to pay only for the services that he uses. The infrastructure costs and the initial setup costs are not borne by the consumer. Cloud computing technology adheres to the "pay-as-you-go" [11] concept.

"Cloud Computing embraces a Service Oriented Architecture (SOA) which leads to reduced information technology overhead for the end user, greater flexibility and reduced costs for total ownership and on-demand services" [1,20]. The SOA dictates that the consumer can utilize the services of the system and only pay for the services used rather than bearing the brunt of the initial cost setting up the infrastructure. Since many of the businesses aren't predominantly IT oriented, there is approximately 80% overhead in setting up a platform and only 20% is used [1].

"The key to SOA framework is that it supports workflows in componentization of its services , an ability to support a range of couplings among workflow building blocks, fault tolerance in its data, process-aware service based delivery and an ability to audit processes"[1,19]. The following diagram elucidates the way in which the cloud computing scenario works:
Types of Cloud Computing Services:
Cloud Computing Services are segregated into 3 types [3]:
· Software as a service

· Infrastructure as a service

· Platform as a service
Infrastructure as a service: Instead of buying hardware like servers, network equipment and allied software, the consumer buys a fully outsourced service [12].

Software as a service: The service provider licenses the application services and a collection of on-demand services to the end user [13]. The provider either hosts the software application on his web server or provides the end-user with a downloadable copy of the application, which expires once the contract ends [13].

Platform as a service: "Platform as a service (PaaS)is the delivery of acomputing platform and solution stack as a service" [3,14]. It is used to build an application without the cost of buying and maintaining underlying hardware and software [3,14].
Virtualization:
Virtualization played a significant part in the emergence of Cloud Computing as a viable commercial option. Virtualized resources enhanced efficiency and were favored by commercial companies for economical reasons. Virtualization is defined as "a method of running multiple independent virtual operating systems on a single physical computer."[23] Virtualization helps decouple software installations from the hardware configuration.

Many Cloud Computing instances require Platform Virtualization, which is defined as the virtualization of the hardware platform of a computer and enables a device to use certain software specific to the stimulated machine. This software is known as Guest Software [24]. Sometimes more than one virtual machine can be implemented on a single physical server. Virtualization can be alternatively termed as providing consumers a wide array of software services without the hassle of dealing with hardware such as servers.

There exist five different types of virtualizations namely Full Virtualization; Hardware-assisted Virtualization; Partial Virtualization; Paravirtualization and Operating-System level Virtualization [23]. Full Virtualization implements a virtual machine that provides complete simulation of the underlying hardware and is capable of modifying the hardware of the platform. Hardware-assisted Virtualization requires the hardware to provide architectural support to the virtual machines so that the VM can run as an isolated instance. Partial Virtualization is defined as the virtualization of partial aspects of the underlying hardware such as multiple instances of an address space. Such virtualization allows sharing of resources but it does not allow separate instances of operating systems on a single physical server. Paravirtualization does not simulate any underlying hardware but allows an interface for the consumer to modify the virtual operating system on the server. Operating-System level virtualization enables multiple instances of Operating Systems on a single physical server. The operating systems share the same OS kernel but the virtual operating systems are viewed as stand-alone systems by the applications on it [26]. OS Level Virtualization and Hardware-assisted Virtualization are the most commonly used platform virtualizations in Cloud Computing.

The concept of Virtualization is implemented in Cloud Computing by means of Data Centers. In the cloud environment, physical servers are consolidated to multiple virtual machine instances on virtualized servers. Many, in fact most of the Cloud Computing services are provided to the users through Data Centers that consist of many physical servers with varying levels of virtualization. Some Cloud Computing services such as Infrastructure as a Service (IaaS) require that physical Data Centers into Online Services. This would not be possible if virtualization is not implemented. This also requires a lot of infrastructure characteristics such as security and storage to be part of the Cloud [27]. Other Services such as Paltform as a Service (PaaS) requires virtualization for their stand alone development environments.

Virtualization is one of the primary reasons for Cloud Computing to emerge as a booming commercial industry. For instance, Bechtel had an average server utilization of 2.3 % prior to implementing Virtualization. After virtualization, the utilization has increased between 60 to 80 %. Initially, the company had a Server farm measuring 35,000 sq. feet. After Vistualizing their servers, the company now has a Data Center measuring 1,000 sq. feet thus greatly reducing costs [28]. Apart from cost reduction and reduced energy demands, Virtualization also improves hardware utility, increases service quality and improves Disaster Recovery and business continuity [29]. Failure and Fault Tolerance in virtualization also enhances reliability and availability.
Public and Private Clouds[8]:
During pre-natal stages, there was the concept of "true clouds"[8] which stated that if the cloud services were being delivered by a third party and that they were accessible via the internet then the cloud was a "true cloud" [8].

Due to the accessibility issues, the clouds were segregated into public and private clouds [8].
Public Clouds [8]:
In case of public clouds, access to the resources is open to general public [8]. This imposes some serious security threats [8]. The other issues which govern the functioning are: compliance, governance and reliability [8]. The "Amazon's S3" [8] is a public cloud. Earlier, due to the hacking attacks, its services were down nearly for eight hours [8].
Private Clouds:
Private clouds exist within firewalls and boundaries of the organization [8]. They are normally employed for enterprise level usage [8].

Since the resources are private, it facilitates easy utilization and management as well as greater efficiency as access level privileges do not have to be taken into consideration [8].

A drawback exists; the IT department has to spend exorbitant amounts of money to lay down the infrastructure and to maintain the resources [8].
"Nebulas: Using Distributed Voluntary Resources to Build Clouds" [4]:
The inherent concept of "Nebulas" [4] is that some cloud computing services do not need high performance guarantees, the customers might find deploying the services to be exorbitant and that the services may be limited by the movement of data across the cloud environment [4]. Thus looking at these requirements, the authors of "Nebulas: Using Distributed Voluntary Resources to Build Clouds,"[4] (Abhishek Chandra and Jon Weissman, Department of Computer Science and Engineering, University of Minnesota) have proposed an idea of creating "distributed voluntary resources" [4], which the end users provide to create "Nebulas"[4], highly dispersed, less managed clouds [4].

The authors propose a methodology wherein advances in peer-2-peer systems, grid computing and distributed data centers are able to create a computing environment that does not have stringent requirements in terms of availability, flexibility, reliability, and security, but could still complement the commercial cloud environment using cheaper and easily available resources [4].

The reasons why "Nebulas" [4] became an attractive proposition were [4]:
· Scalability: Peer-2-peer networking creates a pool of readily available resources. Hence there is no dearth of computational power and resources.

· Dispersion: Geographical distribution enables easy mapping of services to resources.

· Low cost of deployment: Since most of the resources in the system are volunteering, there is no extra overhead in terms of costs. The resources are almost free.
The authors illustrated that cloud services fell into three categories, namely [4]:
· Long state and data storage

· "one shot"[4] burst of computation

· Interactive and end user oriented services
The case study [4], talks about three types of clouds services:
· Experimental cloud services [4]: This service acts as a prototyping model which enables the scientists to test the practicality and the security of the computing environment using a large test cloud before the actual deployment.
· Dispersed data intensive services [4]: This mode of service is used when the data is geographically distributed and the computation that is required to be performed is data intensive. This is done since it is economically and practically infeasible to relocate the data to a cloud resource every time a computation is triggered.
· Shared services [4]: This mode of service is used when you need to deploy your private resources with other public resources and do not have the money to deploy them.
Issues with the "Nebulas" [4] computational environment [4]:
· Cross component interactions: Since the "Nebulas" [4] is a high performance environment, it requires a tight coupling and localization of resources.
· Locality and context environment: The very basis of cloud computing is location transparency. However, in the case of "Nebulas" [4] , we have to ascertain the location and the status of the resource.
· Dynamic state maintenance: Since "Nebula" [4] is composed of volunteering nodes, the management of resources is an issue. It has to keep track of the fully distributed state of the computing environment. Keeping track of the state of every node is a hard task.
Security in Cloud Computing:
Since Cloud Computing provides virtual machines for multiple organizations on the same physical server, it is imperative that security breaches are not possible. The utmost requirement for many commercial entities is the security of their data and applications. Security is the greatest challenge of Cloud Computing.

By using Cloud Computing, the owner of the application and data loses control over the physical security of their infrastructure [25]. The Cloud Computing providers are responsible for the physical security. Although regular Data Center security can be implemented in Cloud Computing, the hardware-based security and physical isolation cannot eliminate threats from different virtual machines located on the same server.

In Cloud Computing, the virtual machines and the physical server they are on use the same operating system (as part of the Paravirtualization). This makes the environment vulnerable to malware exploiting the server as a whole remotely. Moreover, the Operating System and files are located on the physical server and this requires constant monitoring. The virtual machines need to be secured by means of firewalls, network segmentation and Intrusion Detection and Prevention Systems (IDS/IPS) [25].

Prior to implementing the cloud computing environment, the user should ensure that the service provider complies to the following Privileged User-Access specifying that only certain people can access the data; Data Segregation to ensure that the data is encrypted when it is located in the service provider's domain (certain types of encryption include PGP); Data Recovery to ensure that the service provider can provide a consistent and thorough Disaster recovery plan; Regulatory Obligations implying that the Service provider can be audited if required.

Other ways to improve security is for the user to co-ordinate with the Cloud environment service provider and design a secure Software Development Life Cycle (secSDLC). The SecSDLC is used to design the security policy of a Cloud environment. The SecSDLC helps the users and the providers identify specific security threats and design the correct security policy to avoid data compromise. The SecSDLC undergoes seven different steps namely Investigation which underlines the goals; Analysis which gathers the security concerns for the environment; Logical Security Design designs the blueprint of the security plan such as Disaster Recovery response actions etc; Physical Design designs the technologies to be used such as type of middleware, servers and Data Centers; Implementation and Maintenance [25]. The SecSDLC must develop a security application based on the principles of Security Architecture Framework which include Authentication, Authorization, Availability, Confidentiality, Integrity, Accountability and Privacy [25].

The security for Cloud environments are divided into two aspects namely the physical security and virtual security. Physical security should be covered by ensuring that the physical servers are located in a safe location with physical access control and monitoring. This coupled with CCTV, alarm systems and power back should ensure safety. For virtual machines, firewall settings and security applications should be implemented to ensure that the machines are not vulnerable to malicious attacks and will not compromise the application or data in the machine or on the server as a whole. It is the responsibility of the provider as well as the user to implement Identity Access Management (IAM) techniques such as SSO and other authentications to the applications on the virtual machines as well as the virtual machine itself.
Cloud Computing in Mobile Devices:
With the emergence of cellular technologies and our ever growing dependency on cell phones, the need communication to the World Wide Web and other inter networks via a mobile phone has become persistent. With the new 3G and 4G technology available, the dependency of the communication industry on Cloud Computing is ever increasing. With the 3G and 4G technologies providing enough bandwidth, the users are interesting in accessing Cloud environment services such as Software as a Service applications.

Smartphones such as iPhone and Droid require virtualization to address security issues since Mobile phones use a lot of Open Source software. The different types of virtualizations used for mobile phones to make them compatible with cloud environments are Kernel-based virtualization which provides a core virtualization infrastructure and a processor-specific module and VMWare Mobile Virtualization platform which separates the application and data from the underlying hardware [25].
Issues with Cloud Computing [7]:
· Creating a computing environment is not a big task; optimizing the computation becomes a challenge.

· Since there is an underlying heterogeneity of the platform, the overhead costs required to maintain the system and to upgrade it are significantly higher. A high degree of heterogeneity is also observed in terms of bandwidth and the computational capacity of the nodes in the system [4].

· Due to the geographical distribution of data on different nodes, the centralization of service is not possible [4]. So management of nodes becomes an issue [4]. Also we cannot relocate the data to the node or bring the nodes near the data [4]. This is a critical issue when the nodes have to process large amounts of data [4].

· Another major challenge encountered is that since some of the tasks of a service are interdependent on each other, segregating the tasks then distributing them to various nodes and collating them becomes an issue. Also, since nodes are far apart, transferring data in between nodes makes a lot of communication bandwidth go to waste [4]. Due to heterogeneity and the variable bandwidth utilization, the cost required to maintain a resource varies, hence we have an un-decidability on which resource to use [4].

· The nodes in the environment may or may not belong to same IP multicast group. Thus, it creates significant networking limitations [4].

· Since the entire computation is done in a grid based environment with a heterogeneous hardware base, the middleware should have mechanisms for handling failures. This is because the uptime and reliability of an isolated computing node is low.

· External clouds have problems with regards to security, data affinity and delocalization of data.

· Due to one way mode of connection, i.e. from users to clouds, the support for "one-directional connectivity" [7] and "disjoint clouds in middleware" [7] is a must.
Advantages of Cloud Computing [8]:
· Elastic Scalability: It helps in making the business cater to a large consumer base. It also helps in scaling the business and solving larger problems.

· Agility: The platform helps in collaboration of multiple nodes, synchronization, management and sharing of resources.

· Reliability and availability: Since a large number of nodes are present and the computation is done on a cluster of servers, there is high availability. Also since the resources are replicated, a high reliability is guaranteed.

· Shared Multi-tenancy [8]: Since a large number of users share the same infrastructure, there is a lot of efficiency and the overall cost gets reduced due to pay-per-use policy.

· Utility based: The users only have to pay for the resources and the time they use the system. This makes it lucrative since the overhead cost in setting up the environment is avoided.

· API: Due to the transparent nature of the services that the cloud computing has to offer and the underlying heterogeneous hardware platform, the API is built so that it takes the future needs and the unforeseen challenges into consideration.
Future work:
The current research in cloud computing scenario focuses on building an efficient and scalable hardware and software system [15].There is a migration from software as a service to a software plus services model[15].

The data centers that are built for the current day cloud computing environments are built on hardware and software technologies that cannot handle huge data collection. Hence maintenance and management are big issues [15]. Also, since the data size keeps on increasing, the present day design and layout of the hardware platform is insufficient to cater to the demands [15]. To avoid this fact, the entire infrastructure including the software is being changed, this is one of the current hot research areas in the field of cloud computing [15]. Such a change would provide platform for applications, which necessitate adaptability, accelerated deployment, resilience, geo-distribution [15].

Another future work is enabling software with services, incorporating web 1.0 with web 2.0 technologies like social networking sites, and then enabling rich interactive games over the internet in real time [15].

Since the current trend in technology is to build a greener world, one of the focuses of research is to build a energy efficient machines [15]. The dawn of green computing inspires the foundation of energy efficient servers and data centers [15].

The constraints on the data center services prohibit the usage of the communication networks that are used in normal internet services [15].

Another facet of research is to incorporate virtual reality, image processing and computer vision in the arena of cloud computing giving research in this field a whole new dimension [15].
Conclusion:
The innovative nature of the services offered by cloud computing provides it an ever increasing consumer base. The current research work merges the fields of image processing ,computer vision and virtual reality with cloud computing thus offering an untapped potential in the near future [15].Since the data centers were built on an inferior infrastructure which failed to take into account the ever increasing consumer base, the manageability and the maintenance of data centers became a critical issue[15]. Moreover, as the area of cloud computing spans multiple horizons while merging different areas, it offers untapped potential in the near future.
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