The comparative networking features

Linux
Linux can be easily configured to share an internet connection using iptables. All you need to two network interface cards as follows:

a) Internal (LAN) network is connected via eth0 with static IP address 192.168.1.254

b) External (WAN) network is connected via eth1 with static IP address 192.168.2.1

It works best at handling the ordinary task-day post-to-day stuff, the types of applications that do not require a specific operating system to function properly. You can be surfing the Web and read e-mails, create documents, edit images, presentations and more with Ubuntu. It has a right fast and easy graphical installer on the CD and a typical computer, Ubuntu installation should take your time and 25 minutes less or more.
VPN Client
Many VPN clients are available in the market and depend on the configuration of the machine. The protocol they are using VPN client's software is already a part of many the operating systems or can be availed as a service pack. Some software clients are provided by other vendors...
VPN Topology: Types of VPNs
- Remote access VPN
- Intranet VPN
- Extranet VPN

VPN Topology, needed to be...
- Existing hardware (Servers, workstations...)
- Internet connection
- VPN - Router/Switch
- Software to create and manage tunnels
- Security Device such as firewall and other...

As these tasks in each office are different, there are also different of computers and operations system. Total of computers are 100 computers. Each office interconnects one another to exchange information and I also using firewalls to protect from important data to be hacked. Each server is connected through switch.

The objectives of this assignment to give students with a well understanding of modern networks and the practical skills to support the specification and deployment of networks. And also interoperability features of Windows and Linux and installation of Ubuntu.

I used servers to connect Main Office and Branches Offices, there are

(1) VPN Server

(2) VPN Router

(3) Switch

(4) File and Print Server

(5) Application Server

(6) Communication Server

(7) Fax Server
VPN Server
VPN server software is not needed as VPN software for Windows based workstations or Servers have VPN capability incorporated in the operating systems.

VPN server software is not necessary because the VPN software for Windows-based workstations or servers have VPN capability built into the operating systems ... IThis simplifies administration.
· If you have a large amount of clients, then a dedicated single system for the VPN services is better or other services on the corporate network will slow down.

· The scalability is limited as when compared to additional hardware solution. Windows NT server 4.0 can be support only 256 simultaneous VPN tunnels.
VPN Router
ALLIED TELESYN AT-AR750S-10 Secure VPN Router
- Starting Price is $1,203.99
- It offers up to 100 Mbps of Data Transfer Rate
- IP filtering and Stateful Inspection the Firewall protects user PCs from the Internet attacks
- Features QoS for maintaining appropriate service levels even in congested networks
- Supports WAN load balancer to combine bandwidth from multiple WAN connections for increased throughput.
Overview
The AT-AR750S - 10 Secure VPN Router from the Allied Telesyn- has been designed to cater the needs of the small to medium enterprises/businesses or branch office businesses. It offers enhanced processing performance, quality of Service (QoS), routing, and security. It provides extensive IPSec-based VPN capability that allows interconnection of offices, remote tele-workers, and other users who require secure access to a corporate network and the AT-AR750S - 10 comes with integrated hardware acceleration to maximize encryption throughput and removes the need to purchase a hardware upgrade package. And, it is compatible with the industry standard IPSec VPN clients.

Manufacturer Part# : AT-AR750S-10

Dell Part# : A0645272

Reference from-http://accessories.us.dell.com/Sna/productdetail.aspx?sku=A0645272&cs=04&c=us&l=en&dgc=SS&cid=27722&lid=628335

Switch

A switch, like a hub and it is the central processing point in a star topology network. It does more than simply regenerate signals.

The performance advantage of switches has made them the device of choice in corporate networks, at only a marginally higher price than hubs. Most networks today are designed to use switches for connecting computers, servers and peripheral devices.

A switch as a hub and it is the central processing system in a star topology. It does more than simply regenerate signals.The performance advantage of switches has been the device of choice in corporate networks, only a slightly higher price than hubs. Most networks today are designed for use switches to connect computers, servers and peripherals.

Firewall

Firewall Techniques

There are several techniques used in the firewall. Usually they are used in the combination of effective security. Most packet filters are software in the routers (routers filtering) that enable Internet connection to a private network. Network Address Translation allows a single IP address to be shown to the outside world. Implemented in a router, a firewall or your PC, it connects to private addresses from one machine to one or more public addresses on the Internet.

File and Print Servers

These servers are the mainstay of the server world because they provide basic network file storage, retrieval services, and access to networked printers. With these servers, users can run applications locally but keep data files on the server. The print server are taking the responsibilities of connecting to one or more printers and to client computers over a network, and can accept print jobs from the computers and send the jobs to the appropriate printers.

Application Servers

These are supply the server side of client/server applications and the data that goes along with them, to network clients. It is different from other servers as it gives processing service and handles requests for the file or print server. The operation system used version of Windows, UNIX, and Linux etc.

Communication Servers

Communication Servers are provided the user (both inbound and outbound communication). This server also gives the infrastructure such as messaging, presence, file transfer, Peer to peer, ad hoc and structured conferences (audio, video and web) and PSTN connectivity. Used of operation system is Windows (include Routing and RAS (Remote Access Service), Netware and Linux etc.

Fax Servers

Fax servers manage fax traffic for a network. They accept of incoming faxes via telephone, distribute them to recipients over the network and collect outgoing faxes across the network before sending them via telephone.
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The Comparative Networking features of Windows and Linux

Network Diagnostics Features

The Network Diagnostics Web Page and NetSh helper and Network Connections Support Tab and network connection repair Link, Task Manager Networking tab and updated command line network diagnostics Tool

Security(User Accounts)

IIn the example, in Windows Vista records in all sessions are run with standard user permissions and prevention of malicious software to gain total control system. Then, the processes that require administrative privileges can execute using the framework of user account control. Starting to create user accounts during the installation process automatically a member of the Administrators group. Most users do not change to a type of account with less rights, that is in Windows versions prior to the introduction of the UAC, malware they have control over the system.

Users typically run as limited accounts and at least one user account of the facility, preventing malware from gaining control of the system. The sudo command is generally much less of a nuisance, leading to its use over its distribution like Ubuntu. In practice, this can be very dangerous, as a simple type error in the command line can erase a hard drive clean or delete the contents of system RAM.

Internet Connection Firewall (ICF)

It to be used to protect your computers and home networks connected in such a manner. This software-based firewall is enabled automatically when the Network Setup Wizard is run; setting your firewall up with default settings that will work for most networks. Firewall also can be enabled or disabled manually through the Network Connections folder.

Paranoid - lock everything down to only allow outgoing connections and allow high outgoing connections, some incoming high ports for P2P apps. Medium allow outgoing connections, incoming ports for selected applications and incoming ports for P2P apps.......

Drivers

The installation media contains drivers usually enough to make the operating system functionality. Then, the generic drivers may be used to provide basic functionality and drivers of these devices can then be updated from the manufacturer. Windows Update may also contain updated drivers that can be installed after the operating system core is in place and recent version of the 64-bit Windows forces all drivers to be signed, giving the Microsoft sole ability to authorize drivers and this feature cannot be easily overridden by system administrators.

The Linux kernels in most distributions, including most drivers and is available as modules, the hardware is to detect drivers load at startup with user interaction is usually little or no need. These drivers are written by someone who works for the hardware manufacturer or the user community to someone knowledgeable about it, usually the drivers are included in the kernel (open source) and therefore do not require additional media or any interaction the user.

Wireless LAN Enhancements

In Enhanced Ethernet and Wireless Security (IEEE 802.1X Support) and the previously wireless LAN networking lacked an easy to deploy security solution with a key management system Microsoft and several Wireless LAN and PC vendors worked with the IEEE to define IEEE 802.1X, a standard for port-based network access control. In Microsoft has implemented to IEEE 802.1X support in Windows XP and worked with wireless LAN vendors the supporting of the standard in their access points.

Mozilla Thunderbird

Mozilla Thunderbird is an e-mail and the Cross-client package new software platform by the Mozilla Foundation. It can manage multiple e-mail, newsgroups, RSS accounts and supports multiple identities within accounts. He moved in quick search, saved search folders, the message advanced filtering, grouping messages and labels to help manage and find the message.

(1.3) Ubuntu Server Edition 9.10 installation

First, you will need to download server version of Ubuntu and after that create a CD.

-Click your language and press enter

Click to Install ubuntu server and press enter

Click user language and press enter

Click user location and press enter

In this stage, you have two choices yes or no

If you want to try to have your keyboard layout detected by pressing a series of keys you need to click  

Click Origin of keyboard and press enter

Click keyboard layout and press enter

Then, detecting hardware to find CD-ROM Drives in progress

You will be a few of time for loading additional components in progress

Next, Detecting Network hardware in progress

Then, continue to Configures the network with DHCP

Please enter your server Hostname for this system.

Then, please wait for Starting up the partitioner in progress

You will make sure you have swap partition in place and choose of partition your hard disk, Click to use entire disk....

It will show Warning message about data lost on your hard disk

Write the changes to disk here you need to select yes and press enter

Creating ext4 file system in progress

Installing base system in progress

You will need to enter the Full name of the user you want to create for your server and I have created ruchi user click continue and press enter

Enter your user account name here

Entered the password for ruchi user click continue and press enter

Then, Confirm password for ruchi user

If you have chosen weak password this will be prompt similar to the following screen

If you want to configure encrypted private directory click 

Configuring the package manager click continue and press enter

Configuring package mirror this will be related to your country

Click how do you want to configure automatic update press enter

Now it will start installing software and here you need to select server options .I have selected as LAMP for our LAMP server installation. If you want to select each package separately click to "Manual package selection" option and Click

At the time of software installation it will prompt for mysql server root password enter root password of your choice and click continue

Confirm mysql server root password and click to continue

Software installation is in progress....

Installing GRUB Boot loader in progress...

Finishing installation in Progress....

Installation complete message will show. You need to be remove your CD click continue and press enter, it will be reboot your server

After rebooting your server it will prompt forusername and password that once you logged in, you should see similar to following screen

This will be complete the Ubuntu 9.10 (Karmic) LAMP Server Installation and your server is ready for installing applications and which supports apache,mysql and php.

After logging in it shows you system stats like CPU, Memory disk, Swap, No. of processes, No. of user logged in and no. of security updates are available

Configuring of Static ip address in Ubuntu server 9.10 Edition

If you want to install vim editor use the following command

sudo apt-get install vim-full

Ubuntu installer has configured our system to get its network settings via DHCP, Now we will change that to a static IP address for this you need to edit

Edit /etc/network/interfaces and enter your ip address details (in this example setup I will use the IP address 172.19.0.10):

sudo vi /etc/network/interfaces

And enter the following save the file and exit (In vi, ESC, then ZZ to save and exit)

The primary network interface

auto eth0
iface eth0 inet static
address 172.19.0.10
netmask 255.255.255.0
network 172.19.0.0
broadcast 172.19.0.255
gateway 172.19.0.1

Now you need to restart your network services using the following command

sudo /etc/init.d/networking restart

You need to setup manually DNS servers in resolv.conf file when you are not using DHCP.

sudo vi /etc/resolv.conf

You need to add look something like this

Search domain.com
For File sharing
NFS

It is the default networking protocol for the network file sharing in nix systems (including of Ubuntu- Linux).

Samba File Sharing

Samba server

Following instructions are to be installing a Samba server. This allows user to share files over a Samba (Windows) network to the other Samba clients.

>Install Samba:

sudo apt-get install samba samba-tools system-config-samba

Note: samba-tools and system-config-samba are optional.

*Modify Samba settings.

>Method 1:

>System > Administration > Advanced > Samba

(Note: this is available only if you installed system-config-samba.)

It is recommended that your user be a member of the sambashare group as well.
- >Method 2:

Enable File Sharing Server with User Login (Very Reliable Method)

Do the following on the machine that has the files to be shared:
- Add current user to Samba:

sudo smbpasswd -a username

(To Replace username with your login username)
- Open the samba config file:

sudo nano /etc/samba/smb.conf
- Add the directories to be added (right at the end) in the following format:

(For-Pictures)

Path = /home/username/

(Replace the username with user username and 

Click CTRL+X and then Click Y to save.
- Restart Samba

sudo /etc/init.d/samba restart
- On Windows access the folder in the following format in Windows Explorer:

\\192.168.x.x

(To Replace 192.168.x.x with the actual IP address of your server which is serving the folder)
· On Linux type the following in Konqueror or Nautilus:
smb://192.168.x.x

(To Replace 192.168.x.x with the actual IP address of your server serving the folder)

If you use Sharing in KDE's System Settings panel, be aware that there is a small bug, reported. In brief, you need to comment out/ delete any instances of these two lines in /etc/smb.conf:

Configuring Printing Sharing in Ubuntu server 9.10 edition
Printers
The new CUPS interface recognizes many printers and specific printers are not recognized can often be installed using instructions found at the Linux Foundation Open Printing database.

Add a Printer

>System > Administration > Printing > New Printer > New Printer

Most of the time, your printer (if connected and turned on) will be detected automatically.

My network printer with its own IP address at 192.168.0.124 was correctly installed at

socket://192.168.0.124:9100.

User can also choose printers on a Windows system via Samba and other types of network printers.

(2.1) VPN Technologies (both hardware and software)

VPNs stands for Virtual private networks and that are temporary or permanent connections across a public network. VPNs are meant to make packets secure as they are transmitted access to a public network. So, the connection between sender and receiver is private.

The VPN technology uses the Internet as its backbone communication and the Internet was designed to provide communication, even if part of the network was damaged or destroyed. This was possible thanks to the routers that direct traffic on alternative routes while the direct route is not available. Today, almost everyone uses the Internet and with the increasing number of users infamous characters started hacking and virus creation.
A VPN supports at least three different modes of use:
v Remote access client connections

v LAN-to-LAN internetworking

v Controlled access within an intranet

VPN hardware

VPN hardware is dependent on the place of connection and setup The VPN concentrator does the job of a router and a firewall for all the multiple connections to the Intranet or internet.

VPN software

VPN-software applications include clients, servers and utility programs. VPN software technology enables private communications over wireless / computer networks via a method called tunneling.

VPNs Benefits

VPNs enable organizations to use the Internet as a private dial-up or broadband service for users' with machines running a VPN-supported OS. Organizations can also interconnect multiple LANs across the Internet one pair of networks at a time.

VPNs technology is based on the idea of tunneling. And it isn't limited to dial-up connections. A user has a connection to the Internet, through dial-up, cable modem, or a corporate LAN, a VPN can be used.

The future of virtual private networks have gained popularity as companies save money on network access for remote employees. The Virtual Private Network has attracted the attention of many organizations looking to both expand their networking capabilities and reduce costs.
VPN: Disadvantages
- Need to Understanding of security issues and unpredictable Internet traffic
- Difficult to accommodate products from different vendors.

VPN: Security
- Encryption
- IPSec
- Authentication
- (Authentication, Authorization, and Accounting)
- Firewalls

(2.2) Design of VPN using ISP for the requirements of the bank

(2.3) List of hardware and software

(2.3) VPN Hardware

Cheap of VPN hardware is available for the client end POP-(Point-of-Presence) is for high scalability, performance and integration and is costly usually well over $200,000.
- VPN Server
- Fax Server
- File and Print Server
- Communication Server
- Application Server
- VPN Router
- Switch
- Work Group Switch
- Firewalls
- Tunnel
- VPN ports and configuration
- PC Computers
Software
- Terminal Emulation Software
- Spreadsheet Software
- Antivirus
- Data Security Software
- Firewall
- Operation systems

(2.4) Schedule for VPN

Internet Security software is a package of programmed software and that protects a computer against unauthorized access by the hackers, virus, Trojans, malware, spam and other harmful/malicious computer codes. It is best to have internet security software that offers important components like antivirus, antispyware, antimalware, firewall, controlled access to programs, Wi-Fi Security, secure messaging, etc.

I will use Norton Internet Security 2010 and other for protect viruses and hacker

Norton Internet Security 2010 delivers the fastest and lightest comprehensive online threat protection available. It guards user PC, network, online activities and user identity with innovative, intelligent detection technologies optimized to combat today's aggressive, rapid-fire attacks. It is an award winning security software and it is used by the millions of computer users and throughout the globe.
Benefits
- Stops online identity theft, viruses, spyware, bots, Trojans and more
- Stops attacks before they get on your PC Blocks hackers from accessing user PC and prevents software that could harm user computer or steal your identity from automatically downloading onto user PC.
- Delivers clear performance and threat explanations - tells you how applications affect PC performance, what actions threats have taken, and where they came from to help you avoid future attacks.

List for the Best of World 9-Antivirus
1. Bitdefender

2. Kaspersky

3. F-secure

4. PC-Cillin

5. NOD 32

6. McAfee

7. Norton

8. AVG

9. CA
It is an e-mail virus and usually released by an e-mail attachment. While opened, it will scour our hard drive for any personal and financial information such as our social security, account, and PIN numbers. Once it has collected our information, it is sent to a thief's Database.

Trojan horse have several types, some of include: Remote Access Trojans(RATs),IRC Trojans(IRCbots), keylogging Trojans, backdoor Trojans(backdoors). Many of Trojan encompasses multiple types.IRC Trojans are combined with the backdoors and RATs to create collections of infected computers are known as botnets.

Trojan Horse Virus is usually capable of stealing important information from the user's computer. It will send this information to Internet servers designated by the developer of the virus. The developer will then be able to gain a level of control over the computer through this virus. Later on, this will be result to a computer crash.
Worm
Worm is a destructive software program and containing of code and capable of gaining access to the computers or networks. It will once within the computer or network, cause that computer or network by deleting, modifying and distributing or otherwise manipulating data.

Worm uses a network to send copies of itself to other computers on the network and also due to the copying nature of a worm and its ability to travel across networks the end result in most cases is that the worm consumes system memory mush (or network bandwidth), causing Web servers, network servers and individual computers to stop responding. It is spread from computer to computer, but unlike a virus, and it has the ability to travel without any user intervention. A worm takes advantage of file or transport functions of the information on your system.
Viruses
Virus is a program that spreads by replicating itself into other programs or documents. Its purpose is to disrupt the network or by deleting or corrupting files, disks, or using large amounts of computing resources.

A computer virus attaches itself to a program or files enable it to spread from one computer to another. It can range in severity: some may cause mildly annoying effects while others can damage our Hardware, Software or Files. Almost all viruses are attach- to an executable file.

Users spread of a computer virus, mostly unknowingly, by sharing or copying files and sending or opening e-mails attachments.
Major Network Security Issues
- It is important to ensure data security through regular housekeeping (e.g. Backing up files, system logs and password routines. As user data will be stored in one locating on the server, physical security is very important.

Network Specific Security Issues

v Attack channel network borne

v Attack targets-network management
· That, steal of service and s teal of user data

· Injection of the disrupting data or control packets

· Interception and modification of data or control packets
- Compromising network entities, routers and switches
(3.2) Network Security Policy
Network Security Policy defines the terms and abbreviations used to ensure that each treatment was a clear policy to understand what has been discussed. In all companies in the network should be a network security policy, because the use of network security policy to provide cost savings through efficiency, it would be easy for common users to understand and relatively easy to apply, shall be enforceable and must be a clear objective of each policy so that everyone understands its purpose.

A policy that requires users to change their passwords every week. Security policy, even if a specific issue or area, such as firewalls, can become a complex and detailed document. It is important to devote sufficient time and effort to properly investigate and develop all the security policy. Statistics show that most of the security problems did not happen, because the hardware or software deficiencies in security control, but the obvious omissions or errors in guiding security policy documents. Network Security Policy, some of items are:

v Privacy policy

v Acceptable use policy

v Authentication policy

v Internet use policy

v Access policy

v Auditing policy

v Data protection
Common elements of Security Policies
No matter which type of security policy your company uses, some common elements should be present. Virus protection for servers and desktop computers is a must for every computing environment, and there should be policies aimed at preventing viruses from being downloaded or spread.

Security is aimed not only at preventing improper use of or access to network resources, but also to safeguard the company's data, which are now often more valuable than its tangible fixed assets.

Sincerely,

Networking adviser

National Bank For Rural Development
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