Subset of a group of technologies

ABSTRACT:

Radio Frequency Identification (RFID) is a subset of a group of technologies, often referred to as automatic identification, in which machines identify objects, and which include bar codes and smart cards. RFID refers to the subset of automatic identification that uses radio waves to automatically identify bulk or individual items.

While RFID technology has long offered numerous benefits for manufacturers, industry and business, certain more recent uses and characteristics of the technology unfortunately, raise serious privacy and security concerns. RFID based Passports, National identity cards, University and School identification cards, all fall in this recent category.

In this paper, we examine what RFID is, its current applications, the security and privacy implications of using RFID based cards for University staff and students, and propose some measures that could improve the security and privacy of users of these cards.

INTRODUCTION

RFID has been used for a long time, one of its original uses being the identification of aircraft during the Second World War. Until recently it was viewed as being too expensive and too limited in functionality for many commercial and administrative applications. Advances in technology have both reduced the cost of individual system components and provided increased capabilities, to the point where numerous organizations are either using or considering using RFID technology for varied purposes.Some of the major uses are:

· Asset tracking. Tags are used to locate articles in a shop, in a supply chain, production line, in a warehouse, on a ship, animals on a farm or in a marketing chain for example to guard against theft or to ensure that the right article is found in the right quantities at the right place at all times. They are even used in certain situations to locate the whereabouts of children or people who are likely to go astray.

· Payment Systems RFID based cards are used in banks, payment at parking and road tolls and to execute various types of payments.

· Security and Access Control RFID has long been used as an electronic key to control who has access to office buildings or areas within office buildings or services

· Identification: RFI cards are increasingly being used for identification of people. For example on Passports, National Identity Cards, School or University Identity Cards, and cards for other forms of identification.

What is Radio Frequency Identification Technology?

An RFID system consists of three components: a tag (or multiple tags), a reader or interrogator and the necessary supporting infrastructure (both hardware and software).

An RFID reader, or interrogator, is a device to communicate with the RFID tag. It broadcasts a radio signal, which is received by the tag. The tag then transmits its information back to the reader. Readers can either be portable handheld terminals or fixed devices that can be positioned in strategic places such as loading bays in shipping and receiving facilities, or the doors in transport mechanisms or buildings.

RFID tags, also known as transponders, are usually small pieces of material, typically comprising three components: an antenna, a microchip unit containing memory storage and an encapsulating material. Tags can be either read-only or read-write tags. These terms refer to whether or not the information stored on the tag can be changed or erased. A Read-only Tag is a form of RFID tag that has an identification code (more specifically, an Electronic Product Code) recorded at the time of manufacture or when the tag is allocated to an object. Once programmed, the data on the tag cannot be modified or appended but it may be read multiple times. A Read-Write Tag is a tag that can have its memory changed, or written to, many times. Because their ID codes can be changed, they offer greater functionality albeit at higher price.

Tags can also be classified as passive or active. .A passive tag does not contain a battery; the power is supplied by the reader. When radio waves from the reader are encountered by a passive tag, the coiled antenna within the tag forms a magnetic field.

The tag draws power from the reader, energizing the circuits in the tag. The tag then sends the information encoded in its memory to the reader. An active tag is equipped with a battery that can be used as a partial or complete source of power for the tag's circuitry and antenna. Some active tags contain replaceable batteries for years of use; others are sealed units. Some allow the possibility to connect the tag to an external power source.

While commonly seen as a replacement for the Universal Product Code (UPC), or bar code, RFID tags differ from bar codes in several ways. More than one tag can be read at a time. Tags do not require a direct line of sight for reading and may be read through hard material such as book covers or other packaging material. Each tag can uniquely identify the object to which it is attached, even if that object is one of a multitude of identical items. It is these latter characteristics that are the cause of many of the privacy concerns associated with the use of RFID technology.

In addition to the tags and readers, an RFID system also includes other software and hardware. The most important component is the RFID-specific software that translates the raw data from the tag into information about the goods and orders that are represented by the tags. This information can then be fed into other databases and applications (e.g., inventory management) for further processing. In the case of read-write tags, software is also required to control whether data can be written to the tag, which tag should contain the data and to initiate the process of adding data to, or changing data in the tag.

This article focuses on the security and privacy concerns that may accompany the use of RFID based identification cards for University Students and Staff. Privacy here refers to the ability of the RFID system to keep the meaning of the information transmitted between the tag and the reader secure from non-intended recipients. Security refers to the ability of the RFID system to keep the information transmitted between the tag and the reader secure from non-intended recipients. These concerns arise because such cards will broadcast the information they carry to any reader, even rogue readers. The cards will definitely carry information that is strictly personal and private. No matter the technologies that may be used to secure the confidentiality, integrity, and availability of the information on the cards, it is feared that the security threats of hacking, sniffing, snooping, eavesdropping, and other technological malpractices can still be employed to gain unlawful access to information on people's habits and assets and thus unduly expose the card owners.

HOW EFFECTIVE IS RFID TECHNOLOGY AS A SECURITY MECHANISM AND IN PARTICULAR AS AN IDENTIFICATION METHOD?

To answer this question, it is important to compare the Barcode technology generally used for the identification of University Students and Staff prior to the advent of RFID cards, with the RFID identification technology.

RFID tags and barcodes both carry information about the physical objects they identify. However, there are important differences between these two technologies:

· Barcode readers require a direct line of sight to the printed barcode; RFID readers do not require a direct line of sight to either active RFID tags or passive RFID tags.

· RFID tags can be read at much greater distances; an RFID reader can pull information from a tag at distances up to 300 feet. The range to read a barcode is much less, typically no more than fifteen feet.

· RFID readers can interrogate, or read, RFID tags much faster; read rates of forty or more tags per second are possible. Reading barcodes is much more time-consuming; due to the fact that a direct line of sight is required, if the items are not properly oriented to the reader it may take seconds to read an individual tag. Barcode readers usually take a half-second or more to successfully complete a read.

· Line of sight requirements also limit the ruggedness of barcodes as well as their reusability. (Since line of sight is required for barcodes, the printed barcode must be exposed on the outside of the product, where it is subject to greater wear and tear.) RFID tags are typically more rugged, since the electronic components are better protected in a plastic cover. RFID tags can also be implanted within the product itself, guaranteeing greater ruggedness and reusability.

· Barcodes have no read/write capability; that is, you cannot add to the information written on a printed barcode. RFID tags, however, can be read/write devices; the RFID reader can communicate with the tag, and alter as much of the information as the tag design will allow.

· RFID tags are typically more expensive than barcodes.

· While RFID tag readers can be positioned and allowed to scan without further human control, barcode readers must be controlled by workers.

· RFID tags are more difficult to forge. Their data can be encrypted, password protected, and manipulated with security techniques. Barcodes are easily reproduced.

· RFID tags can be used to trigger events like opening doors and alarms while barcodes cannot be used for such purposes.

This comparison shows that RFID cards will have considerable advantages over barcode cards for identification. In fact, any physical object, animals and human beings inclusive, can be effectively tracked anywhere within the scope of RFID infrastructure. Even large crowds of students and staff gathered on campus can be very quickly and accurately identified if they have RFID based cards. It is also clear that more security measures can be implemented using RFID cards than with barcode cards. These can be measures like encrypting, coding, or hashing the information they broadcast so that unauthorized readers may not easily steal information from people's cards. Reading a card could also be submitted to some form of authentication like password to bar unlawful reading of RFID cards.

However, it is very unlikely that University Students and Staff would like to have Cards which make it possible for them to be tracked wherever they go. We also have to examine critically whether the cost of production of such cards and the incorporated security mechanisms are commensurate with the purposes for which the cards are made. Careful cost analysis will have to be carried out to determine what the University will gain by implementing this technology for identification and security.

WHAT ARE THE DIFFERENT USES OF THESE CARDS? (IDENTIFY 6-10 DIFFERENT USES).

Here, we identify some of the positive uses that the cards may be employed for. The estimated short and long term gains to arise from these positive uses will constitute part of the gains from the implementation of the technology in the cost analysis. Various precautions will have to be taken to ensure that any negative uses of the cards are minimized and if possible, eliminated. These precautions of cause will constitute part of the implementation cost of the technology. It is the intended uses of the cards that should determine the technologies that should be used in producing it.

1. Security and Access Control The RFID cards may be used as an electronic key to control who has access to the campus, office buildings or particular areas within office buildings. The first access control systems used low-frequency RFID tags. Recently, vendors have introduced systems that offer longer read range. The advantage of RFID lies in its convenience. A Staff member or Student will be able to hold up a card to unlock a door, rather than looking for a key or swiping a magnetic stripe card, pushing or pulling and because there is no contact between the card and reader, there is less wear and tear, and therefore less maintenance. Simply excluding those who are neither Staff nor Students from certain areas will increase general security around the campus.

2. Control of anti-social behavior. Acts of vandalism, theft, or other anti-social behavior will be more easily traced to the authors as there will be clear record on the readers as to who was where and when. Even if the authors of such offenses premeditate the offences and keep their cards far away from the scene, other people with their cards will probably be nearby and will testify upon questioning, as to who else was around at the time of the offense.

3. Roll call. Simply ensure no in class equals number of cards read instead of reading names and waiting for answer or sending paper round for names to be written.

4. All books in the library could be tagged and the cards used to borrow books without the intervention of library staff. Library staffing will be greatly reduced. Many libraries, primarily in Europe, have implemented RFID technology in their operation. In the most advanced scenario, the idea is to tag every book in the library with an RFID chip and allow users to "automatically" check out the books by means of carrying an RFID tag and making the proper association of books-to-user as the users exit out though the checkout portal.

5. The card could incorporate a fund loading and usage technology so that its holders can upload funds into it and use it to pay for some services on or off campus instead of moving around with cash. The amount of each purchase including tax will be deducted from the funds loaded on your card. The conditions for the use of the card for financial transactions will be clearly spelt out in documents and agreed to by all the card users. For example: To use the Washers and Dryers in the Dormitory Laundry Rooms, all laundry rooms are equipped with card readers where you can use your cards to activate the washers and dryers and use the same cards to pay for your laundry time.

6. For easier control and management, students and staff cards could be classed in categories with each category having particular privileges at particular times and at particular places. For example, only first year students may have access to the university restaurant where meal costs are subsidized. The serving system here will be programmed to serve each authorized card only once for each breakfast, lunch or dinner.

7. Both Staff and Students will be able to use the cards as digital signatures to academic documents and transactions. A digital signature or digital signature scheme is a mathematical scheme for demonstrating the authenticity of a digital message or document. A valid digital signature gives a recipient reason to believe that the message was created by a known sender, and that it was not altered in transit. Digital signatures are commonly used for software distribution, financial transactions, and in other cases where it is important to detect forgery and tampering. Digital signatures employ a type of asymmetric cryptography. For messages sent through an insecure channel, a properly implemented digital signature gives the receiver reason to believe the message was sent by the claimed sender. Digital signatures are equivalent to traditional handwritten signatures in many respects; properly implemented digital signatures are more difficult to forge than the handwritten type. Digital signatures can also provide non-repudiation, meaning that the signer cannot successfully claim they did not sign a message, while also claiming their private key remains secret; further, some non-repudiation schemes offer a time stamp for the digital signature, so that even if the private key is exposed, the signature is valid nonetheless.

WHAT DATA DO THE CARDS NEED TO BROADCAST?

The University Card is the primary source of information about people in the University and determines entitlement to services. The University Cards usually broadcasts information like the cardholder's name and photo, date and place of birth, University name and logo, card identifier (Number), Service, department, college, Course or department code, start date, and end date of course. Some even broadcast the bank account number and password of the card.

For security purposes however, we could let the card broadcast only a number, and the rest of the information is stored in an off camera database remotely linked to the number. We could also broadcast only the number and encrypt, code, or hash the other information so that it will not make sense to any unauthorized reader. In yet another security precaution, more sensitive information on the card like the credit in owners account, owner's password for financial transactions with card, should be subject to authorization by the owner for a reader to access. The data to be broadcast should be data which the card holder would normally accept to disclose to University authorities without any fear or prejudice.

WHAT ARE THE USES THAT COULD BE MADE OF THAT DATA BY THE ROGUE RECEIVERS SECRETLY PLANTED AROUND THE CAMPUS?

1. If all the information on a card is read by a rogue receiver, the card could be cloned and used without the card owner's knowledge. To do this, the details of the card are downloaded to a read-write machine. Then they are copied on to a counterfeit card, complete with security hologram markings. Alternatively, they may be overwritten onto a stolen read/write card.

2. The rogues could eventually gain access to data bases of services frequented by the card user and build up a chronicle of the card owner's habits or nature. For example, the types of books the card owner borrows from the library, the number of times he/she eats in the University restaurant, drinks in the bar, the illnesses for which he/she consults at the surgery.

3. The data can be used to establish unwanted communication with the card owner, for example repeated letters and telephone calls from unknown or unwanted sources.

4. Given the name and even just partial address of the card owner, the remaining details of address can be found out and then he/she can be more easily located, tracked, and possibly harmed by enemies wherever he/she is found. This could help terrorists, thieves or others to determine the owner's identity or nationality.

WHICH ROGUE ACCESS THREATENS PERSONAL PRIVACY, IN WHAT WAYS, AND WHAT IS THE DEGREE OF HARM?

As mentioned in the introduction, Privacy here refers to the ability of the RFID system to keep the meaning of the information transmitted between the tag and the reader secure from non-intended recipients, while Security refers to the ability of the RFID system to keep the information transmitted between the tag and the reader secure from non-intended recipients. If rogue readers can read the information on the cards and understand it, then there is either none or very little security in the system. If the system cannot avoid this, it should at least, preserve the privacy of the card owners by keeping the meaning of the read information out of the reach of unintended recipients. This can be done by hiding the meaning of the broadcast information using either some form of coding, hashing, or encryption and jealously securing an off reader database that links the information on the card with its owner.

Rogue access can be classified in different categories. The first category is that in which the rogue gets only encrypted, coded, or hashed information and cannot make any sense of it. In this case we can consider that the rogues have got no information from the card. In another case, the rogue readers may get only partial and non sensitive information from the card about the card holder like his/her name, photo, date of birth, University name and logo, card identifier (Number), Service, department, college, Course or department code, start date, and end date of course, and has no access to the database that links this information and the card holder. The manner in which this type of access threatens the card holder's privacy has been discussed in points 2, 3, and 4 in the preceding section. The degree of harm is considerable but still better than in the cases below.

In yet another case, the rogue may get all the information on the card but still not be able to relate it to the database. This is the case discussed in point 1 of the preceding section. The degree of harm is worse than in the preceding category but still better than the last category below in that it is limited to the length of time for which the rogue may be able to use the cloned card without the real owner knowing that there is something wrong.

The worst rogue access will be access through the card, to the database that stores the card owner's records. In this case, all details about the card owner are stolen and the rogue can keep and use them in any way chosen.

It is noteworthy that there are also ways in which both the rogue readers and the official readers can threaten personal privacy or lead to confusion.

1. What if someone steals another's card and goes on the rampage with it? All the consequences may be borne by the innocent card owner.

2. Tracking an individual's movements. If RFID tags are embedded in cards, and if there is a sufficiently dense network of interlinked readers in place, it becomes possible to track those tags in time and space. Applications to do just this, using a combination of RFID and Global Positioning System technology, are being proposed by RFID vendors. If the tags can then be associated with an individual, then by that association the individual's movements can be tracked.Surely, nobody will like to be scanned as he/she goes about normal daily activities.

3. Unwanted secondary use. All items in University Services like the library, canteen, and restaurant could eventually be RFID tagged and every physical object thus identified, is linked to its purchaser or borrower at the point of sale or transfer. If each transaction is associated with an individual, then a profile of that individual's reading, eating, or purchasing habits can easily be created. This could reveal a great deal of additional information about the individual concerned. For example, the revelation of the types of drugs someone always buys can reveal health situation which in turn could have an impact on the availability of insurance or employment.

RECOMMENDATIONS

The vulnerabilities of RFID technology are clearly portrayed by various security attacks it is suffering. The most frequent are:

Eavesdropping: RFID tags are designed to transmit stored information to an inquiring reader. This allows unauthorized users to scan tags by eavesdropping on the wireless RFID channel. The unrestricted access to tag data might reveal private information if it is stored on the tag.

Spoofing: If the security protocol used in the RFID channel is revealed, attackers can write blank RFID tags with the same formatted data that has been collected. For instance, dishonest persons could replace the RFID tag on an item to get a cheaper price when checking out from a supermarket.

Relay Attack (also known as cloning): Relay devices can intercept and retransmit RFID queries. With this kind of device, offenders can abuse various RFID applications by replaying the data in order to imitate a genuine data carrier.

RFID technology has a good number of advantages to offer. However, to enjoy these benefits, we must define and overcome the security problems plaguing the technology. The issue of consumer privacy has drawn considerable attention and caused a negative attitude towards RFID to prevail. Since privacy fears are gaining ground, it is clear that addressing the privacy problems of RFID tags is essential to their success and proliferation.

The use of any of the existing technologies of coding, hashing, encryption, certificates (digital or otherwise), and authentication for example by password, can be used to protect the information on the card from unauthorized access. This is an absolute necessity if fears about privacy are to be removed.

CONCLUSION

The core problem is the basic functionality of RFID cards. They can be scanned remotely by anyone. They respond automatically to any reader and transmit their information indiscriminately. This property can be used to track a specific user or object over wide areas. Another barrier in RFID adoption is the high cost of production.

What is needed is an RFID identification scheme that offers adequate privacy protection at low cost. If these characteristics can be attained, RFID cards will probably be welcome to the majority of Students and Staff.
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