Software infrastructure for health sector

ABSTRACT
Health care leaders worldwide need actual and precise data on health services in order to quickly answer key policy and management questions affecting health care service delivery. Understanding the current health and services enables decision makers to create informed, effective strategic plans designed to ensure a steady supply of trained health services, deploy infrastructure in the correct positions and locations to meet health care needs, and improve patients' satisfaction in the country. Deploying IT infrastructure to meet these concerns costs governments in general and the health sector in specific lots of money. This paper, presents an early development of an Open Source Platform that serves the hospitals' and clinics' basic needs in the IT field using open source and free software. This platform is different than other medical Open Source software. It integrates free applications which vary from operating system to email system.
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1 Introduction
The birth of information technology (IT) may herald the start of a Third Industrial Revolution. A well-managed integration of IT into the delivery of health care services can lead to many benefits for any nation. Software, one prominent artifact of the IT infrastructure, is a general term for the various kinds of programs used to operate computers and related devices. It is called revolution because it is affecting our life by providing powerful new models and descriptions for our activities. Software have two main categories which are Open-Source Software (OSS) and Proprietary Software. OSS is defined as software, the source code of which is available to all users. Perens (1) and Raymond (2) add that users should not only be provided with the source code, but also have the right to use it. This is the definition that is currently supported by the Open Source Initiative (OSI). The OSI (3) defines the open source as "a development method for software that harnesses the power of distributed peer review and transparency of process. The promise of open source is better quality, higher reliability, more flexibility, lower cost, and an end to predatory vendor lock-in". According to Kerr (4), the development of free software is motivated by an altruistic desire to improve society at large: society comes first and individual commercial gain a distant second. According to the Information Technology Association of America (ITAA), Software Division (5), the term "proprietary software" describes software developed by a business enterprise to generate profit from the licensing and rental or sale of the software itself. The term "closed" is used to indicate that the source code is to be treated as confidential and proprietary information which belongs to the developer alone. In this paper, proprietary software also includes closed software.

This paper presents an early development of an Open Source Platform called Open Health Project (OHP), which contains applications required by a modern hospital that vary from operating system to email system. The idea of developing such platform for the health sector comes from the initial development of similar platform for the high education sector by a team of researchers from ALHOSN and Zayed Universities (6). The paper is organized as follows: Following the Introduction section 1, section 2 provides a literature review of solutions similar to the OHP. This section also includes advantages and disadvantages of Open Source Software. Section 3 explains the methodology for developing the platform. Section 4 presents the survey results. Section 5 highlights the analysis of the survey results. Section 6 describes the selected software for the platform. Section 7 compares the financial gain between using OSS and commercial software. Section 8 discusses the benefit of deploying OSS in developing countries. Finally, the paper concludes with an emphasis on the importance of using OSS in the health sector.
II. LITERATURE REVIEW

Open Source Software
The free software movement was launched in 1983. In 1998, a group of individuals suggested that the free software should be replaced by Open Source Software (OSS) as an expression which is more comfortable for the corporate world. Open Source Software generally allows anyone to make a new version of the software, port it to new operating systems and processor architectures, share it with others or market it. The aim of Open Source is to let the product be more understandable, modifiable, reliable, and simply accessible. Open Source Software includes software with Source code in the public domain and software distributed under an Open Source license. Examples of Open Source licenses are Apache License, BSD license, GNU General Public License, GNU Lesser General Public License, MIT License, Eclipse Public License and Mozilla Public License (3).
2.2 Some medical Open Source software
Open source now has a place at the table of Software Industry. It exits in almost all industries: government, Internet, business, education, and even health sector. Its products are free, customizable, and secure enough to handle the sensitive data that medical professionals often work with. The health sector is made up of hospital, private nursing home, medical and dental practice work, ambulance transportation, complementary medicine and other human health activities, such as medical laboratories services, across a range of organizations within the public, private and voluntary sectors.

Worldwide, it is one of the largest and most rapidly growing segments of the economy. Currently, the health sector is subject to unprecedented pressures and is undergoing revolutionary change. The advances in information technology influence substantially the health sector services delivery. However, setting up an IT department is an expensive proposition, especially considering the numerous software products, licenses, and upgrades, which must be purchased, as well as support for these products and tools. Fitzgerald and Kenny (7) suggested that considering the OSS in the IT infrastructure of hospitals could be an interesting alternative solution which will help reducing the hospitals spending on software products and licenses and focus on support.

There are many medical associations and organizations around the world that develop and use Open-Source product. For example, Open healthcare Group is an organization devoted to the promotion and distribution of an Open Source health record called XChart. This application is an Open Source that uses XML language, and its purpose is to automate and streamline the practice of medicine (8). Newfoundland and Labrador Medical Association (NLMA) is another example. NLMA announced on 2004 its plan to develop its local electronic medical record (EMR) using Open Source software (OSS) (9). Also, Medsphere Systems Corporation, the leading provider of Open Source healthcare IT solutions, announced on Wednesday May 21, 2008 that it released the OpenVista Clinical Information System (CIS) and OpenVista Server. These applications compose Medsphere's Open Source electronic health record (EHR) system. OpenVista CIS provides a multi-platform (Linux and Windows), user-friendly and intuitive client interface through which clinicians can enter and view patient information. Another example of developing an Open-Source products is that Hx Technologies, Inc. (HxTI) announced on 2007 the public availability and free Open-Source licensing of the Xebra software for web-based distribution and clinical review of medical imaging. It provides healthcare organizations and software developers with necessary components to securely transmit and review medical images over a network. Applications of Xebra are embedding medical imaging visualization into regional and national health information exchanges, personal health records, disease management programs, care management programs, clinical trials, medical education, and the emerging healthcare IT infrastructures of developing nations (10). The University of Philippines developed Open-Source software for rural health centers called the Community Health Information Tracking System, CHIST. This Open-Source software "collects existing routine health data from vertical programs in the Field Health Service Information System (FHSIS) and integrates them into a unified, comprehensive computerized information system". It has been installed in at least 12 municipalities (11).

According to David Mason (12), there is no Open Source platform or infrastructure that serve health sector at all. He illustrates "In all my time involved I never saw much movement in health-related applications. Occasionally there would be some sort of records management application being created by a doctor somewhere who was tired of licensing fees, but that was it" (12). David says that Open Source will serve the public health a lot, and the public means the community.
Proprietary Software versus Open Source software
This paper does not discuss the dissimilarity between OSS and proprietary software, yet, it is important to highlight a few of their principal differences. In their case study, Khelifi et al. (6) provided the following discussion:

According to Kerr (4), the orientation of proprietary software is to make a profit and maintain full control of the product. The source code of this kind of software is closed, making creation and modification the exclusive preserve of those to whom the owner gives access. However, the source code of OSS is available to all users for free. The use of OSS has grown rapidly in the last decade, and its growth has been accelerating over that period (13). It is widely used in many domains, most notably in the operation of computers and computer networks. Among the best-known applications are the Apache Web server, which runs 65% of active websites (14), and Linux, which is estimated to operate on 20% of servers (15). Abel (16) found that 57% of institutions in the U.S. use some form of open source infrastructure software, like operating systems, Web servers, and databases, and 34% have implemented open source application software, such as course management systems, Web browsers, and spam filters. The comparison between proprietary software and OSS has attracted more and more attention over the years. According to Weber (17), the term "better" is a vague one in describing software. Like any other tool, software has quality attributes, such as reliability, usability, robustness, flexibility, and cost. There is no single optimal balance between these attributes, and much depends on the distinct needs of users. All things being equal, cheaper software with less serious bugs is usually preferable. However, even these criteria are hard to evaluate. In his article, Edward (18) makes the following judgment: "Both models have been proven to work. Both benefit the users and the vendors, though in different ways". The table 1 below summarizes the pros and cons of the proprietary software and OSS.

This table proposes that OSS is an option, which can compete effectively with commercial software in the marketplace so that software users are able to decide among the available alternatives. For instance, when an organization is gathering information about available solutions, OSS can be tested without delay. Often, the OSS acquisition is cheaper. Deployment and training are sometimes more expensive with OSS, as several proprietary software companies have put a great deal of effort into making their software simple to install and configure. Nevertheless, the accessibility to the source code allows the use of internal expertise to repair errors or modify customization, as well as to enlist external support from the open source community worldwide. Although the closed-source approach seems to be appropriate for the general public, source code availability and the adoption of open standards offer interesting advantages to government administrations and military systems. Charpentier and Carbone (19) stated in their report that the need for greater flexibility, more competition in software supplies, and, finally, direct cost savings will tend to justify considering OSS in the next decade. Indeed, proprietary software and OSS can coexist, since they are supported by different communities who work according to different standards.
3 METHODS AND EXPERIMENTAL SET UP
The open source software area is relatively new, much research of an exploratory and descriptive nature is needed, and any research method chosen should reflect this. A combination of case study and personal interviews is deemed appropriate for our research. Researchers don't see the concept of case study in the same way. It is one of several ways of doing research. It is an in-depth study of a behavior, concept or phenomenon. A complementary ways of doing research for the case study could be experiments and surveys. Case studies can be helpful in make perception of a real particular situation, and can present a strong basis for debate. However, since the information collected is about a particular situation, results may not be generic.

The purpose of the personal interview is to encourage the interviewee to relate experiences and attitudes relevant to the research problem (20). It is a flexible technique in that the interviewer can probe any interesting details that emerge during the interview, and concentrate in detail on particular aspects. It should be noted that a reflexive approach was deliberately allowed in the interview phase adopted in this study. Responses to certain questions can stimulate new awareness and interest in particular issues which may then require additional probing (21). In this study, a series of formal and informal interviews were conducted over a six-month period with the IT managers of 8 hospitals about the implementation of OSS. The method of developing OHP contains 6 steps (see figure 1 below). First step consists of the identification of the main question which is: What are the needed software in the health sector and what are the current Open-Source applications that could be integrated to produce a preliminary platform for the health sector?

Since the idea of the project is developing an Open Source platform, analyzing others' opinion about the Open Source application in general and Open Source applications which support the health sector in specific, presents the second step. Writing literature review gives background about the topic, identifies its advantages and disadvantages, and helps to determine other similar projects to OHP.

Third step is the most important stage in this project, which is surveying about 3 public and 5 private hospitals in the United Arab Emirates (UAE) in order to answer the main question. The applications that used in public health sector are a little different than applications deployed in the private health sector. Private health sector uses small or mid-size applications and advanced technology in order to be competitive. However, the public health sector usually prefers to deal with well-known suppliers that can provide applications, which process huge amount of data.

The project's purpose is to develop a preliminary Open Source Platform for both public and private health sector. For this reason, the hospitals were surveyed to get clear idea and consistent background about what they really need in terms of software. The survey questions were simple. The questionnaire has two parts. The first one is about the most needed applications in the health sector at the client side. The second one is about the most needed applications at the server side. In the client side, the main applications are operating system, Office application, ERP, help desk system and antivirus. In the server side, we put different types of software like web server, email server and relation database management system (RDBMS). The survey was addressed in individual meeting with IT managers in order to explain the project and clarify its scope.
4 RESULTS
About eight hospitals in Abu Dhabi city participated on filling up the survey. A sample of 3 public and 5 private hospitals were selected randomly. The IT managers of the eight hospitals helped to understand their current systems. The survey has simple questions that help knowing which the most needed IT systems in the health sector. The survey is divided into two parts: The IT most used system in both client and server sides in the health sector.

The Client Side shows the vital applications for the client computer. Most hospitals' IT Managers agreed with the crucial importance of antivirus software for the critical aspect of security role in the health sector. The main purpose of the antivirus is to protect the computer from viruses, spyware programs, and many other threats. Other hospitals IT Managers agreed with the essential role of help desk system and ERP. About 38% of the sample strongly recommends help desk system, whereas 25% recommends ERP. Help desk system includes information and assistance resource that troubleshoots problems with computers. ERP stands for Enterprise Resource Planning software that used by companies (in this case hospitals) to plan and manage the basic business functions like accounting and human resources. All the above applications are significant for any hospital. There are 38% IT hospitals' Managers specify the fundamental need of other applications such as, Health Information System (HIS), HR Net, HAAD System, Document Management System. Health Information System (HIS) is electronic patient records that make patient information from other hospitals available where the patient is currently being treated and improve management efficiency of hospitals by allowing hospitals to manage their own finances, improve revenue collection, and save costs.

HR Net is Human Resources Network that can provide responsive solutions for the evolving organizational requirements. Document Management System (DMS) is a computer system used to track and store electronic documents and/or images of paper documents.

In the server side, RDBMS and email server are the two applications that get the highest percentage. About 75% of the survey sample agrees on the importance of RDBMS presence in the software infrastructure of hospitals in order to store records of patients and employees, and 50% agree on email server as a central server in any platform. The help desk system and the ERP occupied the third place with the percentage of 38%. These two applications can help in managing and maintaining the hospitals e-services. The help desk system will scan the system to check for any errors or problems. If the problems are simple, it will be fixed by the help desk system. However, if the problems could not be fixed by the help desk system, the system will send reports to the specialists to troubleshoot the errors. Enterprise Resource Planning software (ERP) will be used to manage hospitals' resources.
5 ANALYSIS

Details for the OHP client machine
According to the Internet community (22), the two best- rated clients (desktops) are openSUSE 10.2, representing the RPM (Red Hat Package Manager) package format, and Ubuntu 7.10 (Desktop Edition), representing DEBIAN (a computer operating system composed entirely of software which is both free and open source) package format. Since the server version of openSUSE is also top-rated (22), it was selected to be the Operating System (OS) for the platform on both sides.
openSUSE information and installation
The openSUSE project is a community program sponsored by Novell. Promoting the use of Linux everywhere, openSUSE.org provides free, easy access to the world's most usable Linux distribution. With the launch of the openSUSE project, openSUSE is now being developed in open model public development builds and releases, with access to openSUSE's Bugzilla database for defect-reporting (23).
Software installed in openSUSE for desktop users
By default, office applications, Internet and communications applications, graphics applications, and utilities applications, are installed automatically without any need to download, install, or configure anything, if the typical installation mode for openSUSE is selected. A normal user has free access to all the software without the need to be an administrator or to log in using the "root" account.
Details for the OHP Server machine
At the server side, not all OSS products listed in this section are installed automatically if the typical installation mode for openSUSE is selected, although most of it is available with the openSUSE 10.2 installation DVD. Instead, users must download some products from the Internet, and then install and configure them. Moreover, a normal user cannot access any of the software listed below, unless he is an administrator or logs in using the "root" account.
OHP infrastructure application servers
All infrastructure application server packages are found on openSUSE installation DVD or CDs, so there is no need to download them. They are easily installed using the Software Installer tool provided by openSUSE 10.2 or the software management tool, YAST2.
OHP main application servers
After visiting many OSS forums for health care software, it was decided to include "Care2X" as "Medical Practice Management Software" and "PatientOS" as "Electronic health or medical record" in the server side of the platform. Now, "Care2X" is removed from the platform because its development has been stopped since 2003 and it requires older version of PHP which is not officially supported by modern Linux OS distributions anymore. For "PatientOS", it is cancelled too because it's a desktop application and hard to deploy. Furthermore, currently, there are applications that unify the "Medical Practice Management Software" and "Electronic health or medical record" systems in one system, such as FreeMed and OpenEMR. "FreeMED has a lot of features. It handles faxes and has a system for handling images. It is based on lots of trail and error over a long history" (24). OpenEMR is a free open source replacement for medical applications such as Medical Manager, Health Pro, Misys and eCast. The code base is slightly more modern than FreeMED, and as a result changes are more possible and the culture of the project seems to encourage this (25). As a result the OpenEMR is selected for the platform.

For "Health System Management" software, there are mainly two OSS: DHIS Open-source district health management information system and data warehouse (license: BSD license) and iHRIS Suite Open source platform for management of human resources for health developed by IntraHealth International and funded by USAID (license: GPLv3) (26). "iHRIS" is more suitable for the platform since DHIS does not cover the human resources management. In addition, OpenEMR is providing many DHIS features. They require Apache and MySQL to be installed before starting its own installation. The OpenEMR setup will create all the necessary database objects during installation. Vtiger is an open-source Customer Relationship Management (CRM) solution built over a LAMP/WAMP stack and other third-party open-source packages. The table 2 below summarizes the main server applications of the OHP.
openSUSE and security
The first openSUSE project was completed under the sponsorship of Novell Networks, which was originally a company that specialized in networks and security, and so security was taken into consideration in this project. Physically, openSUSE comes with a built-in firewall application (YAST Firewall) (27). In version 10.3, there is a special Anti-Virus/Firewall system developed especially for openSUSE (28).
Globalization in openSUSE
Although openSUSE does not yet have an Arabic user interface (UI) like some versions of Microsoft Windows, it was built based on the UNICODE technology, which supports some languages by default, including Arabic, and the openSUSE localization team is currently working on translating the UI (27).
6 OHP PLATFORM COMPOSITION
Apart from the methodology described above, the main criterion for selecting OSS for the platform is the fulfillment of the same health sector user requirements as provided by proprietary software. From this perspective, the platform encompasses specific OSS for the health sector on both the client and server sides. Table 3 presents the open-source products installed on the client computers of the platform.

The platform can give software customers more influence, since it would put pressure on software vendors to lower prices. In fact, the mere existence of OSS should make a difference in the relationship between software customers and vendors.
7 FINANCIAL COMPARISON OF OHP
With proprietary software, familiarity and experience are widespread and users are likely to find help from a friend or colleague if they use the most common applications. However, when they use a proprietary solution, the vendor controls the cost, which means that the vendors decide what those institutions have to pay, and when. In contrast, when institutions run OSS, they control their own code. They also control the budget. This is a fairly obvious, but vital, distinction. For the health sector community, then, open-source operating systems, Web servers, databases, and desktop computer applications promise to deliver needed capabilities with no licenses fees. Tables 5, 6, 7, and 8 allow organizations to compare the cost of proprietary and OSS installations (19). As stated by Charpentier and Carbone (19), the comparison is not intended to be a TCO model. It covers a five-year period with one assumed upgrade of the proprietary installation. Table 5 provides the variables of proprietary software and OSS installations.

The eCast EMR (29) is a web-based electronic medical record solution. One subscription costs $3,000.00/year per user. So for one hundred users it costs $300,000 /year. eCast EMR is selected for this platform for illustrative purpose only.

The Halogen eAppraisal Healthcare (30) is a management health software that addresses the needs of the healthcare industry, including key areas such as regulatory compliance and managing clinical competencies. The cost of minimum number of licenses (150) is $6,546.60/year. Halogen eAppraisal Healthcare is selected for this platform for illustrative purpose only, as well.

The claim here is that health sector institutions can use this platform as a starting point to build up their software infrastructure with no license fees.
8 DEPLOYING OSS IN DEVELOPING COUNTRIES
According to Khelifi et al (6), in the last few years, governments around the world have started to recommend the use of OSS when it began to provide a feasible alternative to proprietary software. Developing countries have considered such an alternative, as many of these nations suffer from limited information technology budgets and look to the prospective gain from deploying OSS solutions. Moreover, OSS advocates point to its advantages in terms of dealing with mounting network security concerns, and providing public data liability and clarity. Public administrations also take into consideration the significant contribution of OSS use in building local human resource capacity for the information and communication technology industries, as well as its substantial effect on a country's economy.

The governments of several developing countries have embarked on the use of OSS in the public sector and persuaded the private sector to do the same for a number of reasons. These can be categorized into six groups:

First, OSS represents a valuable way to gain independence from single suppliers, who may not be focused on the country's best interests, keeping the main information technology expenditures at home and participating in a promising local software industry. This carries with it the hope of improving indigenous human resources capacity and the country's technical base.

Second, the security and sovereignty of public data is a crucial priority for all governments, especially in the current hostile environment of computer viruses worldwide, and emerging fears of malevolent programs. "At a minimum, introducing diversity into the base of functioning software code reduces the possibility of catastrophic failures due to viruses that attack a monoculture of code" (30). In fact, the necessity for open standards is directly connected to demands for improved liability and clarity in public administrations. For instance, Edgar Villanueva, a Congressman from Peru, initiated the deployment of OSS in all government systems. In his letter to Microsoft Peru (31), he stressed that, in order to ensure the free access for citizens to public information, it is essential that data coding and treatment should not be tied to a particular supplier. Essentially, countries must be capable of relying on systems without elements controlled by foreign providers in order to ensure their national security.

Third, there is increased concern worldwide for intellectual property rights; as a result, the existing options for software users are becoming clearer. OSS presents a choice to fulfill proprietary intellectual property requirements. For instance, the OSS council of South Africa (32) has admitted that using open standards releases the government from the responsibility of illegal employee usage of proprietary software. Thus, not only can OSS usage reduce costs, but it can allow a different view of intellectual property as well. "If software is 'owned' by everyone, it is also owned by the people on the African continent. This 'ownership' also provides the possibility to influence the direction of its development, and new, "African" features, like the development of user interfaces in local languages, may be proposed" (32). In fact, the accessibility to a panoply of OSS can signify by itself a kind of wealth transfer to any nation and can have positive dynamic impact on the country's economy. Many developing countries have considerable potential in terms of low-cost, specialized manpower. In combination with OSS, this potential produces an advantage that is significant at a national level, as well as, in some circumstances, at the international level. At this point, the pledge is that, for users in developing countries, it will become increasingly possible to contribute to software innovation (32).

Fourth, OSS opens the door for developing country users to customize applications according to the local market specifications, and encourages the normal growth of applications within particular contexts. Indeed, it will not be convenient for users in the less developed world to directly adopt the software user interface principles defined in developed countries.

Fifth, OSS can support developing countries' sustainability. Even with its weaknesses, OSS is gaining increasing interest worldwide. For example, when financial support is reduced, the fact that there is no licensing fee is an important feature for less developed countries. "The openness and flexibility of Open Source software is more important when considering the question of sustainability in Africa" (32). In developing countries, more and more people know the potential of OSS from a strategic point of view. With its free licenses, more openness, less reliance on software vendors, OSS provides a significant opportunity for shifting the position of less developed countries within the universal information society. In their article (32), Reijswoud and Topi stated, "Now that most countries in Africa are connected to the Internet, individual OSS initiatives, which rely on it, are finally thriving. By adopting OSS the company can offer new solutions to the health sector at low costs." The OSS paradigm provides advantages which are relevant within the developing country context.

Sixth, access to the source code provides, for software development communities in developing countries, an insight into the proprietary software development process and a chance to improve their skills based on such participation. A broad implementation of OSS in developing countries could permit their governments to negotiate better conditions and enhanced functionalities with software suppliers. Over the years and recently, OSS has matured into a serious alternative when considering new software and its flexibility makes it easy to customize to regional needs. The deployment of OSS needs to be sustained in developing countries, as it will reduce the technological difference gap between north and south, and this may constitute the first step towards true sustainability in the information technology field.
9 Conclusion
To sum up, this paper provides information about creating an Open Source Platform for health sector. We have gathered information that we need from surveying hospitals and clinics to answer the research question which is "What are the needed systems in the health sector? And what are the current Open-Source applications and practices that could be integrated to produce a preliminary platform for the health sector?". This study may push health sector institutions to subscribe to the open source philosophy of openness and sharing. A number of hospitals start indicating their interest to the platform. One hospital has already installed one of these systems. Thanks to this study, some hospitals have come to realize that the reach and range of OSS solutions is considerable, and that much of the integration capabilities offered by proprietary solutions can be equally effectively achieved using open source solutions instead. As can be seen from the above, hospitals could make many savings, through the deployment of OSS solutions. Also, these solutions have been in high-profile user applications, and in many cases a richer functionality than in closed source proprietary alternatives has been achieved. The development of this platform could not be completely trouble-free, but overall the experience is satisfactory.
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