Network devices

INTRODUCTION
My name is Zar Yar Shi, International Diploma in Computer Studies (IDCS, UK) student, studying at "Myanma Computer Company" Ltd., (Yangon). I am taking 4 subjects (Networking, Java, Business Communication, and System Development in this term.

Networking includes connecting computers and other electronic devices in order to share information and resources and for communication. Even though the concept of networking is fundamental, a great deal of technology is required for one machine to connect and communicate with another, and many choices for physical connections and related software are possible. The major motivation of networking is the need for people to share data and to communicate quickly and efficiently.

The title of my assignment is "The National Bank for Rural Development". That Bank currently has network client machines based on the MS Windows operating system. The Bank decides to estimate the benefits of the open source Linux OS, preferably the latest Ubuntu Linux distribution version 9.10 server edition.

I am appointed as the new networking advisor to advise the bank on cost-effective networking solutions. The bank has mostly windows based network and clients. The bank also wants the agent and branches to connect to the bank's network securely through VPN. In each department, number of executive (head) computers may be around 5. The others are staff's computers.There will be around four servers namely, file servers, Communication Servers, Application Servers and Printing and Fax Server. The print server is connected with Multi-function Device that can print, scan, copying and others. The PCs and these servers are joined with gigabit cable. So, the switch will be Gigabit Switch. Otherwise, the internet connection will flow Wi-Fi. The NIC (network interface card) used in PCs is Wireless NICs. Therefore, the data transfer will be faster and there will be no cable complex. These four servers are managed by the Sub Main-Frame. Each department has four servers and one sub-mainframe. As there are ten departments, the number of sub-mainframes will be ten and the servers will be about forty. All the sub mainframes are directed with Main Frame that located in the center of the Diagram.

It is directly connected with the fiber optic backbone with the Main Frame. So, however the connection between the departments and Sub-Mainframe is, the connection of the Head will not be loose.

The ways of internet connection are ADSL (Asymmetric Digital Subscriber Line) and WiMax (World Wide Interoperability for Microwave Access). The two connections are balanced with Load Balancing Router. So, the connection will be balanced however the signal strength of one of these may be down.
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Comparative Networking features of Windows and Linux
Both Linux and Windows are operating systems. Linux Torvalds originally built Linux, at the university of Helsinki in 1991. However the first version of Windows - Windows 3.1 released in 1992 by Microsoft. Linux is based on UNIX, fully memory-protected, multitasking operating system and MS Windows is based on DOS. Linux GUI is based on industry-standard network-transparent X-Windows whereas MS Windows GUI is based on UNIX. Linux runs on a wide range of hardware from PCs to Macs and it is multitasking, has powerful networking capabilities. Linux formats are free so it can be accessed in a variety of ways. On the other hand, windows makes us lock our own data in secret format and users can access with tools leased at the vendor's price. Users are unlikely to violate any license agreement for using Linux. Linux is customizable in a way. For example, NASlite is a version of Linux and a single floppy disk is run off and an old computer is converted into a file server. This ultra small edition of Linux is capable of file sharing, networking and being a web server. Although Windows must boot from a primary partition, Linux can boot from either a primary or logical partition inside an extended partition. Moreover Linux is more flexible: Linux can boot from any hard disk in the computer but Windows must boot from the first hard disk.

Comparative

Windows Operating System

Internet Connection Firewall (ICF)

It is used to protect the computers and home networks connected in such a manner. When the Network Setup Wizard is run, this software-based firewall is enabled automatically; setting your firewall up with default settings which will work for most networks. The firewall can also be enabled or disabled manually through the Network Connections folder.

Linux Operating System
· Paranoid - lock everything down to only allow outgoing connections

· High - allow outgoing connections and certain incoming high ports for P2P apps

· Medium - allow outgoing connections, incoming ports for selected applications, and incoming ports for P2P apps.

· None - "get out of my face" mode.

· Laptop Mode - firewall starts without binding to an interface.
Proven Security

A single development team.

Linux isn't affected by viruses because its code has been open- source for more than a decade. People test all around the world. This leads to a lightning fast finding and fixing for exploitable holes in Linux.

Better network, processing capabilities

MS Windows desktop has a more polished appearance, games for kids (less intellectual games compared to linux's) and simple general business applications.

Linux beats Windows hands down on network features, as a development platform, in data processing capabilities, and as a scientific workstation.

GUI

Based on UNIX.

Based on Industry-standard network-transparent X-windows.

Flexibility

Windows must boot from a primary partition, the first hard disk.

Linux can boot from any hard disk in the computer, either a primary partition or a logical partition inside an extended partition.

Mobility

Windows allows programs to store user information (files and settings) anywhere. Therefore it is impossibly hard to backup user data files and settings and switch to a new computer.

Linux stores all user data in the home directory so it is much easier to migrate from an old computer to a new one.

Customizable

Non customizable.

Linux is customizable in a way that Windows is not. For example, NASlite is a version of Linux that runs off a single floppy disk and converts an old computer into a file server. This ultra small edition of Linux is capable of networking, file sharing and being a web server.
Install Ubuntu
To install Ubuntu Server Edition, the user can have a LAMP which stands for Linux, Apache, MySQL and PHP server up and ready to go. The LAMP option means the user doesn't have to install and integrate each of the four separate LAMP components.

Ubuntu LAMP server Install the following Versions

Ubuntu 9.10 (Karmic)

Apache 2.2.12

MySQL 5.1.37

PHP 5.2.10

First, users need to download server version of Ubuntu version, then create a CD and start booting with the CD. When it starts booting the following screen is seen in this and select the language and press "Enter".

Now users need to select "Install Ubuntu Server" and click "Enter".

Select the language and press "Enter".

Select the location and press "Enter".

If the user wants to try to have the keyboard layout detected by clicking a series of keys, the users need to choose "Yes" option. If the user want to make a choice from a list click "No".

Choose Origin of the keyboard and click "Enter".

Select keyboard layout and click "Enter".

Detecting hardware to get CD-ROM Drivers in progress.

Loading additional components in progress.

Detecting Network hardware in progress.

Configures the network with DHCP if there is a DHCP server in user's network.

Enter the server Hostname.

Starting up the partitioner in progress.

If the users want to do manually, choose manual option and choose "Enter". Make sure to have swap partition in place.

Warning message about data lost on the hard disk.

Write the changes to disk here for choosing "Yes" and press "Enter".

Creating ext4 file system in progress.

Installing base system in progress.

"Enter" the Full name of the user to create for the server and select "Continue" and press "Enter".

Enter the user account name.

Enter the password for ruchi user click "Continue" and press "Enter".

Confirm password for the user then press "Continue".

If the users choose weak password, this will prompt.

If the users want to configure encrypted private directory select "Yes" and press "Enter".

"Continue" and click "Enter".

Configuring package mirror that will be related to the user's country option.
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To configure automatic update click "Enter".

Begin installing software and choose the server options as LAMP for LAMP server installation. To choose each package separately select "Manual package selection" option.

During software installation, it will prompt for MySQL server root password put root password of user choice and click "Continue".

Confirm MySQL server root password and click "Continue".

Software installation is in progress.

Installing GRUB Boot loader in progress.

Finishing the installation is in progress.

"Installation complete" message showed up and the users need to remove the CD. Click "Continue" and choose "Enter". It will reboot the server.

After rebooting the server, it will prompt forusername and password. when the user logged in, the similar following screen is seen.

This is the completing of the Ubuntu 9.10 (Karmic) LAMP Server Installation and your server is ready for installing applications which supports apache, mysql and php.

Configuring File Sharing in Ubuntu server 9.10 edition

File sharing

NFS

NFS is the default networking protocol for network file sharing in *nix systems (including Ubuntu Linux).

Samba File Sharing

Samba client

Samba is a networking protocol that allows compatibility with Windows-based networks. The Samba client is installed by default in Ubuntu Jaunty and should work seamlessly (unless you have a firewall blocking the ports).
Samba server
The following instructions are to install a Samba server (which is not installed by default). To share your files over a Samba (Windows) network to other Samba clients.
· Install Samba:
sudo apt-get install samba samba-tools system-config-samba

Note: samba-tools and system-config-samba are optional.
· Modify Samba settings.

· Method 1:
System -> Administration -> Advanced -> Samba
· Method 2:
Enable File Sharing Server With User Login (Very Reliable Method)

Do the following on the machine that has the files to be shared:
· Add current user to Samba:

· Open the samba config file:

· Add the directories to be added (right at the end) in the following format:

· Restart Samba

· On Windows access the folder in the following format in Windows Explorer:

· On Linux type the following in Konqueror or Nautilus:
(replace 192.168.x.x with the actual IP address of your server serving the folder)

Configuring Printing Sharing in Ubuntu server 9.10 edition
Printers
The new CUPS interface recognizes many printers. Specific printers not recognized can often be installed using instructions found at the Linux Foundation Open Printing database.

Add a Printer

System -> Administration -> Printing -> New Printer -> New Printer

Most of the time, your printer (if connected and turned on) will be detected automatically.

My network printer with its own IP address at 192.168.0.124 was correctly installed at

socket://192.168.0.124:9100.

You can also choose printers on a Windows system via Samba and other types of networked printers, in addition to directly connected printers.

VPN stands for "Virtual Private Network". A VPN is a private network and it carries controlled information, protected by various security mechanisms, between known parties. VPNs are only "virtually" private, however, because this data actually travels over shared public networks instead of fully dedicated private connections. VPN is used by companies/ organizations who want to communicate confidentially. There are two parts of the VPN, protected or "inside" network and "outside" network or segment. VPN can be distinguished into four, Trusted VPNs, Secure VPNs, Hybrid VPNs, and Provider provisioned VPNs. It is important to know that secure VPNs and trusted VPNs are not technically related. There are 3 most common VPN tunning protocols are PPTP (Point-to-Point Tunneling Protocol), L2TP (Layer 2 Tunneling Protocol), and IPsec (Internet Protocol Security). Each one of these is capable of supporting a secure VPN connection. In VPNs, the term "tunneling" refers to the encapsulation of packets inside packets of a different protocol to create and maintain the virtual circuit.

The advantages of using VPN are

n Cost Effective

n Greater scalability

n Easy to add/remove users

n Mobility

n Security

The disadvantages of using VPN are

n Understanding of security issues

n Unpredictable Internet traffic

n Difficult to accommodate products from different vendors
Router
Router is usually a device/computer with at least two network interface cards support the Internet protocol. It looks at the IP packets and decides how to forward it. Routers operate at the network layer of the OSI reference model and connect networks or connect the network to the internet. A router receives packets from an interface card and reads the address on the IP packet and forwards it to an appropriate output network interface. The various routing protocols are

n IS-IS, -Intermediate system to intermediate system

n IPX - Internet Packet Exchange

n NLSP - Netware Link Services protocol

n RIP - Routing information protocol

Figure Router Front and Rear Panels
1. Power Led

2. Test LED

3. WAN Ports and LEDs

4. LAN Ports and LEDs

5. Gigabit Port and LEDs

6. Console Port

7. Factory Default
Firewall
A Firewall is a software program or hardware device that inspects packets going into or out of a network or computer and then discards or forwards those packets based on a set of rules. There are several techniques used in firewalls. Mostly they are used in combination for effective security.

VPN firewall features that tend to increase WAN-side loading are as follows:

n Port forwarding

n Port triggering

n DMZ port

n Exposed hosts

n VPN tunnels

VPN Tunnel

VPN Tunneling is a network technology that encapsulates packets at the same level or below. One type of packet is encapsulated within the datagram (packet in TCP/IP or UDP containing source and destination address) of a different protocol. Since multiple protocols are pushed through a given network it is said to tunnel. Multiple Protocols that support encryption and authentication make up a Virtual Private Network. Tunneling is used to transport a network protocol through a network; which it normally does not support.

A VPN tunnel software has a management protocol that creates maintains and terminates a tunnel. To prepare the data transfer, a client or server uses the data transfer protocol. Data is transferred through the VPN tunnel using a datagram based protocol. The tunnel thus does three things

1. It creates and maintains a virtual link.

2. To reduce snooping by others, it encrypts and decrypts data

3. It guarantees the authenticity of the sender and receiver

Requirements for VPN (hardware and software)

* A server is required to supports the infrastructure of your network. It will act as a domain controller, DNS server, Certificate authority and DHCP-(Dynamic Host Configuration Protocol) server. Most networks already have this and the next step is setting up a certificate authority which is described in this article.

* A server that separately acts as your VPN server can prevent attacks or disruption of services within the network. It is best to place a firewall in front of the VPN server such that only VPN traffic is allowed into this server. The specific hardware that this server needs is two network interface cards; one to connect to the internet and the second to connect to the private corporate network.

* A server is needed to authenticate all the remote users attempting to access the private corporate network. RADIUS- Remote Authentication Dial In User Service is one mechanism, IAS-Internet Authentication Service is another mechanism that comes with the Server operating system. In other cases you could purchase additional software for authentication purpose. This is in case it does not come with the operating system you purchased. Authentication is done by VPN hardware products as well. These usually come bundled with software that does the work.

VPN Client Hardware requirement

n Intel Core2 Extreme / Core2 Quad / Core2 Duo Ready

n Intel P45/ICH10R

n Dual-channel, DDR2 1300 Support

n MemOK!

n SupremeFX X-Fi built-in

n CPU Level up

n ATI CrossFireX Technology

n External LCD Poster, ASUS Q-Connector

n ASUS EPU-6 Engine, Onboard Switch//

VPN Client Software requirement

VPN client software is for small branch offices and home users. Many VPN clients are available in the market. These depend on the configuration of the machine and the protocol they are usin
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There are four servers in each department: (1) application server, (2) communication server, (3) mail server, (4) fax and print server.

(1) Application server

The application server, a database server, supplies data-analysis and query-processing functions that server performs as a repository for the huge amounts of data often stored in a database. It is not like other servers because it gives processing service and handles request for the file or print server. In this server, the operation systems used Windows Server 2000/2003, UNIX, and Linux and so on. The organization can get advantages by using it as Data and code integrity, security, good performance, total cost of ownership, transaction support etc,..

(2) Communication server

The communication server gives the users both inbound communication and outbound communication. It provides the infrastructure such as instant messaging, presence, file transfer, peer to peer and multiparty voice and video calling, ad hoc and structured conferences (audio, video and web) and PSTN connectivity. The operation system used in this server is Windows Server 2000/2003 including Routing and Remote Access Service (RRAS), Netware and Linux etc.

(3) File and Print Server

The print server are taking the responsibilities of connecting to one or more printers and to client computers over a network, and can accept print jobs form the computers and send the jobs to the appropriate printers and the file server also takes the duty of providing a location for the shared storage of computer files.

(4) Mail server

Mail server supports IMAP, SMTP, and POP3 protocols, and it also provides mail security, against email-borne threats of spam, viruses and phishing, and be lower total cost of ownership (TCO) features. Mail exchanging between each department needs to be safe although it is in the same domain, mail exchanging.

VPN technologies: trusted VPNs, secure VPNs, and hybrid VPNs. It is important to know that secure VPNs and trusted VPNs are not technically related, and can co-exist in a single service package.

VPN Design for the Bank
List the bank's VPN (Software and Hardware requirement)

Hardware requirements for VPN
· Use network adapters capable of IPSec hardware offload, for interfaces on the public network

· Set all devices to 100Mbps Full Duplex, assume to have a 10/100 Ethernet infrastructure

· Connect interfaces on the private network directly to a high-capacity switch that also connects the data servers and routers that remote access clients will access frequently.
Software requirements for VPN

Internet Security software is a package of programmed software that protects a computer against unauthorized access by hackers, virus, spyware, adware, Trojans, malware, spam and other harmful/malicious computer codes and it is best to have internet security software that offers important components like antivirus, antispyware, antispam, antimalware, firewall, parental control, controlled access to programs, Wi-Fi Security, secure messaging, etc. all in one complete package.

"Bitdefender" 2010 is an advanced proactive protection against latest virus threats, spyware, phishing attacks, trojans, worms and identity theft. Bitdefender goes that extra mile to not only protect from viruses through emails and software downloads, but also protects the instant message in the office building. Bitdefender protects the computer from such sneaky viruses, spyware and worms. It also protects the computer against the browser hijacking scripts while surfing the web. Just like other good antivirus programs, Bitdefender performs excellent in updating virus definitions regularly and apply updates without the need of restarting the computer.
Virus
A computer virus is a small program that is written to alter the way a computer operates, without the permission or knowledge of the user. A virus must meet two criteria:

1. It must perform itself. It often places its own code in the path of execution of another program.

2. It must replicate itself. For example, it may replace other executable files with a copy of the virus infected file. Not only desktop computers and network servers can be infected by viruses. Some viruses are programmed to damage the computer by deleting files, damaging programs, or reformatting the hard disk. Many viruses are bug-ridden which may lead to system crashes and data loss.
Trojan horses, Worms, Viruses

Trojan Horse Virus
A Trojan Horse Virus is a common but it is difficult for users to remove computer threat. Attempting to make the user think that it is a beneficial application and work by hiding within a set of seemingly useful software programs. In the computer, Trojan Hose virus will start infecting other files when executed or installed in the system. It is capable of stealing important information from the computer and then sends this information to Internet servers designated by the developer of the virus. Through this Trojan virus, the developer can gain a level of control over the computer. The user will notice that the computer is infected and it has become very slow or unexpected windows pop up without any activity from the user during these things take place. Then, this will result to a computer crash. A Trojan Horse virus can spread in a number of ways. The most common means of infection is from email attachments. In order to distribute the virus to unsuspecting users, the developer of the virus usually uses various spamming techniques. That kind of emails contains attachments. The Trojan Horse Virus immediately infects the system when the user opens the attachment. To spread their Trojan Horse viruses another method used by malware developers is via chat software such as "Yahoo Messenger" and "Skype".

The best way to prevent a Trojan Horse Virus is not to open email attachments or files that have been sent by unknown senders. However, it is not guaranteed to be virus-free all files that we receive. Therefore, to protect your PC against malicious programs is to install and update an antivirus program.
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Worm
Worms are programs that duplicate themselves from system to system without the use of a host file. This is in contrast to viruses that need the spreading of an infected host file. Inside of other files, worms generally survive, often Word or Excel documents, but worms and viruses doesn't the same way to use the host file. A document which has the "worm" macro inside the document will be released by the worm. The entire document will move from computer to computer, "W32.Mydoom.AX@mm" is an example of a worm.

Five recognized types of viruses

File infector viruses Program files are infected by "File infector viruses". These viruses normally infect executable code, e.g. ".com" and ".exe" files. When an infected program is run from floppy, hard drive, or from the network that virus can infect other files. Many of these viruses are memory resident. "Jerusalem" and "Cascade" are included examples of known file infector viruses

Boot sector viruses

Boot sector viruses infect the system area of a disk; that is, the boot record on floppy disks and hard disks. These viruses are always memory resident in nature. Most were written for DOS, but, all PCs, regardless of the operating system, are potential targets of this type of virus. Examples of boot sector viruses are "Form", "Disk Killer", "Michelangelo", and "Stoned".

Master boot record viruses

Master boot record viruses are memory-resident viruses that infect disks in the same manner as boot sector viruses. Examples of master boot record infectors are "NYB", " AntiExe", and "Unashamed".

Multipartite viruses

Multipartite (also known as polypartite) viruses infect both boot records and program files. These are particularly difficult to repair. Examples of multipartite viruses include "One_Half", "Emperor", "Anthrax" and "Tequilla".

Macro viruses

These types of viruses infect data files. They are the most common and have cost corporations the most money and time trying to repair. Macro viruses infect Microsoft Office Word, Excel, PowerPoint and Access files. Examples of macro viruses include "W97M.Melissa", "WM.NiceDay", and "W97M.Groov".

3(b) Network security policy

A network security policy is a generic document that outlines rules for computer network access. It also determines how policies are enforced and lays out some of the basic architecture of the network security/ company security environment. It's a very complex document, web-browsing habits, use of passwords and encryption, email attachments and more. Throughout the company, it specifies these rules for individuals or groups of individuals.

There are seven ways of network security policy:
1. Privacy policy : Describes what staff, customers, and business partners can expect for monitoring and reporting network use.

2. Acceptable use policy : Explains for what purposes network resources can be used.

3. Authentication policy : Describes how users identify themselves to gain access to network resources. Log in names, password conventions, and authentication methods should be described.

4. Internet use policy : Explains what constitutes proper or improper use of Internet Resources.

5. Access policy : Specifies how and when users are allowed to access network resources. Policies should exit for both on-site and remote access to the network.

6. Auditing policy : Explains the manner in which security compliance or violation can be verified and the consequence for violations.

7. Data protection : Outlines the policies for backup procedures, virus protection and disaster recovery.
Ubuntu Server Edition is changing the server market for businesses by delivering the best of free software on a stable, fully supported and secure platform.

In the five years since initial launch Ubuntu can now be found in thousands of organisations across the world delivering key services reliably, predictably and economically.
· Energy efficient, low memory and disk footprint operating system

· No license or maintenance fees

· An expanding ecosystem

· Minimal maintenance

· Growing community of peers and references
Built on the solid foundation of Debian which is known for its robust server installations, it has a strong heritage for reliable performance and predictable evolution.
Benefits
Ubuntu users enjoy the unprecedented performance and security that Linux provides.

Because we care about your business we have ensured that the Ubuntu Server Edition:
· Easily integrates with your existing networks.

· Provides a low total cost of ownership.

· Offers multiple life cycle scenarios for you to choose from.

· Is provided with free life maintenance.

· Is backed by Canonical's world-class support.
Consultancy, Support & Training
Most organisations want the reassurance of having a professional service behind them, that's why Canonical provides exceptional services for Ubuntu Server Edition.

www.ubuntu.com/products/whatisubuntu/serveredition ]

Multi-lingual support is available from a dedicated team of Linux experts (and we mean, experts) who are just a call away, 24 / 7. We don't make support compulsory for deployments but we absolutely recommend it.

If you prefer, our skilled consultants can also assist with Ubuntu Server deployments.

Dedicated training on how to deploy an Ubuntu Server and Ubuntu Enterprise Cloud is available through structured courses reveal the steps to a successful deployment.

buntu Server Edition is changing the server market for businesses by delivering the best of free software on a stable, fully supported and secure platform.

In the five years since initial launch Ubuntu can now be found in thousands of organisations across the world delivering key services reliably, predictably and economically.
· Energy efficient, low memory and disk footprint operating system

· No license or maintenance fees

· An expanding ecosystem

· Minimal maintenance

· Growing community of peers and references
Built on the solid foundation of Debian which is known for its robust server installations, it has a strong heritage for reliable performance and predictable evolution.

Ubuntu Server Edition is built to be easy to maintain and run to also reduce maintenance costs. From package management to our simplified installation tasks, Ubuntu has been built from the ground up to provide organizations with unprecedented benefits.
Lower your cost of ownership
· Easy to manage installation, startup, shutdown, service initialisation, package management - simple on a single machine and now across a data centre with Landscape.

· Built for purpose - no bloatware and no extraneous applications clogging up what you really want to so - run the services that run your business.

· The platform for open and free computing - save not only on the operating system but take advantage of the fantastic array of free server software out the to compound the savings for your organisation.

· Simple to upgrade - get the latest and greatest every 6 months or stay for the longer term on a single platform in the knowledge that we will ease the upgrade path. It's long term confidence.

· Simple to update - Debian packaging and APT packaging are recognised as the easiest, smoothest methods of introducing software to your server stack. It is pre-configured to insure a smooth introduction.

· The ideal 'green' solution - whether it is virtualisation maximising your server efficiency or simply running a lean services across your network, Ubuntu is a great partner in the drive to improve efficiency.

· Secure - the greatest risks to your business are eliminated. Continuous updates respond to the changing landscape of risk on an already hard to hack distribution.
Ubuntu Server Edition
Ubuntu Server Edition has a dual release cycle. Every 6 months a version is released that contains the latest packages and updates. This is maintained for 18 months from release with an upgrade path to the next 6 month release version.

For greater robustness and easier planning, every two years an LTS version is released that is maintained for 5 years. This is a target platform for ISVs looking to build solutions on Ubuntu and also for larger deployments in need of a more stable release with fixed features.
6 month regular versions
· Always contains the latest stable version of the mainstream packages and kernel

· Regular package maintenance until the next regular update or LTS, whichever comes first

· Security updates delivered for 18 months

· Seamless upgrade from one version to the other
Long Term Support version (LTS)
· Packages and kernel version selected for their stability and robustness

· Regular package maintenance until the next LTS

· Security update delivered for 5 years

· Seamless upgrade from one LTS to the other

· Point release for last LTS released every 6 month until the next LTS to provide new versions of CD images allowing to install the last LTS r