Network Services

Management of Network Services

Objective:
Using Network analyzing tools, investigating the operation of protocols and implementing a report on Network Management Policy strategy Document.
INTRODUCTION
This report documents the details of Network Management Software and by using Fluke Optiview Expert tool investigating the operation of various protocols, behaviors, functionalities and summary notes which describes the Network Management Policy.
ABSTRACT
The department of Network Management Studies in Red Brick University asked to assess the capabilities of various sniffer tools available for the analysis of TCP/IP packet inspection and decoding. And based on the results I have produced some suitable teaching material. This report divided into 4 sections to allow for clarity of the work. In the First Part it contains ICMP 3 control messages ( Echo Request/Reply, Time Exceeded, and Destination Host Unreachable ), TFTP, TELNET, DHCP and OSPF protocols and In PART 2 captured screen shots and written short summary notes about Frame Size Distribution, Protocol Distribution and Network Layer Matrix from the Monitor view using Fluke Optiview Expert tool. PART 3 includes various SNMP functions like get, set, and trap and their description. Using Getif utility, gathered the statistics of Ping command and finally in Part 4 descriptions about the Network Management: Fault Management, Configuration Management, Accounting Management, Performance Management and Security Management.
About Fluke Optiview Expert Tool
Fluke Optiview Expert is a high-speed packet capturing tool in the network environment. An easier way to do the presentations in a graphical view of client server transactions and easy to understand pictorial and graphical representations. Clicking on a packet, highlights the corresponding packet in the decode view and vice versa. To view the different data stream in, just simply click on a new conversation packet in the decode view window.

Graphical representation of application flows makes it easier to find response time problems through packet capture and analysis. OptiView Protocol Expert is committed to delivery of simple, graphical solutions to complement the packet level details that can be uncovered through packet capture and analysis. This tool is intended to be all-in-one for monitoring, analyzing the network devices and the traffic on the network. It's a complete seven- layer packet capture, decode and filtering capabilities and For the network managers this tool helps in identifying the network problems with the current network applications and with the issues that might arise from rolling out new networked applications. From this tool it is easy to analyze and check the network performance by capturing MAC statistics, Frame Distribution, Protocol Distribution, Network Layer Matrix, Expert view using pictorial form like charts, bar charts, graphs, tabular forms etc………..
TOPOLOGY DIAGRAM
The above network topology cond as, Router R1 and Router R2 connected using serial interfaces S0/1. Router R1 is connecting to the Host-A using Fast Ethernet Interface f0/0 and Router R2 is connected to the Host-B using Fast Ethernet f0/0.
ARP (Address Resolution Protocol):
IP addresses are 32-bit addresses which suite the TCP/IP protocol whereas a data link like Ethernet which is 48-bit follows its own way of addressing. When an Ethernet frames needs to be sent from one host to another, the destination point of the frame is determined with the help of the Ethernet address. Therefore, ARP (Address Resolution Protocol) is a protocol which maps the corresponding IP address with the physical machine address. ARP deals with translation of 32-bit IP addresses to 48-bit Ethernet MAC addresses. There exists a table ARP CACHE which is used to maintain a relation between every MAC address and IP address.

When a host has an IP datagram packet to send to another host, it first looks up in the ARP Cache for the Ethernet address of the destination host. If entry is found, then the corresponding Ethernet address is copied into the Ethernet header and datagram is added to the queue. If entry is not found in the ARP Cache, then ARP sends out a broadcast to the destination requesting for the destination Ethernet address. When a reply is received from the destination, the packet is sent to the destination.

Address Resolution Protocol broadcasts a request for the MAC addresses, associated with a given IP address in the network. Address Resolution consists of mapping network addresses with Media Access Control (MAC) addresses. For example consider Host- A and Host-B is in the same LAN. When the source and destination are attached in the same LAN, System- A (router) broadcasts an ARP request to find the MAC address of System- B. The Broadcast request is received and processed by all the way in the LAN including System- B. Only system-B replies to the ARP request and it sends ARP reply containing its MAC address to system- A. System- A receives the reply and stores its MAC address in its ARP cache. When system- A again needs to communicate with system- B it checks the ARP cache finds the MAC address of System- B and sends the frame directly.

On using a Fluke Optiview Expert tool for analyzing the packet transfer, we obtain a screenshot from ICMP Time Out ARP Request, shown in the 1.1 below when a host from one end tries to send packet to another host. In this case, the IP address is 192.168.3.5.
The Operation of ARP

Data Link Control (DLC):
When Host- A wants to send a packet to Host- B, it needs to know the Host-B MAC address in order to initiate the communication. So, Host-A sends an ARP Request (Query) packet for MAC-B in broadcast (FFFFFFFFFFFF) as shown in Data Link Control (DLC). The ARP Reply packet is sent as a unicast only by the specified machine with the specific IP address (MAC-B) to Host-A. The ARP Request and ARP Reply packets are sent only if the Host doesn't know the MAC address of the destination.

Data Link Control specifies the source MAC Address and the ARP Request (Broadcast) along with the Ether type as 0x0806 which specifies the type of data to be allowed. The Ethertype stands same for both ARP Request and Reply.
ARP Packet Structure:
0 8 16 32

Hardware Address Type

Protocol Address Type

Haddr Len

Paddr Len

Operation

Sender Haddr(First 4 octets)

Sender Haddr(Last 2 Octets)

Sender Paddr(first 2 octets)

Sender Paddr(last 2 octets)

Target Haddr(first 2 octets)

Target Haddr(Last 4 Octets)

Target Paddr(Last 4 Octets)

The packet format remains same for ARP Request and ARP reply. The first two fields in the Ethernet field specify the source and the destination Ethernet addresses. The Ethernet address which contains address with all one bits is the broadcast destination address. Every Interface existing on the network receives this frames and only that specific IP address will respond back with its MAC address as explained earlier.

The Hardware field by name indicates that it specifies the type of Hardware address requested from destination by sending an ARP Request packet. Since the hardware type is Ethernet, the value is specified as 1.

The Protocol field specifies the type of protocol used (IP address in this case) for a particular Ethernet address. The protocol used in this case is IP (Internet Protocol) for which the value is specified in hexa-decimal as 0x0800.

The Size of the hardware (HAddr Len) and the protocol field (PAddr Len) are specified in bytes as 6 and 4. They remain the same for both ARP Request and ARP Reply packets.

The operation field specifies the type of packet such as an ARP Request packet or ARP Reply packet which has their unique value. This helps to distinguish because the frame type value exist the same on the Ethernet. Therefore, if the packet is an ARP Request, the operation field is said to be 1 and if the packet type is an ARP Reply, the operation field value is said to be 2.

The next four fields deals with the sender's and target's Ethernet address and IP address. All the fields are filled for ARP Request packet except the Target Address which will be filled in an ARP Reply packet and Operation field will be set to 2.

ARP Cache is used for efficiency in maintaining the operations of ARP Packets. The normal expiry time of an entry from the time the entry is made from the mapping of the IP addresses and the Ethernet addresses is 20 minutes.
INTERNET CONTROL MESSAGE PROTOCOL (ICMP)
To test the reachability of a device across an internetwork a TCP/IP host can send an ICMP echo request and this ICMP echo request is generated by the ping command. ICMP echo reply indicates that the node can be reached successful.

Internet Control Message Protocol (ICMP) is a one of the core protocol in the internet and primarily used to communicate errors among routers and hosts such as IP datagram errors, Communicate routing information/errors and communicate diagnostics. Ping and trace route are the exceptions.
ICMP Types
- Echo request/reply

- Destination Unreachable

- Router Solicitation/advertisement

- Time exceeded/Time Out

- Timestamp request/reply

- Trace route

All the error messages contain a data section that includes the IP header of the original datagram plus the first 8 bytes of data in that program. This information is required so the source can inform the protocols about the errors.
ICMP ECHO REQUEST/REPLY
An Echo-Request message can be sent by a router or host and an echo-reply message is sent by the host or router which receives an echo-request message. Echo-request and reply messages can often be used by the network administrators or network managers to check the operation of the IP protocol. Echo-request and reply message can test the reachability of a host and this is usually done by invoking the ping command as shown in the 2.0. In this case, the ping is from the host to its default gateway which is an IP address 192.168.3.1.

On using a Fluke Optiview Expert tool for analyzing the packet transfer, we obtain a screenshots, shown below in 2.1(a) and 2.1 (b) and included description about the ICMP Echo Reply as well, when a host from one end pinging to its default-gateway.
Data Link Control (DLC):
When Host- A ping to its default gateway ( 192.168.3.1 ) the destination MAC address is 000854AF860 and its own MAC address is 001CC06CCF20 along with the Ethertype as 0x0800 which specifies the type of data to be allowed is Internet Protocol ( IP ).
Internet Protocol ( IP ):
The first 4-bits of the header contain which version of IP currently in use and here is version 4. The next 4-bits contain the number of 32-bit words making up the header. IP headers are usually 20 bytes long. Type of Service contains different ways to prioritize the packet, according to that flags will be set but in this case there is no service. Total Length specifies that it contains 60 bytes in the packet. Time to Live field specifies in 128 seconds that particular datagram can transit before being dropped. The Protocol field is ICMP and it is ID is 1. Source address (originating address) and the Destination addresses are 192.168.3.10 and 192.168.3.1 respectively and it will be vice versa for the ICMP Echo Reply
Internet Control Message Protocol ( ICMP ) Encapsulation:
Message Type: It's an 8-bit long and indicates whether it is an Echo Request or Echo Reply. If it is an Echo Request then the message type number is 8 and if it is an Echo Reply then the message type number is 0. Checksum: The ICMP checksum is calculated over the entire message ( Header and Data ) and use to verify the integrity of the ICMP data.
Time Exceeded or Time Out
Whenever a router receives a datagram with a time-to-live value of zero i.e. when a packet's maximum hop count (Time to Live) is exceeded, it discards the datagram and sends a time-out error message to the source. When the final destination does not receive all of the fragments in a set time, it discards the received fragments and sends a time-out message to the source. This is practically shown in the 3.0 (a)
Data Link Control (DLC):
Data Link Control Field Specifies the Destination MAC address, Source MAC address and EtherType and from the above example 00112F2988D, 000DEDE781C0, 0X0800 ( for the IP ) respectively.
Internet Protocol (IP):
From the Screen shot . 3.0, this field contains its current version, which is 4 and header length is 56 bytes long. The protocol ID for the ICMP is 1. Time to Live in 254 seconds that particular datagram can transit, before being dropped. Source and destination addresses are 192.168.1.10 and 192.168.0.5 respectively which are 36 bytes long.
Internet Control Message Protocol (ICMP) header:
It will generate a Time Exceeded error message if a router or host discards a packet due to a time-out, and it is a Time Exceeded, Type 11 ICMP. The Time Exceeded ICMP will have two values either 0 or 1. A Code 0 is generated when the hop count of a datagram is exceeded and the packet is discarded and 1 is generated when the reassemble of a fragmented packet exceeds the time-out value. For the above scenario it is 0 as shown in 3.0 (b).
Destination Unreachable
This is a one type of error message in ICMP. It will occur when a router cannot route a datagram or host cannot deliver a datagram to its final destination. When a host from one end tries to send a packet to another host, which is not available or not cond at that time (currently OSPF is not cond between the two routers) then the packets are not reachable to destination address which is shown below in the 4.0. A router or host cannot detect all problems that prevent the delivery of a packet.

On using a Fluke Optiview Expert tool for analyzing the packet transfer, for the above it's a Type 3 error message and code for the host unreachable is 1 and rest of the header fields are already discussed in the other ICMP error messages.
Trivial File Transport Protocol (TFTP)
TFTP is, basically a similar functionality like File Transfer Protocol and it is generally used to read or write to and from a remote server. And which can be further explained as a process, where in files can be transferred.

Thousand and thousands of companies all over the world do not keep the backup of start-up conon their routers. If there is a problem with the router and startup conis lost from it, they can loss the business of thousands pounds or dollars.

Various fields can be explained which are shown in 5.0 (a) and 5.0 (b) by using Fluke Optiview Protocol Expert. User Datagram Protocol (UDP) is a transport layer protocol which uses port numbers to pass any information to the upper layers. Since TFTP is one of the several well-known application-layer protocols, running on UDP, the port number is shown as 69 which correspond to TFTP. Basically, TFTP can perform the following operations on a file such as READ, WRITE, TRANSFER and Acknowledgement from or to a remote server. Depending upon the server's approval for the request, the connection is established and files can be sent.

The Detailed view above shows that a frame has arrived, with time specified and Id. The Data Link Control shows the source and destination MAC addresses and also the Ethertype to be Internet Protocol.
Internet Protocol:
Internet Protocol is a standard that describes the approach by which communication between two hosts in the network layer is possible. The Features include the delivery of packets with maximum effort involved though it provides a network which is connectionless and also unreliable.

The IP Header (32-bit) consists of a 20-byte fixed part and a variable part, keeping in view of the rate at which a packet is processed without making use of resources to a greater extent. There is also a version (4-bit) field in the Header which will help to track the version of the protocol to which the datagram belongs. The header also consists of a Time to Live (TTL-8 bit) which serves as a threshold point for a packet to exist on the network which is 255 seconds in this case. It is set to a specific value which is then decremented for each router and finally when the TTL value reaches zero, the packet is discarded. Another field that IP has is the protocol (8-bit) field that consists of protocol numbers which determines the protocol being used within a datagram. It identifies the type of next header such as the protocol number for UDP (User Datagram Protocol) is 17. The Type of Service (8-bit) field provides information about the service which is requested and also how the datagram packet can be handled based on fastness and reliability. Each field has value of 0(zero) or 1 (one) and specific operation to perform like the above shown. The Type of service is 5.0 (a) shown as below: If the value of bit is 0, then normal delay is the output obtained.
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Identification (16-bit) field is a unique value for every source and destination pair and protocol which serves the ability to identify the datagram. Therefore it must remain until the datagram exists in the internet. The Fragment offset or Flags field is of 13 bits which identifies whether a particular fragment belongs to a datagram and also measured in multiples of 64 and the Flags (3-bit) are used to allow or prohibit fragmentation and reassembly with two of the fragment types such as More bit which allows reassembly and fragmentation and another field is Don't fragment (DF) which prohibits. The checksum field (16-bit) helps in maintaining integrity and in rectifying the errors by applying to header field. This is done only because some fields change like time to live and also due to fragmentation. The source and destination address as shown above are of 32 bits each and also data is specified as 20 bytes each due to which the total length (16-bit) field is given to be 40 bytes which includes the header length and data which is shown above.
User Datagram Protocol:
UDP can be best described as a connection-less null protocol which provides services like checksum and port multiplexing which helps to differentiate between different applications running on the single machine from one another.
(b) Trivial File Transfer Protocol
The above screenshot provides information about the UDP header when TFTP (Trivial File Transfer) is being implemented. UDP helps in running many of the application-layer protocols such as TFTP, Domain Name System (DNS) and Network File System (NFS) and also SNMP (Simple Network Management Protocol) by implementing a procedure for sending messages to other programs with no guaranteed delivery of the packets and does not ensure that packets are not duplicated.

UDP header consists of a source port and destination port along with checksum field, data field and length field which are target-driven based on the specifications for the particular applications and specific services to be provided among the hosts.

The source port number which is of 16-bit is used to ensure that response from the packets is addressed to the specific port number based on the application. For example, if a packet wished to use SNMP on the network 192.168.1.1 then the UDP maps the packet to that network 192.168.1.1 and uses the destination port number 161 in the UDP header. The source port number here is 50559, which is categorized as a dynamic or private port based on the range by the client when interacting with the server. The port numbers are categorized according to their range as shown in 5.1
Port Number
Name or purpose

0

Reserved

1-1023

Well-Known ports(Unix derived Operating System)

1024-49151

Registered ports

49,152 to 65,535

Dynamic/private ports used by clients

The destination port must address the port number of the source network from which all the responses are generated for that packet destined. As mentioned earlier, the port number for TFTP is 69. The Length field includes the header and data
TELNET
Telnet allows a person sitting on one computer machine to work on another computer machine and starts a remote session on that computer machine. Telnet requires a person to supply login name and password to gain entry to that machine. By default connection is established over port 23. It is a standard port number for the telnet.
TCP/IP Protocol:
The Transmission Control Protocol ( TCP ) / Internet Protocol ( IP ) are two protocols used to route traffic between two nodes on a network. TCP/IP contains 4 layers in its model. The Network Layer is a combination of both Physical and Data Link Layer in OSI reference model and free to use any type of network like ARPANET, LAN, SONET etc. Internet Protocol Layer and its functionality similar to the Network Layer Protocol in OSI model and it have got several other companion protocols like ARP, RARP, ICMP and IGMP. TCP and UDP are part of Transport Layer Protocol and Application Layer provides number of protocols for various applications like Telnet, FTP for transfer of files, SMTP for transfer of mails, TELNET, DNS, RIP, and SNMP. IP forwards data packets between nodes on the way to the packet final destination. Some packets may not arrive because of fiber cable or load along the network. IP uses best effort to deliver the packets but doesn't guarantee the delivery of packets. If reliability is needed IP assumes some thing else who guarantee the reliability such as TCP.
TCP/IP HANDSHAKE
For the connection establishment three actions must be require before sending the data. Initially Host - A sends a segment to announce its desire for the connection ‘x' and includes its basic initialization information. Host-B sends back acknowledgment ‘x+1' with a segment, to the request of Host-A and also includes its initialization information ‘y' and in the third step Host-A sends a y+1 plus 1 increment in sequence number, ‘x+1' segment to acknowledge the request from B. This is called Three-way handshaking and it is shown pictorially in 6.1
Transmission Control Protocol (TCP)
TCP is a connection oriented protocol and adds reliability features to the services of IP. TCP implemented at the two end-nodes. Before any data transfer, TCP establishes a connection. TCP host is a connection oriented session with one and another using a three way handshake.

On using Fluke Optiview Expert tool from the screen shots shown in s 6.2.0 (a), 6.2.0(b) and 6.2.0(c) First, one host machine initiates the connection by sending packet indicating its initial sequence number of 2165175843 (X). Second the other host receives the packet reports sequence number of 2165175843 (X) reply with acknowledgement number of 2165175844 (X+1) and including its own initial sequence number of 3608357600 (Y) as shown in 6.2.0 (a).

Each byte that is transmitted or received has a sequence number. It's a 32-bit number. During the connection establishment, it generates initial sequence numbers randomly. Similarly it responds with the acknowledgement number which is also having 32-bit number sequence. In the best of circumstances there will be as many acknowledgment numbers as there are segments which have been sent.
It's having 6 control flags:
SYN (Synchronization): Synchronization sequence numbers and flags are set to1 in 6.2.0(a) and 6.2.0(b) because it need to synchronize first, in order to start the transaction between the hosts and in 6.2.1 the SYN bit not set because synchronization has been done .

Window Size: It's 16-bit, defines the size of the window and it is normally in bytes, that the other party must maintain and is control by the receiver and receiver gives the window size and in 6.2.0(a) the window size for the first initial synchronization is 65535 but other end it can handle up to 4128 bytes only and it is shown in 6.2.0(b). URG (Urgent pointer): whatever is in the urgent pointer is valid or not. If not contains the some garbage value and this is for the Urgent data delivery of a packet.

ACK (Acknowledgement): This flag Acknowledges the last contiguous data byte received and indicates that the Acknowledgement Sequence number in the TCP header is valid and contains the sequence number of the next data byte expected and it is shown practically in 6.2.0(b) in which the sequence number increased to 1 and its flag is set to 1. PSH (Push): This is used in interactive application like Telnet and this flag indicates that the receiver should deliver the data to the application immediately, rather than buffering the data and it is shown in 6.2.1 and the bit is ser after the user is verified. FIN (Finish): This will be set to 1 after the data transactions are terminated and RST (Reset): This is for the resetting the connection.

Source and destination ports are 2038 and 23 (Telnet) respectively when the synchronization started as shown in 6.2.0(a) and vice versa in the acknowledgement.
DHCP (DYNAMIC HOST CONIGRATION PROTOCOL)
DHCP allocates configuration parameters to the hosts on the internet. DHCP consists of two main components. A protocol, required for delivering parameters of host-specific configuration from a DHCP server to a host and another one is a mechanism for the allocation of network addresses to hosts.

Dynamic assignment of IP addresses is desirable in some situations like IP addresses are needed to be assigned on demand and avoiding the manual configuration and support mobility of laptops. DHCP can supports temporary allocation (“leases”) of IP addresses and it can acquire all types of IP configuration parameters not only subnet mask and gateway addresses. It is the preferred mechanism for dynamic assignment of IP addresses.
User Datagram Protocol:
The below screenshot provides information about the UDP header when DHCP (Dynamic Host Configuration Protocol) is being implemented.UDP header consisting of source port as 68 and destination port as 67 along with checksum field and length field as 0XBAEE which is in Hexa decimal form and 312 bytes respectively.
Dynamic Host Configuration Protocol (DHCP) Header Fields:
Opcode indicates whether the message is generated at Client or Server. It contains two values either 1 or 2. One (1) for the Request and 2 for the Reply and length of the Opcode is One (1) Byte. In the above 7.1 it's a request and its value shown as ‘1'. Hardware Type specifies which hardware currently in use and in this case it's an Ethernet and its value indicated as ‘1' and for the Ethernet, Hardware Address Length is 6 Bytes. Hop count specifies the number of routers in between client and server and for the above case set to 0 by client. Transaction ID which is an important field used to match request and responses in between client and servers. In this scenario the Transaction ID is 0XDC79DEB2. The Elapsed boot time since the beginning of an address allocation specifies in seconds and 0 is shown in above 7.1.
Message Types:

Value Message Type
1 DHCDISCOVER It's a request broadcasts from client to server

2 DHCPOFFER Server responds to client request with several options

3 DHCPREQUEST Client selects one of those and decline the other offers

4 DHCPACK Server starts the assigning IP address to client

5 DHCPNAK Server reject the request from the client

6 DHCPDECLINE When the client found a problem with the assigned IP address

7 DHCPRELEASE Client returns its assigned IP address to server before lease expires

Requested IP address is 192.168.1.1 and Host Name is TIC-L115-LB09 as shown in above 7.1 (a)

At this time, in the UDP header field source and destination ports are inter changed and now the length is 336 bytes and checksum also changed to 0X308F which is 328 bytes of data.

In the ICMP header field, the message is generated at the server router and its OpCode is 2(reply) as discussed before and Client IP address assigned as 192.168.3.11 and Message Type is 2 i.e. OFFER and server Identifier is 192.168.3.1 shown in the screenshot fig7.2. And domain name is tic.net shown in

DHCP header for the DHCP Request type which is not shown in any s but its OpCode, Hardware Address Type, Hardware Address Length and Transaction ID are same as DHCP Discover and its Message Type is 3. And for the DHCP Acknowledgement Hardware Address Type, Hardware Address Length and Transaction ID are same as DHCP Discover and its Message Type is 5.
OSPF (Open Shortest Path First)
The Open Shortest Path First protocol is a Link state protocol, which lift the router look at a complete map of the journey, before the packet leaves the terminal and then picks the best way to reach its destination. When Open Shortest Path First protocol is first turned on the router it will listen for other routers running OSPF. The other routers running OSPF will advertise that they are still alive and broadcasting their Hello packets every 10 seconds and if they are not responding after 10 sec's assume that they are died and it removes all the routes to that routers.OSPF only send information about networks whenever a router reboots or new router is added to the network and updates it's routing table information as soon as any changes occurs in the network.

A group of routers running OSPF will form a community, within the community each of the routers knows about the others and where they are in the network. Each of these communities is called OSPF Area. One special area in particular is called backbone Area. This area interconnects all other network areas together.
OSPF Basic Packet Header
Hello packet: Periodically sent to find and maintain its adjacencies and containing the values of some timers, information about the DR, BDR and known adjacencies.

The Detailed view from 8.0 shows that a frame has arrived, with time specified and ID. The Data Link Control shows the source and destination MAC addresses and also the Ethertype to be Internet Protocol.
Internet Protocol
Internet Protocol is a standard that describes the approach by which communication between two hosts in the network layer is possible. The Features include the delivery of packets with maximum effort involved though it provides a network which is connectionless and also unreliable.

IP header Field contains Type of service it offers, Header length, current version which is 4 in this case and Protocol ID for the OSPF is 89. Source address as 192.168.3.1 and Time To Live specifies the number of seconds as 1 ash shown in 8.0
Open Shortest Path First Packet Header Field:
Version number specifies which OSPF version presently in use and here is version 2 and its size is One (1) Byte. Type indicates OSPF packet type from 1 to 5. Corresponding with Hello, Database Description, Link State Request, Link State Update and Link State Acknowledgement respectively and in this case it's a hello packet and shown as 1 in the screen shot 8.0(a) and its size is One Byte long.

The length of the message specifies in Packet Length, in bytes, including the 24 bytes of the header and the Length here is 44 bytes. Router ID 192.168.3.1 is the advertising Router ID of the router that generated this message (generally its IP address on the interface over which the message was sent) and it's a 4Byte field. When areas are used, Area ID is an Identification of the OSPF area to which this message belongs and in this case it is 0.0.0.0 and it is also 4 bytes long.

Checksum of OSPF Packet also computed in a similar to a standard IP checksum and the entire message is included in the calculation except the Authentication field. Autype indicates the type of authentication used for this message and it is from 0 to 2 corresponding with No authentication, Simple Password (Plain) authentication and Cryptographic authentication respectively. In this case No authentication specified and its value is zero (0).
PART 2

Frame size distribution:
From the Monitor view menu of the Fluke Optiview Expert tool, the screen shot below comparing different frame sizes in bytes which they are distributed and it provides an overview that which size of frame used most and its percentage. The overall average Frame Size is 129 bytes. There is no frame, containing less than 64 bytes and more than 1023 bytes in a network and it is shown as zero percentage in 9.0.

99 frames containing frame size of 64 bytes and the percentage are 49.74. The frame size 65-127 Bytes having 60 frames with the percentage of 30.15. 17 frames and their sizes in between 128-255 occupied 8.54 percentages. The frame-sizes 256-511 contain 14 frames with the percentage of 4.52. 9 frames and their sizes in between 512-1023 occupied 4.52 percentages. And these values are shown in 9.0(a).
Protocol Distribution
Protocol distribution describes the percentage i.e. which protocol application using how much percentage in total frames the below 10.0 describes that Address resolution protocol using 15.57 percentage in total frames, CDP 1%, TELNET using highest percentage compare to other i.e. 23.11%, ICMP using approximately 4 percentage, RIP using same as CDP i.e. 1% and SNMP using half of that.

IBM NetBIOSNetBEU having the next highest percentage compare to TELNET which is 20.60%, SMB using approximately 7% and other protocol applications are using 14.57%.
Network layer matrix
From the Monitor view of the Fluke Optiview Protocol Expert, last top 10 network conversations are captured and shown in the 11.0 the Host-A address 192.168.3.10 to Router R2 serial interface address 192.168.0.11 46 frames were transferred and this conversation in total percentage is 23.11 and next bar shows a conversation from 192.168.3.11 which is Host-B address to its broadcast address 41 frames were transferred and its percentage is 20.60 in total percentage and from 192.168.3.1(Router R1) to 192.168.3.10 (Host-A) 23 frames transferred and its percentage in total is 11.55.

Host-A which is 192.168.3.10 to Host-B and its address is 192.168.4.10 and 8 frames transferred between these two hosts and its percentage is 4 in whole and remaining all transaction are between 0-2 percentage in total percentage.
PART 3

SNMP (SIMPLE NAME MANAGEMENT PROTOCOL)
SNMP is a frame work for managing devices in an internet using TCP/IP. Provides a set of fundamental operations for monitoring and maintaining an internet and SNMP is an application level protocol allow it to monitor devices made by different manufacturers installed on different physical networks.
Agent
A router or host that runs the SNMP server program and keep performance information in a database and it can send a trap to the manager if something unusual occurs and the TRAP is an alert kind of message.
Manager
Manager is a host that runs the SNMP client program and has access to values in the agent's database. Based on three basic ideas a manager checks an agent by requesting information that reflects the behavior of the agent. And manager forces an agent to perform a task by resetting values in the agent database and an agent contributes to the management process by warning the manager of an unusual situation.

SNMP uses other two protocols one is Structure of Management Information (SMI) for the naming objects and second one is Management Information Base (MIB) which is accessed by the manager.

The role of SNMP is defines the format of packets exchanged between a manager and an agent. It reads and changes the status (values) of objects (variables) in SNMP packets.

The role of Management Information Base (MIB) is it creates a collection of named objects, their types, and their relationships to each other in an entity to be managed.

Three Basic commands that are used with SNMP and the commands are:

Set Request:

- Set ( Store ) a value in a variable

Response:

- Response to getrequest or GetNextRequest; contains or variables requested

Trap:

- Sent from agent to manager to report an event.

From the Fluke Optiview Protocol Expert the above screen shot captured and SNMP Port number is 161 which is Destination port number and it is shown in UDP header field and its source port number is 2378 and these port numbers are vice versa in Get Response. And the length is 57 bytes.
Simple Network Management Protocol Header:
Get Request: Retrieve the values of a specific object from the MIB. A message in the SNMP protocol consists of a version identifier which is 1, an SNMP community name Universal and its length is 6 and a protocol data unit (PDU) and its length is 30.

Get Response: Response from a Get Request At this time in UDP header field the source and destination port exchanged and its length is 51 bytes. SNMP header field tells that its an SNMP response and its PDU number is 2 as shown in 13.2.

Network management stations in a typical network it can have more than one station which runs network management application. This NMA talks in SNMP with manage devices. NMA uses SNMP protocol to the Management Agent which resides in every Managed Object and managed object maintains the Management Information Base and from this Management Information Base, the information passes back and forth.

There are two approaches for the management system to obtain information from SNMP:

- Traps

- Polling

Traps are basically the information which is coming from the managed device to the network management station and Capability of the network elements to generate events to network management stations such as agent initialization, agent restart and link failure. Traps are unrequested event reports that are sent to a management system by an SNMP agent process A. Trap will contain:

- Network device name

- Time the event happened

- Type of event

When a trappable event occurs, a trap message is generated by the agent and is sent to a trap destination (a specific, cond network address). Many events can be cond to signal a trap, like a network cable fault, failing NIC or Hard Drive, a “General Protection Fault”, or a power supply failure. Traps can also be throttled means you can limit the number of traps sent per second from the agent. This is important because faulty node may keep on generating traps and that itself overwhelm the network and it will not carry the extra information helping setting right the faults and Traps have a priority associated with them like Critical, Major, Minor, Warning, Marginal, Informational, Normal, Unknown etc. It may not be a good idea to generate traps very often specially for the low priority you should not be generating trap at all for example a network may consists of thousands network devices if they keep on generating the traps that may not be a good idea to effective way to managing the network. Resources are required on the network device to generate a trap when more number of events occurs; the bandwidth of a network might be tied up with traps in this case thresholds used because network devices have limited view. The network device generates a simple trap, when an event occurs.
MANAGEMENT INFORMATION BASE
Management Information base contains related managed objects and to define what information you can get back from the network device. MIB's also contain devices vendor specific information such as Cisco and general information.
NAMING
- Naming conventions starts from high level and it uses the integer dot representation and Name-dot notation. ISO has defined global naming tree and it's from ISO itself. And under ISO so many things like it form a tree structure.

- For example : ISO.org.dod.internet.mgmt.mib-2 ó 1.3.6.1.2.1

ISO got the Number 1 and under the ISO there are so many entities and one of them is Organization (org) and that has an entity number 3 and this Organization an entity called Department of Defense (DOD) and it has a value 6 and under the department of defense Internet entity and it has number 1 and so on it forms like a tree structure and all objects managed by SNMP are given an object identifier and that is always starts from 1.3.6.1.2.1 and it is always prefix with the any name.

The above picture is captured Using Getif tool and collected statistics on the number of packets input to and output from the Ethernet interface on the Router R1.
PART 4

Network Management
In today's world, many organizations seem to contribute more money and also consume time for building of complex data networks. So, in order to provide a cost-effective strategy to the above criteria, an arrangement has to be made wherein the system can perform most of the operations done by a network engineer specifically in maintenance field like network traffic monitoring, capability of restoring and also added security with traffic to be rerouted into a different path.

A process in which complex data networks can be built and controlled for obtaining the maximum throughput with efficiency and also by dividing into various functional areas for better productivity can be defined as Network Management.

The ISO ( International Standards Organization ) divided network management into five functional areas:

- Fault Management

- Configuration Management

- Accounting Management

- Performance Management

- Security Management

The five functional areas known as FCAPS are pictorially represented as:

The overall goal of network management is to help with the complexity of data network and to ensure that data can go across it with maximum efficiency and transparency to users.

Network management can also be defined as, the process of managing a complex or difficult data network to maximize its efficiency and productivity.
Fault Management
Fault Management is the process of locating problems or faults, on the data networks. The main purpose of fault management is to detect the faults, isolate the problem using tools and finally fix the problem which is time-consuming when done by a network engineer manually.

It involves the following below steps:

- Discover the problem

- Isolate the problem

- Fix the problem ( if possible )

Sometimes it is possible to fix the problem remotely and sometimes it is not possible. Discovering the problem is important because there are usually in a large network there are so many hundreds of components which have been deployed may be over considerable area. A fault in one part of a network can lead to impairment of services in another part of a network for example a switch has become faulty and it is generating a lot of spurious traffic. First and foremost thing is to locate where this traffic is coming from and then isolate it and fix it. Sometimes we can physically go their and fix it and sometimes we can do it remotely. But before we fix the problem we have to Discover (detect) where the problem is and what is the problem. This is the central part of the fault management. Sometimes network devices in a topology come up and switched off. This is because of faulty devices in a topology. We need to continuously monitor the areas, elements to discover which devices are switched on and working properly and which all devices are not. Then locate the faults in a network If it is occurs.

Here, the tool simplifies the network engineer's work to a maximum extent of identifying the point at which the fault exists. So, the network engineer can then locate and solve the problem at that specific point and this also helps to maintain reliability along with efficiency in the eyes of users using the network. Consider the another scenario shown below in 15.0, if the connection drops suddenly, while user is trying to connect to a remote server using some device, the tool helps to locate the point of failure, for instance cable is unplugged.
CONFIGURATION MANAGEMENT
Another functional area categorized by OSI network management is Configuration Management. The Configuration of certain network devices controls the behavior of the data network. Configuration management is the process of finding and setting up ( Configuring ) the critical devices and it is described as a process used for knowing the system's and network's current configuration so that the information can be further used for installation or update purposes. In a way, it is a tool which helps in having control over the entire network operations because it can serve various purposes such as storing of information, modifying of information and maintaining of records for up-to-date inventory system. Moreover, reports are generated based on the data stored, which also helps in setting up for critical devices. Information obtained is stored in the subsystems for easier and quick access to retrieve the data when any problem occurs. In simple, its detailed information recorded and updated so that the technicians can make their decision and have understanding of the previous configuration so that any changes made should ensure that there is no adverse affect to other systems and this scenario explained using the 16.0 Another application which makes use of this tool is software development industry wherein the developers store the source code and the related documents for further modifications if requested or necessary. In software development, configuration management application is abbreviated as Unified Configuration Management (UCM).
Storage Medium for configuration:
The configuration can be stored in ASCII files which have benefits for easy and efficient way for remote access. Secondly, the data structure of ASCII files is easy to administer and comprehend. But ASCII file storage medium has also got its disadvantages such that ASCII files occupy more space and also they are limited in-case of establishing complex data relations for report generation.

Secondly, the configuration can also be stored using DBMS (Database Management System) which is used to overcome the limitations of ASCII files by providing various features such as storing large amount of data, retrieve specific data by performing search, sorting and restoring of data and finally DBMS establishes relationship between complex data also.
SECURITY MANAGEMENT
Security Management is a process in which sensitive information is protected by controlling access points to that information pertaining to that particular data network. Provides a way to monitor access points and records information on a periodic basis and provides audit trails and sounds alarms for security breaches. For Instance, Information about a company's products include sensitive information which will be inappropriate for all users to have access to. So, Security is implemented using Encryption and authentication techniques. In an organization, security can be provided for the users logging on to have access to resources and whereas others cannot have access because they don't have the authorization. It also deals with the operations like Identification of Access points, securing them and maintaining the access points.

The primary point of lack of security is because of the attached hosts to network carrying sensitive information. Therefore, if the sensitive information is stored in a device like tape or a disk, then lack of data security seems resolved to an extent. The network managers can be mailed or paged when unauthorized attempts to access which imposes the threat on the security system. Additional security features such as Intrusion detection system make the work easier for the network managers.
Identifying the Access points:
Access points play a very important role in terms of providing security. For Instance using a 17.0 shown below, to access Intranet in a Multi-National Organization or a University, Authentication plays a major role in order for an employee or any member part of that organization to access the resources. In other words, the network engineer identifies the access points as login and File Transfer Protocol because that is the point where he/she can permit only authorized users.
Using Remote Login:
In order to access the data stored on the disk, the user should have an authorized username and password which will be randomly generated by the network engineer and periodically will be renewed for security purpose. To login into remote machine, authentication should be done again.
Using File Transfer Protocol:
An instructor may want his group of students to have access to a set of directories. Therefore he must ensure that they a