Intrusion Detection System Tool

Introduction:
In any network various tools are used for each and every operating system, even thought they do same functions. Administrators are spending some amount of amount of time to learn about usage of the new tools. To over come this effort a tool is developed that is specialized for securing the network and to find the server status. Java virtual machine is installed for monitoring network traffic and also to monitor services in different operating systems. The application is a passive system. Intrusion detection system is a defense system it detects the activities of the host in network.
Aim and objectives:
In real-world environment intrusion detection is used in both small organizations and large organizations and also they use wide range of varieties of intrusion detection. Cryptographic methods are also used to secure the system but it also has their own disadvantages like cracking the passwords. In order to secure the network intrusion detection system is used. The current state of intrusion detection provides confidentiality integrity and assurance to the computer system. One of the most accepted way to detect intrusions is by using the audit data created by the operating system. All the organizations use this to provide the security to their systems. IDS are mainly a security countermeasure. Mainly to protect the data and system integrity IDS is used. IDS have two categories one is Network based systems and Host based systems. It monitors root activity and also files system. The kernel based intrusion detection is the new evolution which is specially designed for the Linux. It prevents the buffer overflows, blocking the signal and also increases the protection for the system. An Intrusion Detection system reads all the incomingpacketsand tries to find suspicious patterns known as signatures or rules. An example that a large number of TCPconnections requests to a very large number of differentports. Then one could assume that there is someone conducting aport scanof some or the entirecomputer in thenetwork. It also tries to detect incomingshell codesin the same manner that an ordinary intrusion detection systemdoes. Our main objective to detect the intruder and to checks all services in the network reports generator to create an application able to work on most popular network operating systems and containing the functionality of a few different tools usually used by network administrators. To keep the computer safe the application has two main parts.
Malicious Packet Detection System

Internet Service Failure Report Generator
Malicious packets detection system is to detect all types of malicious traffic. The second part internet service failure report generator is to check the service status. These two applications keep the computer safe and also they work independently. The application works on various operating systems like Linux Debian, open BSB and Microsoft Windows XP professional. The application is a modular structure each and every part of the system has cooperating modules.
2. Literature Survey:

2.1 Intrusion Detection System:
The development of internet has been increased over the last few years because the number of users increased usage of the internet. More than 80% of the users are using the internet for different uses like organizing the institutions, operating the business etc. Networking plays an important role in usage of internet in secured way. Secured way is nothing but as security prevention to the computer from malicious threats. In network security intrusion detection has become as a primary element and also an important part in the security management. Intrusion detection system is either a software or hardware which monitors the system or a network for malicious attacks or activities and analyses them for the signs of security polices. Intrusion detection and prevention systems are mainly paying attention on the identifying the possible attacks, sorting information about the attacks, trying to stop them, and reporting them to security administrator. It provides the real-time insight into the threats to the organization. Any organization suffers with the frequent attacks without the instruction detection system. So instruction detection plays a major role in finding the malicious attacks. Simultaneously organizations may use IDPS for other purposes, like identifying problems with security policies, documenting existing threats. IDPS have become a necessary addition to the security infrastructure.

Intrusion detection system has two categories. They are given below

* Network based intrusion detection (NIDS)

* Host based intrusion detection(HIDS)

Network based intrusion (NIDS):

Normally NIDS should be placed in a network where it monitors the traffic. NIDS protect the network more effectively with only one device and this also provides wide-angle view. The NIDS captures the data and stored in a safe place on a different machines, so that attackers cannot guess it.

Host based intrusion detection (HIDS):

HIDS monitor the operating system and also applications. HIDS differentiate whether the attack is successful or not. HIDS detect real intrusion very accurately.
HIDS Vs NIDS:
Compared to HIDS, NIDS generates more false positives. NIDS has wide-angle range of the network but HIDS has limited view. NIDS depends on the integrity and availability. NIDS has some disadvantages in designing process. [2][8]
2.2 How IDS works:
It has a capability of minimizing the overhead on the system without any changes in network speed. It also identifies the divergence of the system normal activities. IDS monitor themselves that it should not compromise any where. It is used to the system and also the usage of the system.

We got different methodologies of detecting intrusions

Signature Detection

Anomaly Detection
2.2.1. Signature Detection:
Signature detection is the most significant and accurate method to detect the attacks. Signature is created to the intrusion which exactly matches with the same characteristics. Each and every packet should be compared with the signature of the intrusion. If the signature of the packet doesn't matches with the assigned signature then the system gives an alert of the malicious activity.
2.2.2. Anomaly Detection:
Anomaly detection is nothing but as measuring the normal behavior of the system. It just measures the norm over a time period to detect the misuse of the system and gives an alert.
2.3 Malicious packets:
In internet world day by day the security to the computer network is going to be reduced in different ways. The security in the sense the privacy of the computer is reduced, the hackers tries to break the security of the system in different ways like by sending worms, virus, and also by sending the malicious packets without the user knowledge. Malicious packets are nothing but as the packets containing malicious data that can break the security of the system. These packets act as normal packets that system receives normally and work normally, but it contains the malicious data which cause harm to the system. And also we got different ways to detect the malicious packets and also to remove them in a safe with out causing any harm to the computer system. The filtering is the better way to block the different types of threats and also malicious data packets. This blocks the data when they passes through the network interface. The processes of examining the

Packets are took place in network and transport layer headers. By checking the source address, destination address, ports of their source and destination and also by the protocols the packet can be differentiated whether it is a malicious packet or normal packet. Filters evaluate the packets from first to last. The packet has to match with the filter rules criteria either the block or pass. If the packet doesn't matches with the quick keyboard then the packet has to examine against all the filter rules before going to any other action. If any this suspicious then it will block the packet to protect the security of the system
2.4 Detecting Malicious Packets in exist:

Protocol-based intrusion detection system (PIDS):
Protocol-based intrusion detection systems (PIDS) have a system that sits in front end of the server which monitors and analyzes the communication protocol between connected devices. For a web server this monitors the HTTPS protocol stream and also understands the HTTP protocol which is related to the web server which is trying to guard. Application protocol-based intrusion detection system (APIDS):

Application protocol-based intrusion detection systems (APIDS) have system that sits within the group of servers and it monitors and also analyzes the message on application specific protocols.
Host-based intrusion detection system (HIDS):
A host-based intrusion detection system (HIDS) has an agent on a host which can detects the intrusions by analyzing the file-system modifications, application logs, system calls and other host activities and state. [3]
3.1 Software and tools Used
In order develop my “Unified Packet Signature Based Malicious Threat Prevention and Failure Report Generator”, I have used Java Develop Tool kit (jdk 1.5.05).In java we don't have a package in network interface to get packet information we use a special package Winpcap and Jpcap should be installed off.

As I have user interface created in web based environment in use Java Server Page and their servlet programming which should have a server. In this environment I use a web server Apache tomcat 5.0.
3.2 Application structure:
In this system integration of malicious packets detection with the service failure monitoring system is designed. Up to now these tools were different Systems with different configuration methods. This system ensures one tool to detect failure services and intruders. To make application available for many operating systems authors decided to use Java language (Java Virtual Machine can be installed on most popular operating systems). To get a low level access to the Ethernet network devices a jpcap library was used. The jpcap get an access to the standard operating system function written in C and C++ language by Java Native Interface (JNI).

The JNI is a standard programming interface for writing Java native methods embedding the Java virtual machine into native applications. That allows Java code running in the Java Virtual Machine (JVM) to call and be called by native applications (programs specific for hardware and operating system platform) and libraries written in other languages, such as C, C++ and assembler.
3.3 Why java?
The reason why I choose the java is it allows executing same program in various operating systems like Linux, Microsoft Windows and also it is designed in such a way that the code can be executed from remote source securely. It also contains built-in support for using oh the computer networks. In this language all the codes are written in the plain text format and files should end with the .java extension. And those files are compiled into .class files by the java compiler. The java launcher tool runs the application with java virtual machine.
4. Application Design:

4.1 Architecture Design:
[1] Page 12
4.1.1. Packet decoder:
It decodes the packet and it captures the packet in sniffer mode using Winpcap. And those packets are sent to processor.
4.1.2. Preprocessor:
It is responsible for preparing packages for analysis. Sometimes processes can cause some problems with detection. To effort this preprocessor analyzes Connection and prepare package sequence for engine module.
4.1.3. Signature database:
It is specially prepared patterns database. Every incident is analyzed to get a regular expression describing the type of attack attempt. There are a lot of signatures in the database. Authors of this project used signatures form the project Snort, because the database is still being developed by the Snort Project Team, so updates are often released.
4.1.4. Detection engine:
It takes packets from preprocessor and compares them with special Signature from the database. Result of the compassion is sent to outgoing module, where a report is prepared.
4.2 Use case diagram:
In this diagram the client acts as user and he deliver packets to Winpcap. Wincap allows transferring packets to preprocessor, and then this preprocessor will detect the packets which were transmitted by client. After detection we can identify the packets which were delivered by client.
4.3 Class diagrams:
In class diagram the Winpcap allows the transfer packets to GUI through jpcap. In GUI the packet test and getting packets will be done. After getting packets they are transfer to the preprocessor. Here with the help of signature data the packets will detect and transfer to detection engine.
4.4 Sequence Diagram:
In sequence diagram it will explain step by step how the packets are delivered from Winpcap and how it is identified. The Winpcap allows the packet to capture and it will be delivered 2 jpcap, in this jpcap the packets are developed and transfer to GUI. Here the GUI will analyze the packet which is sent by Winpcap and deliver to preprocessor, by signature data the preprocessor compare the packets and send to the detection engine. This detection engine will identify the packets.
4.5 Collaboration Diagram:
In Collaboration diagram it will explain step by step how the packets are delivered from Winpcap and how it is identified. The Winpcap allows the packet to capture and it will be delivered 2 jpcap, in this jpcap the packets r developed and transfer 2 GUI. Here the GUI will analyze the packet which is sent by Winpcap and deliver to preprocessor, by signature data the preprocessor compare the packets and send to the detection engine. This detection engine will identify the packets.
5. Malicious Packets Detecting:
The main aim of the system is to detect all types of malicious network traffics and computer usages. The intruder detection and the reporting failure help administrator teams to keep the computer system safe. The second part of the system checks all services in the network and reports if one or more services work inappropriately.

The Application consists of two main parts which are available to user:
Malicious Packets Detection
Internet Services Failure Report Generator

These two parts can work independently. The application was tested on various operating systems, including Linux and Microsoft Windows XP Professional. The application has a modular structure, every part of the system consist of cooperating modules.
5.1. Malicious Packets Detection:
Intrusion detection is the most important activity of this system. The antivirus system detects the viruses in the same way the IDS monitors the packets on a network and compares them with the assigned signatures in the data base or attributes for known malicious threats. But the only problem is finding a new threat and the signature for the new threat is not in the signature database. To come up this problem we have a solution to update this application every time snort project is used for signature database.
Malicious detection has four modules:
Packets decoding from a network,

Preprocessor preparing packages from network,

Signature databases
Detection engine

5.1.1. Winpcap:
Winpcap is also known as packet capture driver. Winpcap is a standard tool for network link layers. It captures packets from the network and transmits them to the snort. Winpcap has a driver which extends the operating system and it supply low-level network access. It saves packet to hard drive. [6]
5.1.2. Jpcap:
Jpcap is an open source which is used to capture the packets and sending the network packets. Jpcap captures the packets from a network interface and analyze packets in java.

Raw packets are also captured. Packets are also saved as offline file and we can also read those offline files. Before dispatching the packets to the application every packet should be filtered by the jpcap according to the user specific rule. [7]
5.1.2. Jpcap:
Jpcap is an open source which is used to capture the packets and sending the network packets. Jpcap captures the packets from a network interface and analyze packets in java.

Raw packets are also captured. Packets are also saved as offline file and we can also read those offline files. Before dispatching the packets to the application every packet should be filtered by the jpcap according to the user specific rule. [7]
5.1.3. How jpcap works:
To capture the packets jpcap has to tell which network device has to be used. After choosing the network device it has to be opened by another method. The open devices method has four arguments. The four arguments are time out values, the device name has to be opened, at the sane time maximum number of bites can be read, Boolean value decided whether the device can put into promiscuous mode or not. Jpcap object which is used to capturing the packets is the open device. Then it calls process packet or loop packet. If it calls process packet, the jpcap starts capturing the packets by the time given by open device or to reach the maximum number of packets to be captured. If it calls loop packet is capture to the maximum number of packet. [7]
5.2. Preprocessing:
Snort preprocessor has divided into two categories. The preprocessor can used to detect the packets that performs suspicious activity and also to alter the packets. Examine preprocessor detects the suspicious activity. This type of preprocessors is also efficient in finding the non-signature-based attacks. On other hand other preprocessors are in charge to stabilize the traffic. A Packet is a formatted unit of data carried by a packet mode computer network. A packet has two varieties of data one is control information and the other one is user data which is also known as payload. The first type of packet offers the

Data and the network require delivering the user data. Different rules are used by the different communication protocols to differentiate the elements and also for formatting the data. A good correlation is that a packet is to be considered as the letter. The header is same as the envelope, and data area is considered as the matter inside the envelope. In some networks larger packets are split into small packets. Error detection and multiple hosts addressing are the two major results when a network is designed by using packets.

Preprocessor is responsible for preparing packages for analysis. Sometimes processes can cause some problems with detection. To effort this preprocessor analyzes Connection and prepare package sequence for engine module. The traffic has both single and joint distributions. The single distribution packet attributes from IP headers TCP headers are time-to-live values, packet size, protocol-type values, source IP prefixes, TCP flag patterns and finally server port numbers. Compared to sort port and destination port numbers sever port number is more stable due to the well know port numbers are small numbers and main reason is internet traffic uses well known port numbers. Joint distribution packets have different combinations like <Packet-size and protocol-type>,

<Server port number and protocol-type> and <source IP prefix, TCP flags and packets size> some times a Joint distribution represents the uniqueness of the traffic distribution for a site in better way, so it's very hard guess for the attackers. [2] Page 46
5.3 Signature Database:
It is specially prepared patterns database. Every incident is analyzed to get a regular expression describing the type of attack attempt. There are a lot of signatures in the database. Authors of this project used signatures form the project Snort, because the database is still being developed by the Snort Project Team, so updates are often released.

Snort is a tool which is used to different types of functions associated to intrusion detection. Snort can use in different types like packet logger, sniffer and network intrusion detection system.
Requirements:
Snort can be run on a huge number of various platforms. Snort supports on the architectures like Alpha, Sparc etc. it is also well-matched with various operating systems like Linux, Solaris, Windows professional. Etc.
5.3.1. Working with the snort rules:
A snort function is an open source project. It works with various operating systems like Linux, windows professional, Solaris etc. For most of the intruder activity has some kind of signature. Snort rules are created by using the information about these signatures. The one of the way to find out the intruders with their tools and techniques is keeping the honey pots where most of the intruder activity occurs. Snort's rule detection system is based on the intruder signatures. Snort 1.x analyzes only the network and transport layer headers and it cannot evaluate the application layer. And snort 2 is supporting the application layer. Snort has most wide range of attack signature for any IDS. The primary component of the snort is detection engine which is responsible for signature matching.
5.3.2. TCP/IP Network Layers:
Snort rules are practically applied on different protocols in TCP/IP Network layers. TCP/IP is five layer protocols. All the five layers communicate by interacting with each other.

Physical Layer

Data Link Layer

Network Layer

Transport Layer

Application layer

In other word data link layer it also knows as network interface layer. The data link layer is assigned with the Ethernet addresses. Both the physical layer and data link layer has the drivers for network interface adapter, physical media and network interface adapter.

The network layer is also called as internet protocol layer and is responsible for the data integrity and also point- to-point data communication. ICMP is also a major protocol in this layer. The transport layer is TCP/UDP layer in the TCP/IP protocol. TCP is used for connection-oriented and for reliable data transfer from source to destination and UDP is used for connectionless data transfer. The UDP is used only where the data loss can be tolerated because UDP protocol has no guarantee that the data sent will reach the destination. The application layer has the applications to afford user interface to the network
5.3.3. The First Bad Rule
The first (very) bad rule does an excellent job of testing in cases where Snort is working and also it is able to generate alerts.

alert ip any any ->

any any (msg: "IP Packet detected";)

When the snort is installed for the first time this rule can be used at the end of the snort.conf. For every captured IP packet it generates an alert message. When left as it is it will fill up the disk space. Since no information is conveyed so we call it as a bad rule. Eventually there is no use of a rule that tells you nothing other than the fact that Snort is working in permanent basis. This should be the initial test to confirm Snort is installed properly. The terms used in the rule are given a detailed explanation below:

The term “alert” illustrates that this rule gives an alert message when the captured packets met their criteria.

The -> sign indicate the direction of the packet.

The “ip” part indicates that this rule would be applied to all IP packets.

For a source IP address, the first “any” is used and indicate that the rule would be applied to all packets.

For the port number, the second “any” is used. Since port numbers are not relevant to the IP layer, the rule would be applied to all packets.

The destination IP address uses the third “any” and indicates that irrespective of destination IP address the rule would be assigned to all packets.

Then the fourth “any” is used for destination port. Once more it is not relevant due to this rule is for IP packets and port numbers are irrelevant.

The rule options would be the last part and it has a message that would be logged along with the alert.

The next rule generates alerts for all obtained ICMP packets this rule is used to find out the working of Snort

alert icmp any any -> any any (msg: "ICMP Packet found";)

To test the Snort machine, we have to send a ping packet. Then we can use this rule when installing Snort to confirm it works fine. [1]
5.3.4. CIDR:
Classless Inter-Domain Routing intention is to make use of internet address by eradicating different classes. The concept of CIDR is to assign various addresses which allow summarizing into small number of routing table. CIDR defines some number of bits in the netmask field. But class-based networking cannot do this because the number of bits was fixed in this. With the help of CIDR the network address are written with the number of bits in the netmask at the end of the IP address. In snort all the addresses are written with CIDR notation, this is the better way to monitor any subset of hosts. [1]
5.3.5. Structure of a Rule:
All the snort rules have two valid parts one is rule header and the other one is rule options.

Rule Header

Rule options

The rule header has the information about what action can a rule takes. Rule header has a criteria meets a rule against the data packets. The rule options have message alerts and also the information about the packet which generates the message alerts. The options parts also contain additional criteria that meet a rule against data packets. One type or multiple types of intrusion activity can detect by the Rule.
The structure of the snort rule header is given below
Action

Protocol

Address

Port

Direction

Address

port
5.3.5.1. Rule header:
A snort rule has divided into two sections to reduce the false positives. The first section is rule header and the second section is rule option. The rule header has a section of rule in the first parentheses. Snort states the rule action, direction operator and protocol because only a few possible actions can trigger by the rule. And it monitors only a few limited protocols.
Rule action:
This action comes under the first part of the snort rule. This action has three built-in-options. An action is done only if it satisfies the conditions that mentioned in rule.
Alert:
When the rule condition is true for an exact packet then Alert sends an alert message and it tries to log the packet. An alert action generate alert in various ways. Alert generated packets are sent to the alerting output system.
Log:
This action only used to log the packets. In the same way as alerts the log can logs in various ways. The main difference between the alert and log is the log action only the log packets but the alert action sends alert and also logs the packet.
Pass:
This action is used to the snort to ignore the packets. These rules are also used to avoid false positives. Some times pass rule may be risky. From the snort the malicious traffic may hide because of poorly written pass rule.
Protocol:
This rule parameter confirms for which protocol suite or protocol this rule should apply. The protocols that monitors by the snort are IP, ICMP, TCP and UDP. Only for the IP protocol the packet type was checked by the link layer header with snort. For remaining protocols snort uses IP header to check protocol type. In the header part of the rule protocol plays an important role.
Dynamic:
By using the activate action from other rules dynamic action has to be invoked. Normally dynamic action is not applicable on a packet. This rule should be activated only with activate action from other user.
Address:
In snort rule we got two address parts. Using this packet source address and destination address can be known. The address must have a slash character and number of bits in the netmask.
Address Exclusion:
Exclude addresses are provided by the snort by using the exclamation point which is a negation symbol.
Address list:
This helps in specifying the address list with snort. To apply this rule to all addresses, the addresses are split by using the symbol comma (,).
Direction:
This field gives the destination address, source address and also port numbers.

This field has three symbols they are A->, A<-, A< >

A-> symbol explains that the given address and port number in left hand side of the direction field is source and the other hand side gives destination. And for A<- it shows the address and port number of right hand side travels to the address and port number to the left hand side in the direction field. For A< > explains that this rule is applicable to packets traveling on both the directions
5.3.5.2 Rule options:
The definite signature and the allocated priority is the rule option. The rule option in the signature part has one or more option keywords. To build the traffic signature this option keywords are used. The rule option follows the rule header and is enclosed inside a pair of parentheses. Large numbers of Options are separated with a semicolon. The multiple options form a logical AND. Option have two parts one is keyword and another on is argument. Argument and keywords are separated by a colon.
The classtype Keyword:
Classification.config which is also integrated in snort.conf file which is used in keyword this is the first thing that identifies the classtype. For each and every line in the Classification.config has a syntax that is given as config classification: name,description,priyority. The name is used for the classification with the classtype. The default priority of the classification is given by priority number.

The default priority can also be changed inside the rule options using priority keyword.
The ack Keyword:
The TCP header has an acknowledgement Number field. The field is 32 bit long which gives the sequence numbers to the TCP packets to senders and receiving. All the destination packets should be in the host and an alert is generated when a TCP packet is received. Any value can be used with in the ACK keyword in a rule and it is added to snort to detect the type of attacks. [1] page 75-111, [2]page 251-257, [13], [5]
5.4. Detection Engine:
The primary component of the snort is detection engine. The detection engine has two rules one is parsing and the other one is signature detection. The attack signatures are built by parsing the snort rules in detection engine. Only when the snort service starts the rules should be loaded. It means that if rule is to be added or deleted the snort daemon should be refreshed. The detection engine process the rule header and rule options in different ways. It takes packets from preprocessor and compares them with special Signature from the database. Result of the compassion is sent to outgoing module, where a report is prepared [1] page14, [2] page 61, [4]
5.5 To reduce the false positives:
In today's world the rate of false positives is increasing, in order to reduce the false positives the snort should be tuned. Snort has to monitor and the amount of bandwidth has to enlarge. This factor plays an important role in tuning snort. The two goals of the tuning snort are to reduce the number of false positives and also to reduce the number of packets which is dropped to zero amounts.

Tuning the network by eliminating the multicast traffic at network level will also reduce the amount of traffic that snorts has to process. Filtering can be used to reduce the traffic. This also made packets dropping.
Preprocessors tuning:
The configuration changes have to be made for the preprocessors when the packet dropping continues. The preprocessor has to maintain sufficient memory for tuning the preprocessors. If it does not have sufficient memory, snort may miss the complete attack.

If it doesn't sufficient memory it cannot normalize the packets. So enough memory to the preprocessors is a compulsory requirement.
Ruleset refining:
The snort ruleset can be tuned to get better performance for snort. This will also reduces the number of false positives. The ruleset of the snort has rule header and rule option the rule header gives the alerts, protocols, ports, addresses for monitoring the snort. The rule option gives actual signatures and it has external resources.
MySQL tuning:
In snort intrusion detection MYSQL is the important database. The indexes of the table has to be increased which are used to increase the speed.

The alerts have to be deleted in order to the priority given to the alerts. To keep the intrusion database functional the false positives has to be deleted after finding the history of the false positives. The deletion took place in the way the alerts are saved.

[2] page207-220
6. Service Failure report Generation:
One of the elements of a system signifies the application monitors services existing in a secured network. A report is generated in an interval of time by examining each and every service on the server. If any thing wrong, in the sense if any service is down a report that contains about the service is sent to the administrators. This element of the system has a plugins and basic modules.

Any programmer that who knows the basics of java language can write the plugins by satisfying the condition that the plugins has to implement the Service Test interface. The service test interface is especially designed to get more functional testing module. The function check () gives a basic answer that is “Service is working or not”. The system represents the testing module and application monitors services available in a secured network. The available services are HTTP, SMTP, POP3, SSH and TOMCAT.
6.1. James server
The Java Apache Mail Enterprise Server an open source which is written in java. James is based on accessible protocols. James server is designed in way it stores message data and also user information like authentication of users and also user names etc. some times James server acts as a mail application platform. Normally James projects hosts the Apache Mailet API so the James server is also a Mailet container. So these aspects makes James server to write, design and arrange the custom applications for mailing process. James allow administrator to generate powerful applications.

On the top of trunk version of Avalon application frame works James is built. Component oriented programming and inversion of control has been encouraged by the framework as a good set of development practices. It is an open source project which produces a robust, flexible and a powerful enterprise class server. This server provides email and email services. It is designed in way that James can practice email in different styles. On the top of the Avalon Framework James server s built. The applications can be contact during mail is processing.

For a complete collection of servers and its related components James sever is implemented and it also provides the complete email solutions. The related components are explained below.
POP3 Services:
To retrieve email messages by users POP3 protocol is used. To download and manage the email messages the most efficient method is POP3 service. This service in James version is very simple and straight forward implementation. It provides full compliance and regarding common POP3 clients it gives good compatibility.
SMTP Service:
It is expanded as simple mail transport protocol service. For sending and delivering emails on internet it is the most common method adopted. For SMTP specification, James provides full function implementation giving support to some optional features which includes message size limits and encrypted client/ server communication.
NNTP Service:
For storing messages and retrieving messages from new servers NNTP service is used. It is simple and straightforward to implement a server and it supports features like NNTP authentication and encrypted client/server communication. [12]
7. Testing and implementation:

Implementation:
The main aim of the project is to detect the intruder packets and also to detect the failure services in the LAN network through a web interface. The total implementation is done by using the programming language JAVA and special packages like Winpcap, jpcap, Netbeans IDE, Apache Tomcat, MySQL, MySQLyog.

The total program is done in JAVA. The Winpcap and Jpcap is used to capture the packets and decoded. Those packets are sent to the preprocessor where those packets are prepared for analysis. And then those packets are sent to the signature database where snort rule is applied. The signature database has various signatures for different intruders. But it only contains known intruder signatures. To update the signature for new intruders snort rule is applied here. Snort rule is clearly explained above that it makes an alert when an intruder packet attacks the network. The snort rule makes the alert only when it satisfies the criteria that apply for snort rule.

The snort rules checks every thing like protocols, source, destination addresses, port numbers, priority numbers, hops, etc. Then from the signature database the packets are sent to the detection engine. It takes packets from preprocessor and compares them with special Signature from the database. Result of the compassion is sent to outgoing module, where a report is prepared.

Netbeans IDE is used to compile the java program where we can see the packet is attacked by intruder or not. And with the tomcat a web interface is created. MySQL and MySQLyog are used to design a database. This acts as database for the intrusion action saves. All the intrusion detection alerts are saved in the MySQLyog. Using tomcat server a web interface is created in local host. The web interface has an authentication by giving an username and password. By giving the username and password in the web interface to get the server status in the network and also the intrusion detection log repost with message and its action.
Testing
* Testing is a process of running a program with the objective of finding errors.

* The better test has a high chance of result in finding the undiscovered errors.

The objective is to design tests that scientifically uncover different classes of errors. Testing doesn't show the defects that are absent; it shows that which are detected by the software.
UNIT TESTING:

Interface
Number of input parameters should be equal to number of arguments.

Parameter and argument attributes must match.

Parameters passed should be in correct order.

The Global variable definitions that consistent across the module.

If module does I/O,

* File attributes should be correct.

* Open/Close statements must be correct.

* Format specifications should match I/O statements.

* Buffer Size should match record size.

* Files should be opened before use.

* End of file condition should be handled.

* I/O errors should be handled.

* Any textual errors in output information must be checked.

Local Data Structures (common source of errors)

* Improper or inconsistent typing.

* Erroneous initialization or default values.

* Incorrect variable names.

* Inconsistent date types.

* Overflow, underflow, address exceptions.

Boundary conditions and Independent paths
Error Handling
* Error description unintelligible.

* Before error handler gets control the condition should be handled by the run time of the system
INTEGRATION TESTING

Top down Integration
Modules that are integrated by moving down the program hierarchy also use breadth first or depth first top down integration. It verifies the major control and conclusion points early in the designing process. Mostly top-level structures were tested. The implementation of complete function, tests and demonstration is allowed by the depth first implementation. Bottom up integration testing as its name implies begins construction and testing with atomic modules.
Validation Testing
Validation testing is aims to demonstrate the functions of the software which the customer expecting. This tests conformance the software to the Software Requirements Specification.
Validation Test Criteria
A set of black box test is to demonstrate conformance with requirements. This is check that all functional requirements satisfied, documentation is correct, all performance requirements achieved, and other requirements are satisfied (e.g. compatibility, error recovery, and maintainability).When validation tests fail it may be too late to correct the error prior to scheduled delivery. Need to negotiate a method of resolving deficiencies with the customer.
Configuration Review
A review to make that all the elements of the software configuration are correctly developed catalogue and also it will check whether it has all the necessary features to support maintenance
Alpha and Beta Testing

It is difficult to anticipate how users will really use software. If one customer wants to conduct a series of acceptance test to allow the customer validate all the requirements. If software is being developed for use by multiple customers, cannot use acceptance testing. An alternative is to use alpha and beta testing to uncover errors.

A customer conducts alpha testing at the developer's site. The customer uses the software with the developer 'looking over the shoulder' and record the usage problems and errors that occurs. Alpha testing conducted in a controlled environment

Beta testing is conducted at more number of customer sites by end users. It is ' live ' testing in an environment not controlled by developer. The customer records and reports difficulties and errors at regular intervals.
System Testing
Software is only one component of a system. Software will be incorporated with other system components and system integration and validation test performance.
Recovery Testing
Many systems need to be fault tolerant-processing faults must not cause overall system failure. Other systems require after a failure within a specified time. Recovery testing is the forced failure of the software in a range of ways to verify that recovery is properly performed or not.
Security Testing
System with sensitive information or which have the potential to harm individuals can be target for improper or illegal use. This can include:

§ Attempted penetration of the system by outside individuals for fun or personal gain.

§ Disgruntled or dishonest employees.

During security testing the tester plays the role of the individual trying to penetrate the system. Large range of methods:

§ Use custom software to attack the system.

§ Overwhelming of the system requests.

Given time and resources, the security of most systems can be breached.
Performance Testing
For real-time and embedded systems, functional requirements may be satisfied but performance problems make the system unacceptable. Performance testing checks the run-time performance in the context of the integrated system Can be coupled with stress testing, May require special software instrumentation.

Testing under various software development stages
Summary:
Intrusion detection system is either a software or hardware which monitors the system or a network for malicious attacks or activities and analyses them for the signs of security polices. Intrusion detection system has two categories which are Network based intrusion detection, Host based intrusion detection. Malicious packets are nothing but as the packets containing malicious data that can break the security of the system. These packets act as normal packets that system receives normally and work normally, but it contains the malicious data which cause harm to the system. Application design has packet decoder, preprocessors, signature database, and detection engine. The packet decoder decodes the packets and sends to the preprocessors. The preprocessor can used to detect the packets that performs suspicious activity and also to alter the packets. Signature data base has different signatures for the different know intruders. To update the signatures for new intruders the snort rule is applied. Snort rules are practically applied on different protocols in TCP/IP Network layers. TCP/IP is five layer protocols. All the five layers communicate by interacting with each other. The five layers are Physical Layer, Data Link Layer, Network Layer, Transport Layer and Application layer. The structure of the snort rule has the two divisions one is rule header and the other one is rule option. The Java Apache Mail Enterprise Server an open source which is written in java. James is based on accessible protocols. James server is designed in way it stores message data and also user information like authentication of users and also user names etc. the related components of James server are POP3, SMTP service, NNTP service. The service failure report generator it shows weather the service is working or not through the web interface.
8.Code development

9. Screen shots

9.1 Connections to wired internet:
This screenshot shows that the intrusion detection program is set as a main project and

after that the program has be rum when the system is connected to the wired internet
9.2 Showing packet information:
This shots shows running program that gives the packet information like source address, destination address, priority number, number of hops etc. this mainly shows whether the packet contains intruders or not. The output shows either the attack detected or not.

If any attack is detected it shows like attack detected true.

If no attack is detected then it shows like attack detected false.
9.3 Tomcat Server:
This shot shows the apache tomcat is set up successfully. Tomcat is used to create a web interface.
9.4. SQLyog data base:
This shows the table which contains time, message and action of the attacked packets. This table is saved in the data base
9.5. Login process:
This shot shows the by the web interface the failure report can be generated. For authentication purpose a username and a password is given
9.6