Internet technology and its security

Introduction
Today, the internet environment is much less collegial and trustworthy. With the growth of internet usage and its applications, there are increasing of awareness about the current internet security technology and rise in the number of security breaches and also the fears about engaging in the electronic commerce facilities which the internet offers.

There are few various security technologies available for the internet environment such as Encryption, Secure Socket Layer and Firewall. The objective of this assignment acquired to discuss about the various security technologies for internet environment which are mention above. The objective of this assignment is to discuss about the Encryption, Secure Socket Layer and Firewall. Encryption is the conversion of data into a form, called a cipher text that cannot be easily understood by unauthorized people. Encryption is a very necessary part of the solution to these problems, though, of course, not the complete answer in itself. But there is no practical solution which does not include encryption. The Secure Sockets Layer is a commonly-usedprotocol for managing the security of a message transmission on the Internet.Firewall is a system designed to prevent unauthorizedaccessto or from a privatenetwork. Firewalls can be implemented in both hardwareandsoftware, or a combination of both. Access passwords and firewalls are not good enough for defensive technologies, because their failure to provide real protection has been demonstrated repeatedly.
Encryption
Encryption is extremely important because much of the data that exists today is very sensitive and should be protected. The important information includes social security numbers stored by the government, account numbers stored by banks and credit card companies, and email addresses and passwords stored by websites. Without encryption, it would be very easy for these sensitive data to be stolen away and used malevolently. Social security numbers are frequently used in identity theft and credit card and bank account numbers can be used to steal money from unsuspecting victims. While for email addresses are frequently collected by spammers, and passwords can be used to gain unlawful entry and privacy intrusion into a computer system or hijack of large organization website or an account on a website.

The use of encryption restricts unintended recipients or unauthorized user from access and viewing the data, which are deemed confidential and potentially dangerous if made known to irresponsible parties. Nowadays, encryption is the procedure of transforming plaintext, data that can be read by anyone, to cipher text, data that can only be read by someone with a secret decryption key. A message before being transforms in other any format is called plaintext. Plaintext messages are converted to cipher text via some encryption method which is called a cryptosystem. Encryption technology has evolved at such rapid pace that the need to protect information grows with the lessening reliability of older encryption techniques. Basic modern encryption is not much different from the ancient civilization's substitution using symbols. Translation table lends itself very well in making a piece of data generally unreadable. However computers are much too advanced that translation table is easily broken and thus no longer viable. Instead encryption has grown into such specialized field that involve mathematical, non-linear cryptosystem that even a relatively powerful computers take months or even years to break the cipher text.

Cipher text is a form of data conversion that cannot be easily understood by unauthorized people. While decryption is the process of converting the encrypted data back into its original form, so it can be understood. The use of encryption and decryption is as old as the art of communication. In world war period, a cipher that often incorrectly called as a code can be employed to keep the enemy from obtaining the contents of transmissions. Simple ciphers include the substitution of letters for numbers, the rotation of letters in the alphabet, and the "scrambling" of voice signals by inverting the sideband frequencies. More complex ciphers work according to sophisticated computer algorithms that rearranges the data bits in digital signals. In order to easily recover the contents of an encrypted signal, the correct decryption key is required. The key is an algorithm that undoes the work of the encryption algorithm. Alternatively, a computer can be used in an attempt to break the cipher. The more complex the encryption algorithm, the more difficult it becomes to eavesdrop on the communications without access to the key. Encryption and decryption is especially important in wireless communications because wireless circuits are easier to tap than their hard-wired counterparts. Nevertheless, encryption or decryption is a good idea when carrying out any kind of sensitive transaction, such as a credit-card purchase online, or the discussion of a company secret between different departments in the organization.

There are three basic types of encryption may be considered which are symmetric key encryption, asymmetric key encryption and hash. Symmetric key encryption is an encryption method in which the same or two related keys are used to encrypt and decrypt the data. The author of the data used the "offset of five" key to encrypt the data and then communicated the key to the recipient so that the recipient can use the same key to decrypt and reveal the data. The problem that faces by symmetric key encryption is that the key must be passed along to the recipient before the data can be decrypted for reveal. When this happens, there is a risk that someone will also obtain the decryption key when the data is travel from the author to the recipient. When this happens, the encryption can be broken easily by the unauthorized person. But there is one benefit of using symmetric key encryption compared to asymmetric key encryption, which is another method that will be discuss next, is symmetric key encryption's speed. Symmetric key encryption is much less computationally intense and can be up to a thousand times faster than asymmetric key encryption. Although symmetric key encryption is quite unsafe for encrypting very important data but this method is good in fast encryption.

There are three main methods that symmetric key ciphers can be broken. The first method occurs when the key used to encrypt and decrypt the data is compromised to outside sources. When an unauthorized person has the key, the data can be decrypt just as easy as the author and recipient. Second method known as plaintext attacks occurs when an intruder already fined a piece of encrypted data with the similar key and the unencrypted version of data. A quick comparison of the unencrypted data with encrypted data will reveal the encryption key that the unauthorized use to decrypt the new encrypted data as well. Lastly, a chosen plaintext attach is one method in which the unauthorized chooses a piece of data, encrypts it with the similar cipher and different key, and compares all three types of data for clues that may lead way to the discovery of the key that encrypt the data.

For asymmetric key encryption it requires two kind of different unrelated keys. First key use public key to encrypt the data and then second key use as private key to decrypt the data. The basic idea behind this type of encryption is that the public key is freely distributed to anyone, but the private key is kept secret from public. Anyone can encrypt the data using a person's public key, but only the person that have the private key can decrypt the data. The benefit of asymmetric key encryption method over the symmetric key encryption method is the key that communicated between both parties will not decrypt the encrypted data. It only work to encrypt the data because only one of the keys can be use to decrypt the data, each person involved in the data exchange must have a private and public key for encrypt and decrypt.

However, as mentioned above, asymmetric key encryption is slower up to one thousand times comparing to symmetric key encryption speed. Author can combines the private key with the recipient's public key, and the recipient does the same with his own private key and the author's public key. The result is the same key, a shared secret key that does not need to be communicated. After the initial calculation, the progress can continue by using the faster symmetric key encryption without worry that any unauthorized can capture the key during transmission.

Hash functions are quite different type of encryption from symmetric key encryption or asymmetric key encryption. The main difference of hashes is that the data cannot be decrypted to reveal the original plaintext. Most importantly, hash does not encrypt the data one by one. Hash function to produces fixed length string called a digest. Every hash is produced by particular hash functions that contain the same length, no matter the length of the plaintext. Because the output of a hash is fixed-length, this type of encryption is very useful in particular circumstances such as applications for encrypting website passwords. When the length of the password is known, force attack can be designed to try only combinations of letters and the desired length for the password. When the length of password is hidden, the unauthorized will have to try all the way in lengths, and combinations, exponentially increasing the time required for a successful brute force attack. For password application, the hashed password usually is stored in a database or file on a website. The next time a user needs to be authenticated, the user enters his password on the website. The website then hashes the password and compares it to the stored hash of the correct password. If the two hashes are equal after compare, then the user has entered the correct password. While for another application of hashes is use to identifying identical files. This would take longer time to compare exactly contents from multiple files. However, this will be very easy to compare a number of short strings of letters and numbers that represents the content of the file. It can also keeps two different files that use the same filename from being identified as the same file. Hashing files is also a way of verifying that an executable is safe to install. Many websites that provide users to download free software include the hash of the software package file. The user can then hash the file after it has been downloaded. This ensures that the file was downloaded is correct and contain no worm or virus or the file was not replaced by a malicious program.
Firewall
A firewall is an access control device, performing perimeter security by determining which packets are allowed or denied into the network. It monitors all traffic entering and leaving the private network and alerts IT staff to any attempts to circumvent security or patterns of inappropriate use based on certain criteria like high-volume packet inspection, internal address masking and hazardous content detection. If well deployed, a firewall can provide effective defense against unauthorized access by external users. In addition to access control, an Internet firewall can also provide a central system for the administration of other network security measures. One challenge of setting up any firewall is to configure the right amount of security to sufficiently "immunize" the network against external hacking without the imposition of unacceptable limitations on internal users or undue management complexity. Firewall is a system designed to prevent unauthorizedaccessto or from a privatenetwork. Firewalls can be implemented in both hardwareandsoftware, or a combination of both. Firewalls are frequently used to prevent unauthorizedInternetusers from accessing private networks connected to the Internet, especiallyintranets. All messages entering or leaving the intranet pass through the firewall, which examines each message and blocks those that do not meet the specifiedsecuritycriteria. Firewallshave evolved into many different types. Common types of firewalls are Packet Filtering, Circuit Gateways, Application Level Proxy, Stateful Packet Inspection, Internet Connection Firewall, and Hybrid Firewall.

Packet filtering commonly use as the first line for defense purpose against any attacks from other machines outside the local area network. Since most of the routing devices already have built-in filtering capabilities, packet filtering has become so common and inexpensive method of internet security. Although packet filtering is very flexible and powerful but it does not mean that the security of local area network and internal data will be safe. Packet filtering firewall will examine the data contained in the header of the packet of data that is attempting to pass through the firewall. The data checking includes the source address, the destination and the application it is being sent to. There are three methods in which the packet filter can be configured, once the set of filtering rules has been defined by the network admin. First method of the filter is accepts only those packets that it is certain are safe, dropping all others. This is the most secure mode, but it can cause inconvenience if legitimate packets are inadvertently dropped. In the second method, the filter drops only the packets that it is certain are unsafe, accepting all others. This mode is the least secure, but is a cause less inconvenience, particularly in casual Web browsing. In the third method, if the filter encounters a packet for which its rules do not provide instructions, that packet can be quarantined or the user can be specifically queried concerning what should be done with it. This can be inconvenient if it causes numerous dialog boxes to appear, for example, during Web browsing.

Circuit gateway firewalls work on the transport level of the protocol stack. They are fast and transparent, but really provide no protection from attacks. Circuit gateway firewalls also do not check the data in the packet. The one great benefit to this type of firewall is that they make the LAN behind the firewall invisible, as everything coming from within the firewall appears to have originated from the firewall itself. This is the least used type of firewall. What this means is that the firewall doesn't simply allow or disallow packets but also determines whether the connection between both ends is valid according to configurable rules, then opens a session and permits traffic only from the allowed source and possibly only for a limited period of time. Every session of data exchange is validated and monitored and all traffic is disallowed unless a session is open. Circuit Level Filtering takes control a step further than a Packet Filter. Among the advantages of a circuit relay is that it can make up for the shortcomings of the ultra-simple and exploitable UDP protocol, wherein the source address is never validated as a function of the protocol. IP spoofing can be rendered much more difficult. A disadvantage is that Circuit Level Filtering operates at the Transport Layer and may require substantial modification of the programming which normally provides transport functions

The slowest and most unwieldy firewall is the application level proxy. This type of firewall works on the application level of the protocol stack, which enables it to perform with more intelligence than a packet filtering or circuit gateway firewall. Application level proxy type firewalls are usually utilized for enterprise firewalls rather than single home use. They determine if a connection to a requested specific application is permitted such as, Internet access or Email. This allows the user to determine what application their computers will be used for. Also known as proxy servers they not only screen packets and determine what applications are permitted to be accessed but also offer protection from outside sources by hiding internal computers from external viewing. Outside sources never make contact with the internal computers but rather must conduct all communications via the proxy server. This method in most cases exceeds the use of the average home computer user and it is more suited to small business and enterprise solutions. It is mentioned here due to the popularity of the home use of peer-to-peer networking in order to share dedicated Internet connections such as cable modems.

Stateful inspection, also known as dynamic packet filtering, is a firewall technology that monitors the state of active connections and uses this information to determine which network packets to allow through the firewall. It ensures that the stated destination computer has previously acknowledged the communication from the source computer. Stateful inspection has largely replaced an older technology, static packet filtering. In static packet filtering, only the headers of packets are checked which means that an attacker can sometimes get information through the firewall simply by indicating "reply" in the header. Stateful inspection, on the other hand, analyzes packets down to the application layer. By recording session information such as IP addresses and port numbers, a dynamic packet filter can implement a much tighter security posture than a static packet filter can. Stateful inspection monitors communications packets over a period of time and examines both incoming and outgoing packets. Outgoing packets that request specific types of incoming packets are tracked and only those incoming packets constituting a proper response are allowed through the firewall. In a firewall that uses stateful inspection, the network administrator can set the parameters to meet specific needs. In a typical network, ports are closed unless an incoming packet requests connection to a specific port and then only that port is opened. This practice prevents port scanning, a well-known hacking technique. In this way all communications are initiated by the "receiving" computer and are taking place only with sources that are known or trusted from previous communication connections. In addition Stateful Packet Inspection firewalls are also more rigorous in their packet inspections. Stateful Packet Inspection firewalls also close off ports until an authorized connection is requested and acknowledged by the receiving computer. This allows for an added layer of protection from the threat of "port scanning" a method used by hackers to determine what PC services or applications are available to be utilized to gain access to the host computer.
Secure Socket Layer
Secure Sockets Layer is a protocol designed to enable applications to transmit information back and forth securely. Applications that use the Secure Sockets Layer protocol inherently know how to give and receive encryption keys with other applications, as well as how to encrypt and decrypt data sent between the two. SSL is actually two protocols. The protocols are the record protocol and the handshake protocol. The record protocol controls the flow of the data between the two endpoints of an SSL session. The handshake protocol authenticates one or both endpoints of the SSL session and establishes a unique symmetric key used to generate keys to encrypt and decrypt data for that SSL session. SSL uses asymmetric cryptography, digital certificates, and SSL handshake flows, to authenticate one or both endpoints of an SSL session. Usually, SSL authenticates the server. Optionally, SSL authenticates the client. A digital certificate, issued by a Certificate Authority, can be assigned to each of the endpoints or to the applications using SSL on each endpoint of the connection. The digital certificate is comprised of a public key and some identifying information that a trusted certificate authority has digitally signed. Each public key has an associated private key. The private key is not stored with or as part of the certificate. In both server and client authentication, the endpoint which is being authenticated must prove that it has access to the private key associated with the public key contained within the digital certificate. SSL handshakes are performance intensive operations because of the cryptographic operations using the public and private keys. After an initial SSL session has been established between two endpoints, the SSL session information for these two endpoints and applications can be cached in secure memory to speed up subsequent SSL session enablement. When an SSL session is resumed, the two endpoints use an abbreviated handshake flow to authenticate that each has access to unique information without using the public or private keys. If both can prove that they have access to this unique information, then new symmetric keys are established and the SSL session resumes.
Secure Sockets Layer virtual private network
An SSL VPN or Secure Sockets Layer virtual private network is a form of Virtual Private Network that can be used with standard Web browser. In contrast to the traditional Internet Protocol Security VPN, an SSL VPN does not require the installation of specialized client software on the end user's computer. It's used to give remote users with access to Web applications, client/server applications and internal network connections. A virtual private network provides a secure communications mechanism for data and other information transmitted between two endpoints. An SSL VPN consists of one or more VPN devices to which the user connects by using his Web browser. The traffic between the Web browser and the SSL VPN device is encrypted with the SSL protocol or its successor, the Transport Layer Security protocol.

An SSL VPN offers versatility, ease of use and granular control for a range of users on a variety of computers, accessing resources from many locations. There are two major types of SSL VPNs which is SSL Portal VPN and SSL Tunnel VPN. The first type of SSL VPN is SSL Portal VPN allows for a single SSL connection to a Web site so the end user can securely access multiple network services. The site is called a portal because it is one door (a single page) that leads to many other resources. The remote user accesses the SSL VPN gateway using any modern Web browser, identifies to the gateway using an authentication method supported by the gateway and is then presented with a Web page that acts as the portal to the other services. Second type of SSL VPN is SSL Tunnel VPN and it allows a Web browser to securely access multiple network services, including applications and protocols that are not Web-based, through a tunnel that is running under SSL. SSL tunnel VPNs require that the Web browser be able to handle active content, which allows them to provide functionality that is not accessible to SSL portal VPNs. Examples of active content include Java, JavaScript, Active X, or Flash applications or plug-ins.
Conclusion
In this assignment, four different type of internet security are discussed. From the discussion made, author understand more about the function of those security and the important of implementing internet security in computer.
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