Internet protocol (ipv4)

Internet Protocol (IPv4)
IPv4 is an existing protocol, whose address field has 32 bit. Since while conveying data from hostto the target, data can be lost, spoilt, orpostponed and hence it can be regarded as an undependable. while transport of data each data packets do not go to the target by following the same path so it can be regarded as a connectionless delivery. At the target by following diverse routs. So, as result of it some postponement can occur. As every packet each datagram can arrive and is treated independently to hold entire address information. The packet arriving at the end point are not checked.

IP has the following services:
1. Fragmentation: In this technique big packets are alienated into smaller ones and at the end the packets are reunion and outsized packets are allowed by the said technique.

2. Addressing: It is a 32 bits long field. Generally the address are the field of the end of a packet in the packet header. Transitional roots make a decision according to this address to which root to dispatch the packet next during the voyage of the packet from root to root.

3. Type of Service: The prioritization of packet is set and an imaginary type ofservice is used to categorize each IP packets.

4. Packet timeouts: The packet forward or abandoned is decided by this field. when a packet tour through a root through root it decrease this number and forward the packet to the subsequent root., it rejects the packet if the value is set to zero.
IPv4 Addressing
Network Number and host Number are united by categorizing IP protocol address. The network and the host under that network is defined in a 32 bits fields . To make employ of this 32 bits addressing constitution as competent as possible

Three different kinds of addressing are there , which are
· Class A,

· Class B, and

· Class C.
Different number of network are sustained by different class and hosts under networks, ,according to the dimension ofthe network addresses are assigned to a network.

In IP4, classes of nets are four : Class A, B, C and D (for research purposes a fifth class E is used). The number of nets and hosts are the main difference in :
· 125 nets through 16 million hosts per net are in class A

· 16382 nets through 65534 hosts per net are in class B

· 2 million nets through 254 hosts per net are in class C

· multicast network class are in class D
The three unicast address formats in 32 bits address field
Source: Internetworking with TCP/IP,Third Edition, Volume I by Commer, E. Douglas
Address of Class C is for the small networks. This class has 21-bit of network number and 8-bit host address. 256 hosts can be enclosed.

Addresses of class B include a 14-bit network number, and a 16-bit host number which contain this class ofaddressing is 16,384, and 65,536 hosts can be enclosed by each networks

Address of class A are being occupied by big organisation of the world and is the major host holding class. A 7-bit network number, and a 24-bit host number are in this class .

Problems of IPv4 address

2^32 (over 4 billion) possible values can be formulated by the help of IPv4
· From the above line, only 4 billion network address can be formed but from the point of the view of the population is about 6.1 billion and this shortage is the downfall of IPv4.

· To classify the numeral of linked host to internet, resulted to a enormous dimension of routing table. For which routing information cannot be cumulated.
Introduction to IPv6
A novelversion of IPv4 Internet Protocol can be regarded as IPv6. IPv6 was designed to remove the defects of IPv4 and was planned to overcome the problem of IPv4. Majority of the function was preserved from the older function and some up gradation was done .

The main changes made from IPv4 to IPv6 are as follows
· Enlargement of 32 bits to 128 bits was made in IP address dimension

· configuration was made easier

· more solid verification and privacy were made

· Extensibility-Supports extension headers and flexible header options.

· More reliability about Security concern was taken into the consideration.

· QoS. Was made superior

· Performance-Simplified slogan layout and option management, and appropriate alignment of all fields in the headers
Reasons for IPv6
IPv6 was developed mainly for the expansion in the usage of Internet. New technologies and complex applications that are been developed which are becoming presently very complicated, viewing on this matter enhancement should be made regarding the supporting of no of hosts.
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Task 5 - 40 Marks (10 marks-> 675 words)

Using available Internet and library resources, research the subject of IDS (Intrusion Detection systems) in the context of computer networks and systems.

In a report of approximately 2800 words, detail the capabilities of IDSs, including the following:
1. Types of IDSs with examples. (10)

2. IDS strengths and weaknesses. (10)

3. The advantages and disadvantages of deploying IDSs from the
perspective of a Network Manager, with valid arguments. (20)

Intrusion dectection system

An intrusion detection system (IDS) is a creation that mechanizes the assessment of inspection logs and real-time system events. IDSs are mainly used to identify intrusion effort, but they can also be engaged to identify system collapse or measure on the whole performance. IDSs observe for destructions of privacy, reliability, and ease of use. Attacks documented by an IDS can draw closer from exterior connections, viruses, malicious code, reliable inner subjects attempting to execute unlawful actions, and unlawful right to use attempts from reliable locations. An IDS is considered a type of a technical detective security control.

An IDS can dynamically observe for mistrustful action, scrutinize audit logs, transmit awareness to administrators when particular events are exposed, lock down significant system files or potential, track sluggish and speedy intrusion endeavour, emphasize vulnerabilities, recognize the intrusion's initiation point, track down the rational or physical spot of the executor, end or break off attacks or interference attempts, and reconfigure routers and firewalls to avert replicate of exposed attacks. A reaction by an IDS can be active, passive, or hybrid. An active response is one that straight affects the malicious action of network traffic or the host application. A passive response is one that does not have an effect on malicious action but traces information about the problem and inform the administrator. A hybrid response is one that end unnecessary action, record information about the happening, and perhaps even reports the administrator.

a) Types of IDS:

There are two main types of IDSs:
· Host based

· Network based
Host-Based IDS

Host-based IDS observe for uncertain action on a single computer system. A network-based IDS observe for dubious action being executed over the network medium. since the concentration of a host-based IDS is persistent on a single computer, it can inspect events in much better detail than a network-based IDS can. A host-based IDS is able to locate the files and course conciliation or engaged by a malevolent user to perform unofficial activity.

Host-based IDSs can sense incongruity hidden by network-based IDSs; however, host-based IDS cannot identify network-only attack or attacks on other systems. Because a host-based IDS is mounted on the computer being observed, crackers can find out the IDS software and immobilize it or manoeuvre it to cover their tracks. A host-based IDS has some obscurity with detecting and tracking down denial of service (DoS) attacks, especially those of a bandwidth utilization nature. A host-based IDS also eat resources from the computer being observed, thereby sinking the performance of that system. A host-based IDS is restricted by the inspecting potential of the host operating system and applications.
Network-Based IDS
Network-based IDSs sense attacks or occurrence anomalies through the incarcerate and assessment of network packets. A single network-based IDS is competent of observing a huge network if installed on a backbone of that network, where a majority of the network traffic happens. Some versions of network based IDSs utilize isolated agents to gather data from a variety of subnets and report to a central management console. Network-based IDSs are installed onto single-purpose computers. This permits them to be toughened in opposition to attack, lessen the number of vulnerabilities to the IDS, and permit the IDS to function in stealth mode. In stealth mode, the IDS is unseen to the network and trespasser would have to recognize of its exact site and system recognition to notice it. A network-based IDS has slight pessimistic affect on the whole network performance, and because it is installed on a single-purpose system, it doesn't unfavourably influence the performance of any other computer.

On networks with enormously huge volumes of traffic, a network-based IDS may be not capable to maintain up with the flow of data. This could cause the IDS to overlook an attack that happened during soaring traffic levels. Network-based IDSs do not frequently work well on control networks, particularly if the routers do not have a scrutinize port. Network-based IDSs are employed to check the substance of traffic if it is encrypted through broadcasting over the network medium. They are frequently able to spot the beginning of an assault or the incomplete attempts to commit an attack, but they are incapable to supply information regarding whether an attack was complete or which precise systems, user accounts, files, or applications were exaggerated.

An IDS ought not be viewed as a sole universal security resolution. It is merely part of a complex security resolution for surroundings. Even though an IDS can recommend numerous profit, there are numerous disadvantage to judge. A host-based IDS may not be capable to inspect every point if the host system is overworked and inadequate completing time is approved to the IDS processes. A network based IDS can go through the same difficulty if the network traffic load is soaring and it is incapable to process packets capably and rapidly. A network-based IDS is also not capable to scrutinize the contents of Intrusion Detection encrypted traffic. A network-based IDS is not an efficient network-wide resolution on switched networks because it is incapable to analyze all network traffic. An IDS may originally create abundant fake alarms and needs significant management on an in progress basis.

(b) IDS strengths and weaknesses

Strengths:

A a small number of well-placed sensors can check a huge network

Sensors are inactive devices that listen to network interchange in actual time devoid of interfering with usual operation. A NIDS can be integral to a network with minute impact

Sensors can be ended very secure against hit and can even be finished unseen to attackers

A NIDS can sense an attack before it reaches the under attack system

A NIDS is classically platform-independent and fairly simple to install

Weakness

A NIDS may be besieged by extremely elevated traffic volumes, may not be able to check all packets, and so may fail to notice an attack

Switched networks cause problems. A sensor cannot observe beyond a single division, which can edge the series to a single host, and compel the organization to install many sensors. Switches that offer monitoring or scanning port can moderately lessen this issue.

A NIDS cannot understand encrypted network traffic, e.g., if the organization employs VPNs. This will turn into extra significant as organizations transfer to IPv6.

A NIDS cannot conclude with confidence whether an attack was victorious.

Sensors may convey huge volumes of data to the management console, consuming accessible bandwidth and causing latency inconvenience.

Strengths and Weaknesses of Host-Based Intrusion Detection Systems

Strength

A HIDS monitors actions local to a host and thus can sense attacks that a NIDS cannot. It will observe in features precisely what the invader does: command execution, file access, system calls, etc

A HIDS can allocate the consignment associated with monitoring across accessible hosts on a huge network.

A HIDS is unchanged by encrypted network traffic as data has been decrypted when it is observed by the sensor.

A HIDS can watch communication between users and servers/applications permitting it to sketch mishandling to a identified entity.

Weakness

An OS-specific or sensor must be established, configured, and preserved on each host to be sheltered

A sensor employs the assets of the host it is monitoring and, hence, imposes a performance price

As a HIDS depends on happening and review logs, it is vital that logging is accurately configured to produce all mandatory records, probably impacting business application software.

Technicians other than network/security individuals will be prone to uphold the host, and a sensor is at danger of being immobilized if it appears to obtain in the way of business application software. A HIDS may be attacked and immobilized as component of an attack on the host. A HIDS can be immobilized by definite denial-of-service attacks.
(c) Advantage of using IDS from the perspective of a Network Manager
· An IDS may react to an recognized attack, mistreat, or irregular action in two ways. The first is a passive response, one where the IDS merely notifies dependable staff of an occurrence by way of console messages, e-mail, cellular phones and updates. Some commercial IDSs produce Simple Network Management Protocol (SNMP) alarms and attentive, reporting them to a network management system.
Frequently, the IDS also has the capability to employ in an active response to vital events where it takes remedial or positive action. Actions can consist of:
· Spotting a system vulnerability,

· logging off a user,

· terminating a connection,

· selectively escalating monitoring,

· reconfiguring a firewall (to obstruct an address that was the basis of the detected intrusion or to strangle the quantity of traffic authorized through a port), and

· disconnecting a port.

· Reporting Mechanisms
When it perceives a threat, an IDS normally dispatch an alert to a centralized management console where alert information can be documented and brought to the awareness of an administrator. Some IDSs can produce reports of system events and intrusions detected over a scrupulous reporting phase. Some offer intrusion data in formats appropriate for enclosure in database systems or for employment in report-generating packages.
3. IDS Configuration
characteristically, an IDS offer capacities for selecting which attacks are scrutinized. Depending on the precise implementation of an IDS, an administrator may be capable to choose:
· which attacks will be scrutinized,

· what the reply will be for every detected interruption,

· exact cause and target addresses to be observed or barred, and

· categorization of the class—the significance or harshness—of every alarm.
This ability is significant to optimize the monitoring ability for IDS. In this method, it is likely to spotlight the sensor on exact proceedings of attention, and the reply that the IDS will include on the detection of events.

In brief, Advantage of Deploying Intrusion detection system

Intrusion detection permit organizations to defend their systems from the hazard that approach with rising network connectivity and dependence on information systems. Given the intensity and character of modern network defence threats, the question for security professionals should not be whether to employ intrusion detection, but which intrusion detection quality and potential to use. IDSs have achieved approval as a essential accumulation to each organization's security infrastructure.

When used faithfully and proficiently, IDS products can offer valuable warning of malicious activity and highlight security vulnerabilities, thus providing an added layer of defence. Without them, network administrators have slight possibility of knowing about, much fewer assessing and responding to, malicious and unacceptable activity. correctly configured, IDSs are principally valuable for monitoring the network border for attacks originating from external and for monitoring host systems for undesirable insider activity.

IDS products involuntarily reassess enormous quantity of system and system data in actual time, recognize doubtful action, offer real-time computerized warning to defence personnel, direct additional enquiry, and occasionally automatically react to particular attacks. Appropriately used, an IDS invention can spot frequent attacks, attempts to utilize identified flaw, network search, or vital supply surplus in a rationally timely mode. By recognizing victorious unacceptable activity, IDSs can obliquely focus network and system vulnerabilities, permitting repair and fine-tuning.
Limitation of Intrusion Detection System (IDS)
Though the IDS can recognize that an intrusion has taken place or is in development, and it might be able to offer the intruder's IP address, the security administrator or network boss must then examine the attack, decide how it happened, and correct the trouble. In precise, an organization should have both the ability and, furthermore, the determination to take action quickly to any vigilant at any instant.

[NEED TO READ Mastering Network Security AND Guide to Computer Network Security 184800916X]
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