Internet is transforming enterprise networking

Abstract:-

Introduction: -
The Internet is transforming enterprise networking. As its universally available, high performance and low cost, it is creating a heap of opportunities to work more effectively and economically, and achieve a competitive advantage. The most flourishing enterprises will be those that most effectively control the power of the Internet.

The great opportunity that internet brings is to substitute traditional private wide-area networks with Virtual Private Networks ('VPNs'). A VPN is simply defined as a service that appears to its users that they are connected directly to their private network, when actually they are connected using the public Internet. VPN approach is particularly attractive for remote access. A remote access VPN decreases the costs associated with present systems, it also highly increases overall performance.

VPN's are built using two technologies, tunnelling and encryption. Tunnelling provides the ability to increase the reach of private networks to remote locations over public shared networks in a manageable way. All the application that can be run over a private line can be run through a VPN tunnel. There are several tunnelling protocols in use, with the most prevalent being PPTP ('Point-to-point tunnelling protocol) and L2TP ('Layer two tunnelling protocol').

Encryption ensures data privacy by allowing data to be decrypted and read by only the intended recipients. The most common encryption methods are RC4, used in Windows95, and DES and triple DES, which are used by the IPSec suite of protocols. RC4, while relatively lightweight, provides security against all but the most professional code-breakers; used over the Internet it provides considerably more security that transmitting clear data over (supposedly) private lines. DES and triple DES are the techniques used for the most susceptible commercial information.
Aims and objectives
· To implement VPN

· To Build a remote VPN

· To Create VPN privacy

· To successfully use the VPN services

· To reduce cost and increase the performance of
Research question :-
VPN is not just for privacy ?
Background and overview :-

Background
The numerous definitions of a Virtual Private Network (VPN) are less than helpful for a common man to understand. Accordingly, it makes sense to begin this examination of VPN's to see if it is possible to provide a common sense definition of a VPN. The word network is perhaps the least difficult term for us to describe and understand. A network consists of any number of devices which can communicate through some subjective method. Devices of this nature include computers, routers, printers, etc and may reside in geographically different locations. The methods in which they may communicate are numerous, since there are endless electronic signalling specifications, and data-link, transport, and application layer protocols. For the purposes of simplicity, "network" is a collection of devices that can communicate in some fashion, and can successfully transmit and receive data amongst themselves.

The term private and is intricately related to the concept of "virtualization" as in VPN's are related. In the simplest of definitions, "private" means that communications between two (or more) devices is, hidden or covert in some fashion,- that the devices which are not participating in the "private" nature of communications are not privy to the communicated data, and that they are certainly completely unaware of the private relationship on the whole. Data privacy and security (data integrity) are also highly important aspects of a VPN which needs to be taken into concern when considering a particular VPN implementation. Private resources are managed by the entities that have exclusive right of access. Examples of such a private network can be found in any organizational network which is not connected to the Internet, or to any other external organizational network, for that matter. These networks are private because there is no external connectivity, and therefore no external network communications. Another aspect related to the tem privacy in VPN is that the addressing used within a VPN community of interest is separate and distinct from that of the underlying shared network, and also from other VPN communities. It is also true for the routing system used within the VPN and that of the underlying shared network. For all purposes, the routing and addressing scheme within a VPN needs to be self-contained.

Virtual Private Networks, or VPNs, are the future of enterprise networking. The very simple reason is that VPNs can cut the operating and managing costs of wide area networking to half its original. At the same time it offers substantially increased flexibility and worldwide reach. The essence of a VPN is its use of the Internet, Frame Relay or ATM networks as a Wide Area Network (WAN) backbone to supplement the expensive long-distance leased and dial-up links in a conventional private network. Sending private information via these new public networks either domestically or internationally is similar to making use of the Public Switched Telephone Network (PSTN) for internal communications, or sending confidential correspondence by mail. Enterprises can profit hugely by using these highly advanced public networks, which are operated and managed by Internet Service Providers (ISPs) and carriers.
VPN Overview:-
There are many types of VPN implementations, each one with their own particular set of technology requirements. However, VPN deployments can be grouped into three primary categories:
· Intranet VPNs:- In Intranet VPNs that facilitate secure communications between a company's internal departments and its branch offices (see Fig. 1), the primary technology requirements are strong data encryption to protect sensitive information; reliability to ensure the prioritization of mission-critical applications, such as ERP systems, sales and customer database management, and document exchange; and scalable management to accommodate the rapidly growing number of new users, new offices and new applications.

· Remote Access :- Remote Access VPNs between a corporate network and remote and/or mobile employees have different requirements. Strong authentication is crucial to authenticate remote and mobile users' identities in the most precise and efficient manner possible. On the management side, Remote Access VPNs require centralized management and a high degree of scalability to handle the huge number of users getting access of the VPN.

· Extranet VPNs :- between a corporation and its strategic partners, customers, and suppliers require an open, standards-based solution to ensure interoperability with the a variety of solutions that the business partners might put into practice. The accepted standard for Internet-based VPNs is the Internet Protocol Security (IPSec) standard. Another aspect which is highly important is traffic control. This will help to eliminate bottlenecks at network access points and guarantee speedy delivery of and quick response times for critical data.
As the VPNs represent only one component in an overall security policy of an enterprise, the main task arises is to provide a comprehensive, incorporated solution. Most VPN providers today provide solutions made to fit only one of these VPN implementations. This is exactly where the problem lies. Most companies have number of remote offices to connect together securely, along with a progressively more mobile workforce, and a need to control the Internet to get nearer to customers and partners. Therefore, a VPN solution must support all three of the above said applications, allowing offices worldwide to access network resources, mobile workers to link up to corporate intranets, customers to place orders and suppliers to check inventory levels, and all this in a highly protected and cost-effective manner. While an enterprise may only decide to implement one of the three types of VPNs today, it is essential that the VPN solution it selects is able to provide the ability to add either or both of the remaining two types effortlessly and flawlessly.
Methodology:-

Literature Review:-
The Internet is changing the enterprise networking. With its availability everywhere, with features of high performance and low cost, it is creating a heap of opportunities to operate more effectively and efficiently, and gain a competitive advantage. One opportunity the Internet brings is to substitute traditional private wide-area networks with Virtual Private Networks ('VPNs'). A VPN is simply defined as a service that gives its users the appearance that they are connected directly to their private network, when in fact they are connected using the public Internet. One element of the enterprise network for which the VPN approach is particularly attractive is remote access. A remote access VPN not only reduces costs associated with present systems, it also boosts overall performance dramatically.

To build up the VPN's two technologies are used i.e. tunnelling and encryption. Tunnelling provides the capability to expand the reach of private networks to remote locations over public shared networks in a controllable fashion. All the applications that can be run over a private line can be run through a VPN tunnel. There are number of tunnelling protocols in use, with the most prevalent being PPTP ('Point-to-point tunnelling protocol) and L2TP ('Layer two tunnelling protocol).

Encryption ensures data privacy by permitting the data to be decrypted and read by only the proposed recipients. The most common encryption methods are RC4, used in Windows95, and DES and triple DES, which are used by the IPSec suite of protocols. RC4 is comparatively lightweight, provides security against all but the most professional code-breakers. When used over the Internet it provides significantly higher security while transmitting clear data over (supposedly) private lines. DES and triple DES are the techniques used for the most sensitive commercial data.
VPN components:-
As it is necessary to develop a VPN that goes beyond the "private" in Virtual Private Networking. A VPN is a network that makes use of a public-based infrastructure, such as the Internet, to provide secure, reliable and manageable business-to-business communications. All three of these elements are essential to make a VPN operate in today's world of complex environment of computing. This is a essential change in the generally-accepted VPN definition that consists simply encryption and authentication. A complete VPN includes the three critical components of:
· Security
Including access control, authentication and encryption technologies to guarantee the security of network connections, authenticity of users, and privacy and integrity of data communications;
· Traffic Control
Including bandwidth management, Quality of Service and hardware-based VPN acceleration to assure the reliability and performance of the VPN; and,
· Enterprise Management
Includes true policy-based management to guarantee the integration of VPNs within the enterprise security policy, local or remote centralized management of that policy, and scalability of the solution.

There are four alternatives that exist presently for VPN-capable equipment for the enterprise:
· Separate firewalls

· Router "add-on's"

· server-based adapter cards;

· Fully integrated solutions.
Separate firewalls have the benefit of leveraging the present private network configuration, and are also ultimate for individual users making use of modems. The prospective up-front savings can amplify long-term management costs. Central site firewalls can be quite expensive and need a devoted server, both of which minimize any up-front savings. Since some solutions offer limited incorporation with authentication systems, directory services, tunnelling, encryption and QoS/SLA facilities, the organization may not be able to increase its VPN configuration and performance. Firewall is an important element of any VPN, but it itself does not constitute an enterprise VPN.

Router "add-ons" also try to leverage the existing private network. These devices can be installed either on the LAN side or the WAN side of a router. Most of these devices simply add tunnelling and/or IPSec packet encryption/authentication. As with the firewall-based VPN, this approach adds more devices to the network, increasing the long-term management costs. The initial configuration and troubleshooting tasks may become quite complex, as there is very less integration with the router or separate firewall

Server-based adapter cards are quite the same as the router add-ons. The idea here is to use the NOS server as a VPN gateway or router. While such a configuration may be worth using for a limited number of users, it is tricky to secure and almost impractical to scale. The burden of processing of routing, tunnelling, encrypting, authenticating and firewalling all on a general purpose PC platform requires substantial system resources. Therefore, the server must often be dedicated to VPN communications, making it an expensive attempt at a fully integrated solution.

Fully integrated systems are the only viable alternative for business-critical VPNs. The single device replaces a conventional WAN router with a VPN capable router that integrates a firewall, tunnelling, authentication, IP Security provisions and network addressing support, including RADIUS, TACACS+, Network Address Translation (NAT) and the Dynamic Host Configuration Protocol (DHCP). These systems cost little more than a conventional WAN router, allowing users to create �VPN-ready� private networks to facilitate a site-by-site migration to an enterprise-wide VPN. Systems are available for both individual users (typically ISDN BRI at 128 Kbps) and multiuser offices (at speeds up to 6.144 Mbps with multirate T1).
Check List for VPN security:-

VPN Solution
In order to effectively utilize the Internet for wide-area communications between enterprise branch offices, mobile workers, and business partners, organizations typically need to put into practice a combination of intranet, remote access, and extranet VPNs, each with a unique set of security, traffic control, and management requirements. VPN product family addresses all of these requirements in a single, integrated solution. With VPN, organizations can assimilate a VPN into their overall security framework as easily as adding another rule to the security policy. Once the security policy has been defined, it can be distributed to all network access points and managed from a single, centralized management console.
Security: The First Critical Component

VPN solutions integrate access control, authentication and encryption technologies to assure the security of the network connections, authenticity of local and remote users, and the privacy and integrity of data communications.

Access Control

Since VPN users may include employees, business partners, customers and suppliers, each with authorization to access only specific information on the network, integrated access control is a key VPN requirement.

VPN solutions, based on the Firewall enterprise security suite, offer integrated access control with support for over 150 pre-defined applications, services, and protocols out-of-the-box. Once the access control policy is defined, it is automatically deployed to all enforcement points. VPN eliminates random access security intimidations and provides the granularity required in a VPN implementation to direct users to only those applications and services which they are authorized to use.
Authentication
VPN solutions provide integrated support for multiple authentication schemes, providing customers with maximum security and flexibility. Supported user authentication schemes include X.509 digital certificates, two-factor token-based schemes, and the industry standard RADIUS (Remote Authentication Dial-in User Service) and TACACS/TACACS+ protocols. VPN also supports integration with LDAP-compliant directories for user-level security information.
Encryption
Once secure network access has been granted, a VPN solution must protect the privacy of the data being transmitted. Check Point VPN-1 meets this requirement by supporting multiple encryption algorithms and encryption schemes, including DES, 3DES, and the IPSec/IKE standards for interoperability. Encryption, decryption, and key management, including support for X.509 digital certificates, are all fully integrated into the VPN policy-based management system.

With VPN solutions, it is even possible to selectively activate encryption on particular services to ensure best performance without sacrificing privacy. VPN supports both gateway-to-gateway and client-to-gateway encryption, providing a single solution for all types of VPN deployments - Intranet, Extranet and Remote Access.

The cost savings associated with a large VPN deployment could easily be annulled if the VPN solution fails to provide an automated key management scheme. PKIs prescribe how keys will be created, delivered and revoked securely for every participating VPN site. Since the number of keys increases exponentially with the number of VPN participants, a large-scale VPN implementation quickly becomes impractical without the automated key management performed by PKIs. VPN solutions provide support for multiple PKIs to ensure interoperability with other third-party VPN applications as well as manageability and scalability for enterprise-wide deployment.
Traffic Control: The Second Critical Component

Before organizations can be certain to utilise the Internet for business-to-business communications, they must be able to guarantee the reliability and performance of these communications. For example, the ability to prioritize specific VPN communications, such as business-to-business E-commerce, is a key requirement in this area.

VPN solutions meet this requirement with the FloodGate bandwidth management solution. FloodGate enables customers to describe enterprise-wide traffic management policies that actively allocate bandwidth for inbound and outbound traffic based on relative merit or importance to all other managed traffic. FloodGate is the only solution available which is able to manage and prioritize encrypted VPN traffic. By assigning a higher priority to VPN traffic, FloodGate can accurately control the amount of bandwidth for improved VPN consistency and performance. Weighted priorities also guarantee that other traffic is not completely starved of bandwidth. FloodGate is integrated with VPN solutions, sharing the Stateful Inspection technology for traffic inspection and the user-defined network objects for easier policy definition. This integration of the security and bandwidth management components is exclusive to VPN.
Enterprise Management: The Third Critical Component

VPNs represent only one part in overall security policy of an organization. The ability to define a single enterprise-wide security policy that includes VPNs, distribute this policy to multiple enforcement points throughout the network, and manage this policy from a central management console is crucial in implementing a safe enterprise network. Also the ability to manage mounting complications and to provide relief of deployment and administration for a growing number of users is a crucial differentiator for VPN solutions.

VPN solutions uniquely meet these enterprise management requirements. VPNs are integrated into the existing enterprise security policy simply by adding another rule. New users, applications and VPN implementations can be added easily via the object-oriented policy editor. Once a policy has been produced or changed it is automatically circulated to all network access points. VPN provides multi-platform support across UNIX and Windows NT servers and internetworking devices from chief hardware infrastructure providers. Centralized management of all enterprise security components, including VPNs, from a single provides ease of administration both locally and remotely. UAM (User-to-Address Mapping) technology, a solution within Meta IP, further enhances VPN manageability by enabling single sign-on for network resources. The UAM service automatically captures associations between login names, dynamically-assigned IP addresses, and host names, and makes this information available to VPN.

Finally, VPN solutions provide integrated logging, auditing and reporting capabilities. Detailed accounting information can be collected on all communications or on a per rule basis, for greater processing efficiency. The graphical log-viewing engine provides the ability to track and consolidate every communication attempt and valid connection. Log file data is easily worth exporting to third-party reporting applications or trouble-ticketing systems. And log information is always authenticated and encrypted to ensure the safety of sensitive auditing information.
Potential VPN Problems
A simple tunnel between a client computer and an intranet brings all client traffic to the organisational network. The client computer receives an institutional IP address for the client traffic as it passes from the institutional network onto the greater Internet. Assigning a campus IP address to a remote computer can be beneficial. This network assignment permits the remote VPN system to access organisational resources, such as patch management services that are conventionally constrained to computing systems associated to the organisational network. However, this assignment also increases commercial bandwidth costs to the organisation, increases network transit times for users and presents other implications.

VPN connections rely unconditionally on "trust" between the server and the end-user machine established through an authentication procedure. While there may be reason to trust the individual's identity, there is no guarantee that the user's computer is worthy of trust. Allowing the machine transparent access to the university network may expose the institution to viruses or malicious intrusions by individuals controlling the compromised remote machine through backdoor exploits. Allowing a compromised remote computer to use a campus IP address to access Internet sites could appear to the Internet community that the university network is hosting malicious network traffic. As a means to ensure the remote computer meets specific security standards, a number of VPN solutions now employ a service that evaluates the security of a remote computer before permitting the computer to establish a VPN connection. Such measures are often referred to as "end-point" security services.

Quite often it is more advantageous to use a "split tunnel" to divide traffic from a remote computer between the campus and the Internet. This task permits campus-bound encrypted traffic to emerge with a university network address and all other traffic to use the computer's local network interface. It is worth noting that VPN traffic divide in this style may fail to provide transparent access to university-licensed e-journals, a powerful enticement to use VPN, and, without an end-point security service, does nothing in itself to secure the campus network against virus transmission or backdoor exploits.
Conclusion ;

Reference

