Information security officer
The Information Security Officer is employed within an organisation to perform core duties such as assessing risk, developing security and continuity plans, and ensuring there is a proven technique for incident management. More importantly, the ISO is required to have a deep understanding of the organisation, successfully educating the staff and management of security issues in their relevant departments.

An ISO will help an organisation in preparation for an inevitable attack, providing solutions that will keep the business in operation whilst the incident is being managed. In the long-run, it will save the organisation from loosing money and unnecessary system downtime.

This will be achieved through implementing policies and helping it comply with legislation such as the Data Protection Act, and the Computer Misuse Act.

Information security functions fall into five main categories information security policy, strategy, and goverence, engineering, disaster recovery/business continuity,crisis management and incident response/investigation, and administrative/operational.

These functions should be organized in an information security department or directorate, headed by an information security manager who may also be known as the Information security officer.(ISO).

This individual directs,coordinates,plans, and organizes information security activities throughtout the organization.

The information security function must work with many other groups within and outside the organization, including physical security, risk management, internal audit, legal, internal and external customers,industry peers,research groups,and law enforcement and regulatory agencies.

To Develop information security goals and strategy.

Information security policy and standards should be Developed and maintained.

Review logical authentication controls and access controls within consistent period (network and systems).

Approve and review physical access control to IT facilities.

Develop and maintain IT business continuity plan of the company.

Resolve information security incidents.

Establish and maintain the organization's professional reputation in the field of information security management

Provide solicited or unsolicited information security consultancy to all sections of IT and the rest of the organization.

As the individual with the primary responsibility for information security in the organization, the ISO will interact with other members of the organization in all matters involving information security, to include:
1. Develop, implement, and manage an information security program.

2. Ensure that there are adequate resources to implement and maintain a cost-effective information security program.

3. Work closely with different departments on information security issues, such as:
       -The physical security department on physical access, security incidents, security violations, etc.
       -The personnel department on background checks, terminations due to security violations, etc.
       -The audit department on audit reports involving information security and any resulting corrective actions.
4. provide advice and assistance concerning the security of sensitive information and the processing of that information.

5. provide advice and assistance to the business groups to ensure that information security is addressed early in all projects and programs.

6. establish an information security coordinating committee to address organization-wide issues involving information security matters and concerns.

7. serve as a member of technical advisory committees.

8. consult with and advise senior management on all major information security -related incidents or violations.

9. provide senior management with an annual state of information security report.
Manage compliance with information security policies and standards.

Manage approval of logical authentication and access controls.

Collection of information security metrics.

information security awareness program is managed.

Manage and assess information security risks.

Manage preparation for information security audits.

Manage compliance with information security policies and standards:-

Managers and the employees to whom security policies are applicable play the primary role in implementing and ensuring initial compliance with newly published policies. The organization-wide policies, standards, baselines, and guidelines, this responsibility extends to all managers and employees to whom they apply.

As for the security standards, this responsibility will be limited to managers and employees of the organizational element to which the procedures apply.
· Manage approval of logical authentication and access controls:-
    -Authentication system :- The Authentication system verifies the identity of the user and objects to the network. It requires that users(and objects) provide credentials for any type of the network access. Authentication systems are common in most network environments in the form of directory services. Some of the most commonly used authentication systems are Microsoft active Directory, Novell eDirectory, and RADIUS. Other more advanced authentication system must be able to communicate in some form with the access control component of the network.
    -Access Control s:- The access control component contains the specific user, group, and access policies of the network and serves as a gateway for network access. It takes the authenticated user information and reviews the individual and group rights to resources that the connection should have. It then issues commands to the network infrastructure equipment to grant specific access to the appropriate resources.
· Manage collection of information security metrics:-
    -The business of the organization must be understood by the security manager. While this seems a simplistic requirement, for large multinational organizations,this may prove to be a formidable task.
    -Information security operational risk metrics (orm) Internal fraud, external fraud, employment practices and workplace safety, clients, products and business practice, damage to physical assets, business disruption and system failures, execution, delivery, and process management.
· Manage and assess information security risks :-
    - Hardware: All servers, workstations, personal computers, laptops, removable media (CD's, floppies,tapes, etc.), communication lines, etc.
    -Software: Identify the risks of a potential security problem due to outdated software, infrequent patches and updates to new versions, etc. Also take into account the potential issues with staff installing various file sharing apps (Kazaa, Sharereactor, E-Donkey, etc.), IM (chat) software, entertainment or freeware software coming from unknown and untrustworthy sources.
    - Internet Threats: Web Browsing: define what constitutes restricted, forbidden and potentially malicious web sites, provide staff members with brief, and well summarised tips for safer browsing, additionally let them know that their Internet usage is strictly monitored in order to protect company's internal systems.
    E-mail Use: define the “acceptable use” criteria of the E-mail system, what is allowed and what is not,the company policy on using the mail system for personal messages, etc. Also briefly explain the potential threats posed by (abusing) the mail system and of the potential problems as far as spreading malicious code is concerned.

Instant Messaging (IM) Software (ICQ, AIM, MSN, etc.): whether it is allowed or completely forbidden, provide them with short examples of how an attacker might use these programs to penetrate and steal/corrupt/modify company data. Downloading/Attachments: is downloading allowed or not, useful tips for safer downloading, explanation of trusted and untrustworthy sources, best practises for mail attachments if allowed, discussion of potential threats and dangers, use of virus scanners, etc.

It helps for collection of security metrics.

It helps in regular reporting of collected metrics to information security officer.

It helps in compliance monitoring and regularly report to information security officer.

Notify the information security officer(ISO) of any perceived risks to information security.

Helping the information security officer with implementation of information security controls.

Helping the information security officer with resolving information security incidents.

Implementing security policies and standards in a business unit.

Develop and document information security procedures and guidelines.

Categorize the information system (criticality/sensitivity)

Select and tailor baseline (minimum) security controls

Supplement the security controls based on risk assessment

Document security controls in system security plan

Implement the security controls in the information system

Assess the security controls for effectiveness

Authorize information system operation based on mission risk

Monitor security controls on a continuous basis

Security incident handling:

A well defined security incident handling plan is vital to the effective operation of a computer system Listed below are the major objectives of security incident handling.

a.ISO should Ensure that the required resources are available to deal with the incidents, including manpower, technology etc.

b.ISO should Ensure that all the responsible parties have clear understanding the tasks they should perform during an incident by following predefined procedures.

c.The response is systematic and efficient and that there is a prompt recovery for the compromised system.

d.Make sure that the response activities are recognised and coordinated

e.Minimise the possible impact of the incident in terms of information leakage, corruption and system disruption etc.

f.Share experience in incident response with in and among the organization.

g.Should Prevent further attacks and damages.

h. Deal with related legal issues.

This topic is mainly about Information security officer (ISO). So,we have discussed on that in detailed and explained it in notes aswell. What are the roles and responsibilities? how Information security manger(ISO) manages things in organization? how incident can be handled?

Information security has come to play an extremely vital role in today's fast moving, but invariably technically fragile business environment. Consequently, secured communications are needed in order for both companies and customers to benefit from the advancements that the Internet is empowering us with.

It is sad to see that the possibility of having company's data exposed to a malicious attacker is constantly increasing nowadays due to the high number of “security illiterate” staff also having access to sensitive, and sometimes even secret business information. Just imagine the security implications of someone in charge of sensitive company data, browsing the Internet insecurely through the company's network, receiving suspicious e-mails containing various destructive attachments, and let's not forget the significant threats posed by the constant use of any Instant Messaging (IM) or chat applications.

The Information Security officer oversees information security activities within The company and provides consultation for incident investigations. The ISO must be notified of all information security incidents in order to maintain accurate incident data and to insure consistent information is communicated internally and externally.

The Thing is Today security technology needs human intervention and action. security monitoring by an already busy IT staff is not enough for organizations to maintain maximum information security and integrity in organization. They need a dedicated team of security analysts continuously looking at their enterprise-wide security infrastructure. This team needs to spend time to research false positives so they can build a database of events for comparison and correlation. And of course there needs to be a security analyst monitoring the enterprise 24 x 7, ready to respond to malicious attacks and anomalies according to predetermined policies and procedures. For most organizations 24 x 7 monitoring is too expensive, but as information integrity is compromised and downtime increases the effect on the bottom line becomes real. The most effective alternative to internal monitoring is to outsource an organization's security management and monitoring to a company that has the experience and expertise to share responsibility, 24 x 7, for an organization's information assets. Until we have artificial intelligence available, we can rely on human intelligence to keep our information secure.

