Increasing number of ubiquitous devices

I. Introduction
Security has been a critical network issue, especially in the ubiquitous world. While the traditional computer network has had sufficient achievements with efficient counter-measures to attacking types, the ubiquitous network has not received much attention from researchers yet. However, with the dramatically increasing number of ubiquitous devices such as sensor nodes, gateways ... and their applications, security for such kind of networks is definitely unavoidable. Since most of ubiquitous systems are developed based on TCP-IP based network due to its superior advantages, there is one trend to modify conventional computer-based security models and applications to be suitable with sensor networks since they come with some highly challenged characteristics for both hardware and software implementations. For hardware, one of the biggest challenges is the resource limitation for being use such as the memory (RAM, flash...), power consumption, computational capacity, physical dimensions, and it leads to difficulties for software implementations. Fortunately, with the advance in semi-conductor fields, those issues are gradually eased. In my research I am going to analyze and implement a small, simple-to-manage firewall based on linux embedded system for sensor networks. The hardware platform is the low cost ATNGW100 Network Gateway Kit, it meets most of forgoing issues of hardware requirements, and the software, firewall, is built on the Linux embedded Operating System to get the most of the currently available variety of proved high-quality firewall applications.
II. Strategies and Implementation
Strategies are used in this firewall system

1. Packet Filtering

This strategy is used to monitor the Network Layer and Transport Layer, analyze and validate data of each packet according to firewall filter rules, such as the header, the protocol (UDP/TCP), and the source, destination address, port number etc.... If a packet is considered to be denied, then the firewall will drop it. This strategy works at the network layer and function more efficiently because they only look at the header part of a packet. However, pure packet filters have no concept of state and can not prevent spoofing attacks and other exploits.

2. Stateful Inspection or stateful packet inspection (SPI)

This strategy keeps track of the state of network connections (such as TCP streams, UDP communication) traveling across it. It is responsible for recognizing legitimate packets for different types of connections. Only packets matching a known connection state will be allowed by the firewall; others will be rejected. Stateful Inspection monitors incoming and outgoing packets to determine not only source and destination, but also context. By ensuring that only requested information is allowed, Stateful Inspection helps protect against hacker techniques such as IP spoofing and port scanning.

3. Intrusion detection system (IDS) and Intrusion Prevention System (IPS)

IDS is used to detect several types of malicious behaviors that can harm computer system. This includes network attacks against vulnerable services, host based attacks such as privilege escalation, unauthorized logins and access to sensitive files. IPS is used to monitor network malicious or unwanted behavior and can react, in real-time, to block or prevent those activities. When an attack is detected, it can drop the offending packets while still allowing all other traffic to pass.

For given strategies, Snort is a good choice to be implemented/integrated into ATNGW100 Network Gateway Kit with Linux embedded OS since it is a lightweight, free and open source network intrusion prevention system (NIPS) and network intrusion detection system (NIDS), it can performs packet logging and real-time traffic analysis on IP networks.
III. Future Works
After taking control the ATNGW100 Network Gateway Kit, hardware platform, development tools and implementing some main parts of Snort as design requirements. In the next stage of research, I will be trying to improve and focus on some aspects:
1. Continue to try implement and analyze the performance of Snort on the the ATNGW100 Network Gateway Kit

2. Consider the idea of using neural network for firewall applications as [], implement and measure its performance

3. Consider challenged issues/characteristics of sensor networks [], and optimize the performance of application.

4. Extend and Provide some other services
DHCP (Dynamic Host Configuration Protocol)

NAT (Network Address Translation)

Encryption/authentication
5. Make application easy to use: setting up and configuring via Serial, Telnet, SSH terminals and friendly web interface.
IV. Conclusion
In my research, I have analyzed and implemented small firewall based on Linux Embedded System with the hardware platform is ATNGW100 Network Gateway Kit and software is based on Snort, a free lightweight network intrusion detection system. For this configuration, both hardware and software, this application is capable of performing more efficiently in the sensor networks which require highly challenged characteristics especially the resource limitation of being use such as the memory, power consumption, computational capacity, physical dimensions. Also for this software architecture (well-known open source operating system and application with a huge number of developer and supporters), it is easy to shift from this hardware platform to others, the software development, maintenance and upgrade are less challenge than the normal way and it is a big advantage to reduce the time to market of products.
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