In Software industry Software reuse

Abstract
In Software industry Software reuse is considered to be the key which can unlock the software development growth in the future. The potential benefits include decrease in development cost and schedule and increase in quality. One of the main issues in software reuse is the Security. This paper gives a clear picture about the Software Reuse and security issues.

Index Terms - Software Reuse, Security issues.
Introduction
In today's fast moving world people try to make their things easier, faster and with low cost. This can be applied to all fields that we face in our day-to-day activities. Now-a-days in most of the engineering fields their products are designed or developed from existing components, in which these components are been already used by some other product. By doing this it is easy to build new systems efficiently. This reusing methodology can also be implemented software development life cycle. With the help of "Software Reuse" it is easy to achieve better software with less time and cost. Even though Software Reuse has many advantages, still date this is not successfully implemented and still this is only a popular discussion and debate topic in our software industry for more than 30 years. One of the main issues that affect the Software Reuse is Security. In general we know that Security is one of the key issues in the software development industry, so this is should be resolved in an efficient way. This paper discusses about the Software Reuse and their Security issues.
Software Reuse and Security
Software Reuse is also known as Code Reuse and the key idea behind this is to use the existing software to build new software. This means using a complete or partial code of the existing software or computer program to develop a new product. By doing this, a developer can produce a quality software by saving resources such as time, cost and etc. In general the software reuse can be achieved in different levels, such as [1].
· Single/Multiple lines of code.

· Procedures/Functions.

· Modules/Components.

· Packages or

· Entire programs.
Pros of Software Reuse
Some of the main advantages of Software Reuse are as follows [1].
· Efficiency - this eventually reduces the designing or coding time.

· Standardization - gives a standard feel for all the softwares.

· Debugging - since it uses the code which is already debugged and tested the debugging will be easy and won't consume time.

· Resource Reduction - this can reduce the software development cost and time.
Cons of Software Reuse
Some of the disadvantages of Software Reuse are as follows [1].
· Mismatch - in some case the requirements or design might have some conflicts.

· Requires time/effort to convert or match with the requirements - Even though it reduces the development time in some cases it consumes time if it does not match with our requirement.

· Expense - Sometimes, some components might be costly which in turn increases the project cost or budget because this may be too expensive for the project.

· Security - This is one of the most important issues that affect software reuse. We can see this in detail in the following section.
Software Security is considered as a mandatory element throughout the software development lifecycle. According to the product security goals, the security is considered as a part of system design. So a proper attention must be given from the day one of the development process for each and every components or module that is to be developed because implementing security at the final stage of the development is highly impossible and sometime it might even affect the features of the product that is developed. If the developer decided to implement the security at the end then this will be a time consuming process and even security cannot be implemented in an efficient manner. Even this could be one of the main reasons which could affect software reuse because if security is not implemented in the individual components or module then and if we tend to use that particular module or components then obliviously the newly developed software will tend to increase the security risks. From this we can have a clear picture that security should be integrated for each modules or components otherwise it will be difficult to implement it later and moreover implementing a secure reusable software will become a question mark for the developers. Even though the use of components has many advantages, in general a component is considered highly vulnerable in terms of security. This is caused mainly by the bugs in the code or due to some malicious code in the component which may be known or unknown to the developer [2].
Challenges in Software Reuse and Security

General Security Enforcements for Reusable Softwares
As the above sections clearly describes about the reusable software security and their advantages we can infer that implementing or handling security in the components will a good idea. So at the time component/module design itself, the developers should think about the security along with requirements, features and usability's. To successfully implement this every developer should have their own guidelines for the components before the implementations. For instance a web application can have the following security threats [3].
· Validating Input attacks - are Cross-site scripting (XSS) or Buffer size overflow.

· Authentication attacks - are dictionary attacks, Key logger.

· Cryptography attacks - are poor encryption or poor key management.

· Exception management attacks - are disclosing information.
In order to avoid these types of security risks or treats the developer should have proper design plan. In general the developer or the programmer might have number of issues but some of these issues should strictly consider based upon their priority. For instance to develop a web service based component the following issues are to be considered [4].
· Authorisation should be given based upon their role or level in the project.

· All the sensitive data of the components should be protected.

· The security audit should be considered as requirements.

· Provide sufficient security for the code access.
In general this means that the developer should try to handle all the possible security measure in the component or module that may arise in the future.
Security Concerns in Component Reuse
According to Kim. Y and Lee. S article [5] most of the component that are been developed uses the security API for enforcing security in their component. These API requires the security function, where these codes reside inside the components and this will reduce the reusability. To overcome this problem Kim and Lee suggested the separation model which separates the security and the core component so that the core components has the key features of the components and the security components implements the security issues. This model also includes a new component known as aspect component which acts as an intermediate component for security and core component. The main purpose of this aspect component is to define the rules for the other components. With the help of this separation model it is easy for the developer to improve the security strength of the component. The figure given below shows the Separation model [5].

As an extension to this model they modified the original one in order to support additional security features for the component reuse. This model includes a new component called wrapper model. The wrapper model simply wraps the black box component and gives the way for its modification this is done to include the security function in the black box from of components and with the help of this separation model this can be transformed into white box form of component. The figure given below shows the detailed block diagram of the extension model.

The software reuse is mainly used to improve the productivity and the quality of product that is developed or the software development. Since the black box does not have or give more information, this can reduce the component reusability. In order to overcome this problem we have to use this separation model which is shown in the above figure. In this model the wrapper component encloses the interface for the core the component. So the core component calls the security component with the help of this interface. Now the Core component has the black box and the wrapper model encloses the white box, so the security rules can be updated or modified according to their need. Therefore by sticking to this separation extension model the developer can implement the security for their components [5].
Reusable Security Requirement
Similar to other requirements and components security requirements can also be reused by another software development. According to D.G Firesmith [6], by reusing security requirements will also improves the quality, productivity and security of the software development. As an overview almost all the software products have the same vulnerabilities, threats and attacks but in some cases this may change according to the application. These security issues are almost handled in the same way in most of the application. Due to these reasons we can infer that the security requirements can be standardized. Similar to the other requirement the security requirement will also affect the quality of the product. In order to handle the security requirement efficiently a template can be created and reused so that it will be easy for the developer to handle the security issues. So a template can be created for the security requirement and can be reused by all the applications and its domains. The template should enclose the details such as.
· Requirements.

· Its sub-factors.

· Measures.

· Key conditions - this is can sub divided into the following.

· Asset.

· Threats.

· Attackers.
These are the key elements which is required for most the applications. In some cases the application may need to handle more issues so at that time the requirements team and the security team should have a discussion about their security issues. With the help of this template the security requirements are received from the client and after this, these requirements should be analysed by the security team and if there is any disputes with the requirements that should be cleared with the clients or the requirement team [6].

From the above two section (Security Concerns in Component Reuse and Reusable Security Requirement) we can infer that both the authors handle security issues that the improvement in reusable software but in different aspects. So from these, we can make an extension by combining these together, so that the security requirements need not be taken for all the components of the application and this will intentionally improve the security and the reusable components or software.
Conclusion
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Human computer interface
Outline the developments in HCI:
Human computer interface is the subject which deals with the communication of the user with the computer. Until 1980 computers were large and expensive and human interaction are usually carried out through punch cards but after the invention of PC in 1980 challenges came to human computer interface. Prices in computer are cut down and the number of customers grew up. Use of computer was no longer limited to bigger organization; small business application also became popular which influenced HCI field and the developments in HCI begun.
1. Command line input:
Command line interface is the earliest form of interaction with the computer. In the early period commands were performed with the help of punch cards but after the development of DOS major development over punch card input is seen. At early period command line interface were based on the certain commands as stated by the user but now software are programmed in such a way that they recognize the commands and act accordingly.
2. Menu selection and method of selection:
In the past menus are approached through command line input. Multiple options were to be provided in order to view the menus and the selections are to be made by the command prompt which was confusing and slow. But after the development of graphical user interface menus were at the focus and provide event-driven programming. A simple click from the mouse started to drive the user in the desired location in a moment.
3. Graphical user interface:
GUI was usually limited to the two dimensional display screen whish was just capable to hold the general information. But now it allows people to interact with the programs in more special ways than typing only. It offers the feature of multitasking, it use windows menus and icons which can be easily handled through keyboard or mouse. So it saves the time of the user.
Describes the examples of HCI applications:
1. Microsoft word:
Microsoft word was first introduced in 1983 and up to this period a vast change has been followed under this system. The latest version of Microsoft word is Ms Word 2007 which meets approximately all the user needs to follow a quick and easy use. Moreover it provides a complete guideline also to the novice user so that they could go on through it easily. Also user could design the type; they need or wish as it provides the accessibility to insert the diagrams or images under it. It helps the user in lots of ways for e.g. spelling and grammar check helps to find out the errors done in the file and provides the suggestion to the user to correct their mistakes. User could also set up the print layout through it. Citations and bibliographic management provided under Ms Word helps the user to easily provide the references. Other major facilities provided by Ms Word are translation, thesaurus, synonyms suggestion, etc.
2. Windows {Operating System}:
Operating system helps the user to interact with the computer by displaying usually in a computer monitor which accesses the user to use the hardware and software in a desirable way. Operating system allows the user to interact with the software user interface by using the CLI or GUI. The most governing operating system to the world's pc computer market is Microsoft Window which was first established in1985 and the recent client version is Windows 7, and the recent server version is Windows Server 2008 R2. Microsoft had also defined the operating system under two routes one for the home user and other for the professional IT user which enables the user to choose the needed requirement. It meets maximum of the functionality and provides wide range of protection to the user like windows firewall which blocks the computer from the unnecessary components like hackers and malicious software. It provides wide range of simple menus which facilitates user to log on to the desired location without losing the time and search tab is also provided which makes possible to look after the desired folder and programmes.
3. Touch screen:

