Image hatching for visual cryptography
Abstract—Image hatching (or non-photorealistic line-art) is a technique widely applied in the printing or engraving of currency. Diverse styles of brush strokes have previously been adopted for different areas of an image to create textures and shading. Because there is no continuous tone within these types of images, we propose a multi-level scheme, which uses different textures based on a threshold level. These textures are then applied to the different levels and are then combined to build up the final image. We propose a technique by which one can hide a secret using visual cryptography (VC) within the hatched images. Visual cryptography provides a very powerful means by which one secret can be distributed into two or more pieces known as shares. When the shares are superimposed exactly together, the original secret can be discovered without computer participation.
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INTRODUCTION
Visual cryptography (VC) is a powerful technique which combines the notions of perfect ciphers and secret sharing in cryptography with that of raster graphics. A binary image can be divided into shares which can be stacked together to approximately recover the original image. In this paper, we extend the notion of VC to that of hatched images. More- over, we propose the use of this technique for authenticating hatched images by embedding a message inside which can only be revealed if the corresponding secret hatched mask is superimposed upon the image.

Image hatching [1] in general is a series of similar strokes which use various lengths, angles, mutual space, and other properties of lines to represent parts of an image. These strokes give depth and shape to the image. For example, a dark part of an image would be represented by strokes that are very close together. Conversely, a lighter section of an image would be represented by strokes that are further apart. For any hatching scheme, the appropriate level of detail should be retained such that the image is still recog- nizable. Specific items such as clothing, facial features, and expressions should be unambiguously rendered. This type of non-photorealistic (NPR) line-art drawing has been highly successful over the years, with its roots in line engraving [2], classical drawing [3] and wood carving [4].

The proposed technique of image hatching in this paper differs significantly from the existing techniques in how the final hatched images are generated. As with existing methods, the strokes or textures utilized will create the correct shadows and tones to convey a realistic image with appropriate shading. The scheme developed within this paper can be applied to any grayscale image in order to get a NPR hatched version; examples are shown of human faces and physical buildings. We take these ideas and extend them into the VC domain and develop a novel scheme to generate suitable hatched images capable of hiding VC shares.

Figure 1 provides an example of our algorithm working on an image of the Birdsnest stadium. Figure 1(b) and Fig- ure 1(c) provide a comparison between a real-time hatching technique [5] and our newly proposed line-art based scheme. A more detailed image of Lena is used later within this paper to illustrate the process on a human face and to show the versatility of our algorithm.

Image hatching for VC can be used for specialized image authentication applications. For example, it can be used as a protection mechanism against counterfeiting of currency. Unique random masks can be employed to verify these specially created hatched images and used specifically in identifying counterfeit polymer banknotes adopted world- wide. This security can be achieved through VC.
RELATED WORK
Digital engraving techniques have been demonstrated [6] using binary and colour images. Ostromoukhov deals with 2D images and corresponds to work based on line-art [7], [8], [9]. It specifically deals with reproducing a human face as accurately as possible while maintaining the traditional copperplate engraving style. Other impressive pen-and-ink illustrations have been presented within [10], [11]; these use a brush stroke style when reproducing the textures and shading, rather than a thinner line style.

Real-time hatching techniques have also been examined in 2001 [5]. The techniques discussed within [5] employ a tonal art map. This map scans the image or scene and creates a texture for it, after which a tone is generated which attempts to maintain spatial and temporal coherence. However, this technique primarily relies on 3D models for it to work correctly. A comparison between our technique and this real-time technique can be viewed in Figure 1.

Image sharing using VC defines a scheme which is identical to that of general secret sharing [12]. In (k, n) image sharing, the image that carries the secret is split up into n pieces and the decryption is totally unsuccessful unless at least k pieces are collected and superimposed. A visual cryptography scheme (VCS) provides a mechanism by which physically superimposing two pieces (known as shares) of an image is able to securely recover the secret.

The techniques developed within this paper help to further the security of printed images in that they provide an authentication method. A novel image hatching technique is also presented which allows images to be converted to a style which is similar to techniques currently in use in today's currency. The properties of these hatched images make them very suitable for use in conjunction with VC. They are halftone [13] images in that they are binary images. The distance between the pixels indicates the textures and shading which are used to simulate the gray levels.

Protection and authentication of digital content, particularly printed images, is a hugely important factor in today's world [14], especially when dealing with currency. Securely protecting these items can be achieved using VC. These VC techniques have been successfully applied using watermark- ing techniques and steganography.

Many visual cryptography schemes that have been developed, regardless of image type, binary/halftone [15], [16], or colour [17], deal primarily with sharing a single secret. We use the idea of single secret sharing within this paper. Further development of these schemes would increase the capability of possibly hiding multiple secrets within these hatched images [18], [19], [20]. We also use an image size invariant form of VC which allows the VC shares to be the same size as the original secret [21].

There are three novel outcomes described in this paper:

(1) Definition of a new technique which easily allows the creation of an NPR image, similar to that of a bank note; (2) Definition of a method that will allows us to use these hatched images as a cover image for the VC shares. This should allow us to embed a secure share within the hatched image; (3) Extend the above definition to correspond to multiple hatched shares. Superimposing the hatched images should reveal the secret.

These techniques allow multiple, secure, validation and identification marks on the cover image. If these VC shares cannot be located or recovered, image tampering should be assumed and thus the validity of the image cannot be trusted. The main difference between this scheme and other halftone schemes is that our scheme uses a series of lines, the corresponding space between those lines gives the image the correct shape and shading, whereas other halftone images used in other schemes use dot clustering to achieve the same effects.

The remainder of this paper is set out as follows: Section III details our contributions and proposed techniques; Section IV provides a security analysis of the proposed scheme; the results are displayed in Section V; the final conclusions are drawn in Section VI.
OUR CONTRIBUTION

Image Hatching
Our proposed scheme consists of eight different textures (line styles) which are used for the various shading effects. Let S represent the set of textures, such that si ? S where si is one of the texture patterns and i = 1, 2, . . . , 8. Figure 2 illustrates these textures.

The next step involves taking multiple threshold levels of the original grayscale image to allow the textures to be applied. Because there are eight different textures, we must also obtain eight different threshold levels from the image to which each of the strokes can be applied.
Let pij ε P , P is the set of all pixels and pij =
0, . . . , 255 where pij represents the pixels grayscale value,

i = 1, 2, . . . , W and j = 1, 2, . . . , H . W and H represent the images width and height respectively. For example, the pixel at coordinate position (0, 0) with the grayscale value 34 would be represented like this: p0,0 = 34.

Our threshold function examines P eight different times based on a different grayscale level each time, tk ε T , k = 1, 2, . . . , 8, tk represents the current grayscale threshold of the image. If 0 ? pij < 32k, draw a black pixel, otherwise draw a white pixel. This process is performed for each grayscale threshold. For example, grayscale level k = 4 would fall between: 0 ? pij < 128 which corresponds to the threshold image within Figure 3(d).

Firstly, the eight hatching textures from Figure 2 are created. The textures are then applied to the thresholds using Eq. (1). This works as follows: each of the textures need to be applied to its corresponding threshold so as to create the set of thresholds with their corresponding textures (Figure 4). The first pair are taken s1 and t1 , and Eq. (1) is applied. At the pixel level, this operation can be represented mathematically, where v is the pixel value returned, max is the largest pixel value, si represents the pixel values in the texture image and ti represents the pixel values in the threshold image.

(max -ti )
Image Hatching with VC
Traditional VC shares are very effective in terms of secret sharing, but pixel expansion tends to be a problem. Pixel expansion occurs due to how the VC shares are created. Typically one pixel is expanded into a 2 × 2 block of pixels, which is used to represent the original pixel. This results in the final shares being twice the size of the original secret after encryption. Size invariant shares have the potential for better results, they have no pixel expansion and offer quality similar to that of the traditional schemes. We utilize the scheme proposed in [21] when creating the shares for our scheme.

Once the hatched image has been generated, a secret of the same size is chosen. The secret is not required to be a hatched image, any secret can be used. The size invariant VC scheme is applied to the secret in order to generate the two shares. To embed the first share successfully within the hatched image we need to alter it. This involves reducing its overall pixel density. This reduction in pixel density is a tradeoff between security and visually being able to hide the share within the hatched image. It lowers the recovered secret's overall contrast but allows the embedded hatched image to remain inconspicuous. Contrast is an extremely important part of any VC scheme [22], [23] because it determines the visibility of the recovered secret.

Reducing the shares density involves cutting or removing vertical or horizontal strips from the first share image. This allows the share to be embedded, without distorting the hatched image too significantly, while keeping its secure properties and retaining enough data in order to successfully recover the secret. This cutting process removes specific pixels, either at random, or on a row or column basis. This allows for easy insertion of the share into the hatched image without dramatically altering the overall hatched images quality.

v = max -(max -si ) × max

Three separate schemes are defined here for using the second share in order to recover the secret. The first, used in Figure 7, leaves the second share unaltered, resulting in a non-hatched random mask for the hatching cover image and its embedded VC share. This provides an overall darker contrast after the secret has been revealed. The second scheme, illustrated in Figure 8, involves creating a secure hatched mesh. Patterns from S are chosen, namely s6 and s8 and are then applied to the second share. This hatched mesh share is used to recover the embedded secret. The final scheme is presented in Figure 9. Each share is embedded into a hatched image, using the same cutting process described above. Superimposing these hatched images reveals the secret. Figure 5 provides a flowchart of these prospective schemes.
SECURITY ANALYSIS
The security of our proposed scheme rests primarily with VC but also the cover images. Firstly, our chosen size invariant VC scheme is secure in that given any amount of sub-pixels from a single share, it is impossible to tell if the corresponding shares sub-pixels represent a black or a white pixel before superimposing them. This means that even if the complete VC share pattern is discovered within the cover image, working out its corresponding share is highly difficult. Traditional VC shares can also be employed within this scheme. This does mean that the secrets have to be half the size of the hatched image in terms of dimensions (due to the pixel expansion) but it also means the security of this scheme holds up very well, which has been well documented in the literature [24].

Nothing about the secret can be deduced based on analysis of either the cover image or the revealing share. After the share has been embedded, certain pixels overlap, this also impedes analysis because it remains uncertain if that overlapped pixel belongs to the original cover image or the actual embedded share itself.

Secondly, the hatched image is visually pleasing which helps to draw attention away from any encryption or noise the embedded shares may generate. This alleviates any suspi- cion that encryption has taken place, thus further increasing the overall secrecy of the embedded shares by increasing their imperceptibility.
EXPERIM ENTAL RESULTS
In this section, we provide the results and commentary on each of the expected outcomes discussed previously in Section II. All code was developed in Python 2.5 using the Python Imaging Library 1.1.6.

Figure 6(a) shows the original Lena image, its binary halftone equivalent is in Figure 6(b) (created using Floyd- Steinberg dithering) and the newly created hatched image based on our proposed scheme is located in Figure 6(c). Notice the different contours and line directions to give the image the correct depth and feel. The dark parts of the image show up correctly in that they have a very thick texture pattern applied to them. The brighter parts have a lighter texture pattern on them so that they do not show up completely white. This is very similar to the engraving techniques discussed previously. All the specific facial features such as the mouth, nose, and eyes are all correctly displayed along with the hat and feathers. The frame of the mirror is also clearly visible and defined. This supports our first expected outcome.

Figure 7 and Figure 8 highlight expected outcome two and provides the results. The hatched cover image is still very legible with the embedded VC share. The second share can then be used to recover the secret. This provides a very useful technique for practical applications in terms of verification and identification of images. This type of technique could be adapted to check the validity of currency because of its secure properties previously discussed.

Figure 9 shows how we achieved expected outcome three. Two VC shares are hidden within two separate hatched images. Figure 9(a) and 9(b) illustrate the final hatched images with the embedded shares. The resultant secret after superimposing each of these hatched images can be viewed in Figure 9(c). The secret is visible, however due to the nature of this scheme, the contrast suffers when the secret is recovered. The text is clearly visible, but this would be a potential area for improvement.
CONCLUSION
In this paper, we have developed a novel hatching scheme for images which embed a secret using VC. This technique can be used for image authentication. For image hatching, generating similar patterns to those used in the engraving and printing of currency can be accomplished. Generating these hatched images using a threshold based approach has proved to be very effective and easy to implement. One of the key strengths of the scheme is that it can take a multitude of images and apply these hatching styles to them. No specific type of image is required. This would allow for easy application in the currency domain with respect to generating suitable images based on current up-to-date techniques.

Using these hatched patterns, we have described various ways of embedding basic VC shares within them. The dot patterns are small enough so that they can be hidden within similar regions of an appropriate image, but also remain very legible and clear after the secret recovery has taken place.

This type of secret embedding could have various po- tential secure applications, particulary within the banking industry. Protecting high value cheques, for authentication and identification purposes using our techniques could easily be applied.
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