Identifying present network services in home environment and developing a total home network solution box

INTRODUCTION:
The main idea of this literature is to review the background and the gateway systems which have been already established for home networks. In here, the literature review is sectioned in to four parts and has discussed each part with previous research findings.
1. Home networks and security

2. The evolution and the standards of firewalls.

3. Features and Compatibility of currently available firewalls into a home network.

4. Problems identified and expected improvements
Home Networks and Security
"Once, home networks were primarily the realm of technophiles, most families either didn't need or couldn't afford more than one computer. But now a day, for many families, one computer is no longer enough to go around. In a household with multiple computers, a home network often becomes a necessity rather than a technical toy." (Tracy & John, 2008) Having a home network will give users the ability to share Internet connection, files, printers and compatible hardware device. Also interconnected computer allows gamers to play multi-player games with people in their home or online.

Even though the trend on home network getting increase, users do not much care about their network security. But securing the network is very important when connecting computers to a public network, especially to the Internet. Most of users do not consider their communication top secret and just forget about the security risk. So intruders can hack in to those systems and launch attacks on other computer systems from there hiding their real location. Or they can just format the hard drive or modify data files to giving maximum damage to the user. So to prevent all of these risks, it is important to use a Firewall in the network. Firewalls can keep the intruders out of the network while letting user get their jobs done. "firewalls can be configured to protect against unauthenticated interactive logins from the ``outside'' world. This, more than anything, helps prevent vandals from logging into machines on your network." ( Curtin & Ranum 2007)
The evolution and the standards of Firewalls
The technology of firewalls is young. But it keeps maturing very fast.

"The first generation of firewall architectures has been around almost as long as routers, first appearing around 1985 and coming out of Cisco's IOSsoftware division. These firewalls are called Packet Filter Firewalls." (Cisco 2002). In packet filtering firewalls are working at Network layer and data packets are filtering based on given set of Firewall rules. The rules can be added to filter by type, source address, destination address, and port information of a data packet. These rules are very similar to routing rules and very fast than any other type of filtering mechanism. Also due to the transparent appearance of the firewall user does not required to do any software configurations on their computers. So, most of times users are completely unaware of the firewall. But the major disadvantage of packet filtering firewall is, there is no successful method to identify the user except by using their computers IP address which is not a reliable method to use. (Allen 2001)

"During the 1989-1990 timeframe, Dave Presotto and Howard Trickey of AT&T Bell Laboratories pioneered the second generation of firewall architectures with their research in circuit relays, which are also known as Circuit Level Firewalls".(Cisco 2002). In here Firewall does not permit or drop a data packet simply. It validates the connection between source and the destination based on specific session rules. If the session is legitimate only it opens the session between two ends. Circuit level firewalls are also trasperant to the user and able to filter traffic based on IP address, port, time of day, protocol or user/passwords. The main advantage of these firewalls is it hides the network itself from outside, which can prevent unauthorised access. But they do not filter individual packet.

"As is often the case in research and development, the third generation of firewall architectures, known as Application Layer Firewall was independently researched and developed by several people across the United States during the late 1980's and early 1990's."(Cisco 2002). These firewalls are commonly known as Proxy Servers. "The Proxy servers have been looking more deeply into the application data going through their filters. By considering the context of client requests and application responses, these firewalls attempt to enforce correct application behaviour; block malicious activity and help organizations ensure the safety of sensitive information and systems." (Michael, 2007)

These servers are more intelligent than all other types of servers. Some of its features are logging user activities, protection against spam and viruses and block undesirable web content. But theses firewalls takes more time to filtering comparing to other type of firewalls and most of times user application setting is required. Due above mentioned features Application Layer Firewalls are generally known as most secured type of firewall.
Other than above Firewall generation there are two main categories of firewalls.
1. Hardware Firewall
Dedicated device plugged into the network to protect computers. Much more powerful and generally very expensive
1. Software Firewall
Special software installed on an individual computer that runs in the background. Tend to be cheaper.

In a home network environment the best suitable firewall type is software firewalls. It will protect the network from intruders, Internet worms while saving lot of money comparing to hardware firewalls. Also content filtering and user access control is very important feature to have and need to enable Proxy capabilities as well.

Features and Compatibility of currently available firewalls into a home network

In general, there are few successful firewalls products has been produces with slightly different features. But in here it is going to discus about top two firewall products only, namely "IPCop" and "m0n0wall"
IPCop
IPCop is distribution of Linux firewall and a complete operating system based on Red Hat Enterprises Linux. Installing can be done only with the installation CD and good Linux and networking understand is essential. The installation program will automatically detect the system RAM and tests for any fault before installation continues. The partition creation needs high skills on Linux disk management and auto partitioning eats the whole disk. One of main drawback of IPCop is at the interface detection part of installation. It detects interface one by one and assigning them as LAN, WAN and optional interfaces. Changing this assigning order is not possible.

IPCop has a very simple user friendly web interface to do the firewall configuration. Also SSH is enabled by default and will help do the configurations remotely. The major advantage of using IPCop is the add-ons compatibility and the huge community it has to develop add-ons. Functionally-wise, IPCop can be configure as a gateway server with DHCP, DNS,NAT and traffic monitoring services easily. OpenVPN can be configured using separate add-ons. But it does not support network printing. Even not with 3rd part add-ons. Also the traffic graphs give only general idea about the network usage. It is unable to generate real time traffic graphs or detailed network usage reports. Generally, IPCop require high network skills to install and configure and very complex to configure for a home network.
Monowall
Monowall is a project aimed at creating a complete, embedded firewall software package that, when used together with an embedded PC, provides all the important features of commercial firewall boxes at a fraction of the price (Kasper, 2009).

Monowall is very light weight in size. The entire CD image is not more than 10Mb in size. The distribution comes in formats, either for embedded systems or for regular PCs. Installation procees needs good understand in FreeBSD and will be very difficult to a beginner. Monowall supports both IPSec and PPTP VPNs. User interface are designed well planed and doing configuration is brain-dead simple. Support all basic network services. But due to its light weight design some handy firewall features like logging shell or packet sniffer capabilities not supporting. Also network printing and network usage monitoring is not unsupported. Generally, Monowall needs high level of user skills on installation and it is a better solution for home network than IPCop, due to its user friendly post configuring interfaces.
Problems identified and expected improvements
Considering few top firewalls available currently, researches have come across with few common problems they have, while use into a home network.
1. All firewalls are very complex to install and configure. Most of the firewalls are based on Linux or FreeBSD kernel. So installing and configuring required real good understand on them. It is completely deferent from general Windows installation process.

2. Most of success firewalls are unable to work as a printing server for the network. In this case, to have shared printing facility in the network, users may have to use separate printer server.

3. All firewall products have poor capabilities to server network monitoring. None of them are able to generate real time traffic graphs or detailed usage reports. But traffic graphs and network reports are acting major role in network troubleshooting.

4. All firewall products are designed considering cooperate requirements. So most of them having bulk of unwanted network services running and few of important features are missing.
Finally, it can be mentioned that there is a real need of designing a firewall considering home network requirements and problems reveal above. The ultimate goal of this project is to develop a Total Home Network Solution Box addressing all identified problems mentioned above throughout the project process validating and verifying the real needs of today's home computer networks.
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Dissertation Proposal

1. Introduction
"Life has been revolutionized by computer networks and the Internet. Vital sectors of the economy use networks and the Internet for their existence." (Gellis, C 2006). As Internet services become more prominent in day-to-day life, the demand for home based networks are also getting increased. Some recent researches have shown that the Internet installed devices of home network will increase by over 20% CAGR from year 2005 to 2010 and the average number of PCs in a family unit is increasing up to 2.6 per household by 2010. Also most of the users have started to use their PCs for more than Internet browsing. So theses demands make more likelihood to have or install a home network in every household in near future. (Gellis, C 2006). Today in market there are many types of network devices for easy money to install a home network. Installing and sharing the Internet among house members can be easily done using those ordinary devices. Although, Internet makes it easy to meet fascinating people, it can also introduce to people we would rather avoid someone like spammers, hackers and virus authors. So using the network without proper security configurations can expose user's critical or confidential data to malicious attack from anywhere in the world. Therefore users must take necessary actions to safeguard their data and critical systems before connecting their computers to the Internet. The protection provided by the "built-in" software of the network device can be easily bypassed with simple hacking mechanism. So the most effective way to protect the network from hackers is adding a separate gateway firewall to the network. More than that, for many users having other network services on their home network is no longer just an advantage, it is essential. So it is very important facilitate basic network services to users. Sharing the a single Internet connection between many users, user access controls, having common file storage, usage monitoring, easy configuring and connect to a remote network are some of the network services that they expect commonly on their networks.

So in this project, I will identify the common using network services in a home network and the security risk they have and suggest an integrated solution for all of them. More specifically, I will develop a Total Home Network Solution Box as a solution for all of the identified issues using the knowledge which I learned from MSc Computer Networks and security.
2. Project Background
The project background can be divided in to several subsections such as key Gateway Firewall feature, supportability to commonly using network services, study existing successful solutions and identifying requirements and capabilities of proposed server box.

First, Firewalls are usually seen as an essential network device when connecting one network to another, especially to the Internet. It can protect users from malicious network attacks from the Internet. Firewalls are the key hardware device to control user activities through network. It allows administrators to grant access only to selected types of Internet services to selected users on defined priorities. This selectivity can involve not only protecting their data and critical systems, but also knowing who has access to what. Privileges can be grant according to the user need rather than on all-or-nothing basis.

Secondly, most of computer users expect many more services from their home network than just sharing Internet each other in home. For example, home users may want to play multiplayer games with their family member though the network. And many people like to have common shared file storages to share data with each other. Home network administrators like to know the real time network usage in easy readable format for day to day troubleshoots. Some advance users may want to share some services running on their local machines with Internet users or maybe they need to connect with a remote site directly.

However, even though the real requirements are presented here, at the current time there are few good solutions has been produced. But most of them need high level of user skills on computer networking to manage. Installing and configuring those tools are not an easy task to a general computer user. Also they have focused on the corporate network requirements when designing the solution. In products like "m0n0wall" it has bulks of unwanted services included which are not required for a home environment at all. Some features like real time traffic monitoring tasks are not successfully addressed with those systems.

From this background, it provides me a clue that which part I should address in my project clearly. "m0n0wall" and "IPCop" are nearly successful solution to a home environment and they are good samples for me to study. Their total idea completely matches my initial research except their bulky features which are not required to a home environment.
3. Project Aims and Objective
The general accomplishment of this research project is to develop a Total Home Network Solution Box which suits for home networking. For achieving the aim, it has been broken down in to several key objectives.
1. Identify the commonly using network services in a home networks and about the security risk they have.
In this phase I have to find out what network services users expect and what services users can have from a home network. Also about the security threats a home user can get from Internet and plan solutions to all of them.
2. Develop the Total Home Network Solution Box.
In here I am going to develop a complete operating system which is based on Linux kernel with an embedded Gateway Firewall. The Firewall will have following primary features and few more in the end, as a solution for the identified system requirements.

I. Ability to Install and Configure the Firewall easily with a guided installation wizard.

II. Work as a Firewall to the network providing default access control policies

III. Work as a DNS, DHCP, NAT, Proxy Server

IV. Show real time network usage in numbers and show past usage in graph formats. Per user, network and protocol wise traffic display.

V. Easy VPN tunnel creation with remote networks

VI. Store Files securely in shared access location

VII. Ability to do day-to-day managements through a well guided Web Interfaces

VIII. Ability to connect to the server remotely using both "HTTP" and "SSH" protocols.
3. Test the final product.
In here the Final outcome is going through a well planed testing process to check for vulnerabilities. Also in here I can ensure that the solution meets the requirements correctly which are identified in first stage.
4. Intellectual Challenge
The biggest challenge for this project is generalising the main user requirements from a Home network. It is difficult to classify all the user requirements. Some users use advance networking services in a home network while some others use nothing. Also it is difficult to identify the default set of Firewall rules that a Firewall should have at a home network. Following general considerations being followed in the course of study with in the project as stated below.

1. The users are having general requirements and they do not want advance network services.

2. The network is well planned and users are not accessing the Internet bypassing the Firewall

3. All client machines in the network configured to SNMP readings.
5. Research Programme

5.1 Methodology
People connect their personal computers to Internet for everything from banking and investing to shopping and communicating with others through email or chat programs. So gathering the requirement for a common firewall which will suit for any home network is not a very easy task to be completed. Thus I use several mythologies on requirement gathering task.

The easiest and the successful method to identify the system requirements is to interviewing the actual users using a well prepare questionnaire. These participants are selected in different age limits, professions and with different computer skills to ensure that all needs are get covered. The questions are brief and up to the point with straight tick type answers with a generalized form to suit as many categories of users as possible with the intension as take in to a common platform of questions. Questions will be based on following topics.

1. Number of users in the home network

2. Current network media and the topology (Wireless / Ethernet )

3. Availability of a Firewall

4. What is doing through the network

5. Currently using network service

6. Difficulties facing with current network

7. What's new expecting from a new system

The next step is study few currently available successful solution to get generalized list of features to be integrated in to the proposed firewall module and to understand how they have addressed the network requirements in their systems. In here two major successful Firewall products, "m0n0wall" and "IPCop" will be thoroughly study on following aspects.
1. Protocols using and supports by the system

2. Services and applications running in the system

3. Investigate the techniques used

4. Find protocol codes which will help to the proposed system except copyrighted.
The final step is to design, develop and test the final system to address the identified requirements. Following will be the main

1. Design the proposed system

2. Validate the tool with pre identified requirements

3. Code the software with identified protocols codes.

4. Test the Firewall module, unit wise and as a whole with different traffic patterns

5. Test the other system features putting system online in different network layouts
5.2 Schedule
System requirement gathering and implementations will be starts on Aug 03rd 2010, and due to finish on Dec 06th 2010. It is complete eighteen weeks of duration. The summarised project work break down schedule is given in following table and bar charts.
	Task No.
	Task description
	Duration (weeks)

	1
	Background research on Home Networking
	1

	2
	Technical research on network protocols and existing network Firewall systems
	1

	3
	Studying "m0n0wall" and "IPCop"
	2

	4
	Prepare questionnaire and send out to selected participant set
	1

	5
	Collect questionnaire results, analyse and finalise system requirements
	2

	6
	Developing technical framework to evaluate the risk
	2

	7
	Design the system modules
	3

	8
	Validate the designs against pre identified requirements
	1

	9
	Develop the system
	12

	10
	Test the Firewall module with different traffic patterns
	6

	11
	Test other system features
	6

	12
	Validate the system against requirements
	3

	13
	Build test network environment
	1

	14
	Final testing in various network layouts with various configurations
	2

	15
	Final system review
	2

	16
	Create the user manual
	3

	17
	Write the final report
	6


5.2 Evaluation and Conclusion
In most case computer are connecting to the public networks just to play games, find day-to-day information or to send email to close ones only. But as long as it is connected to the Internet without necessary security precautions, it can be a target of an intruder. Intruders do not bother much about identity of anyone. They need just to connect to a remote computer to launch attacks from there on other computers hiding their true location. So the network Firewall is a must when connecting to public network. Even though the potential risk is so, most people have adapt to not to use Firewalls at home environment, due to the complexity of currently available products.

The solution for above problems is the Total Home HHoNetwork Solution Box. The firewall module of it can be easily install and configure even without having much knowledge on computer networks. Also using the system connecting to a remote network is not very big task. Common file storage feature makes it easy to share files with, in and outside users. The vital advantage abstracted from this system is its capability of monitoring and storing network usage in easy readable formats. It captures all the network traffic going through it in different categories and stores them for future use. The Total Home HHoNetwork Solution Box is the reverberation of modern cyber guard against intruders.
6. Deliverables
At the completion of the research project following major outputs will be seen.

* Identified set of network services and protocols used in a home environment

* Configurable options of the new software

* Completed software system to use at any home network for prevent and detect unauthorized use of your computer.

* Analysed statistics of applications in a home network

* Dissertation
7. Resources
The resource for the proposed system is mainly from following stated sources
o CISCO press
* CISCO proprietary protocol structures.

* CISCO CCNA/CCNP academic online library.
o IEEE library via Staffordshire University
* Standard protocol architectures

* Protocol standards specifications.
o m0n0wall and IPCop Firewall websites
* Firewall platforms

* Network services and protocols

* Web tools
o Online web articles
* CERT publications

* HowtoForge articles
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