Hacker Security Technology
Since the beginning of the cyber age hackers have been attempting to penetrate systems that do not belong to them such as corporate offices, government agencies, personal home networks, etc. in an attempt to gain either simply knowledge or for exploitation be it personal and/or financial with a malicious nature. Attempts to slow or halt the advances of these so called “cyber criminals” or hackers as they are more well known today have met with varying success mostly due to the fact that they are dedicated, intelligent, resourceful, and innovative in using not only using their minds but the tools they either created or obtained such as the script kiddie MafiaBoy and his denial-of-service attacks in February of 2000 against multiple large business websites causing them to shut down for a period of time. Another example was the Gibraltar attack in October of 1999 made famous due to the locations so called impregnability. The hack which took a relatively short 20 hours was both cleverly crafted and methodical was committed by the hacker Luis Mora publicly known as Jfs. Examples like these are reasons why the need for information and computer security is essential not only to protect say a business itself but also what is contained within the business's computers ranging from critical business research to social security numbers and credit cards.

Combating these hackers has proven no easy task due to the fact that they just as dedicated to getting inside the system as companies are to preventing from them getting inside their systems and the fact that hackers have just as much knowledge of computer security as do the administrators working for these companies. Relatively new technology such as Honey pots and padded cells have proven to be effective at combating these intruders and exploiting the means through which they gain access. Honey pots are “an exciting new technology with enormous potential for the security community. The concepts were first introduced by several icons in computer security, specifically Cliff Stoll and Bill Cheswick. The original version of a Honey pot was released in 1997 and was dubbed “The Deceptive Toolkit.” The purpose of this technology was to make use of deception to counter attack hackers. The next year saw the first commercial release which was called “Cyber Cop Sting.” Post millennium the Honey pot was able to be integrated into systems worldwide. The Honey pot technology has proven to be a great asset and many who use Honey pots feel that this is only beginning. Since then Honey pots have continued to evolve developing into the powerful security tool they are today.” [1] Honey pots are hard to define. Unlike current technologies, such as firewalls or Intrusion Detection Systems, they do not work to a single goal, that is to say they don't strive to achieve a specific goal. The Honey pots flexibility is it's greatest advantage in that much like a police sting, the hacker believes that he or she is gaining access to the system and therefore less likely to “pull the plug” so to speak. Another advantage of having a Honey pot is that the administrators now have more time to ascertain the best response to the situation, and also have the ability to detect employees who may be sneaking around the network.

There are however disadvantages such as the administrators requiring a vast knowledge of computer security to use these systems effectively. Even then an expert hacker who learns that they have been deceived may become aggressive and begin implementing more hostile incursions against an organizations system. Despite the fact that you can trace the hacker's location the ability to report hackers and present this information as evidence has not been defined as of yet which unfortunately places limitations on the effectiveness of tracing. In addition if the hacker is accessing the honey pot from a altered location other than his or her true location by IP spoofing, MAC spoofing, and/or even from another company's network. If you as an administrator attempt to retaliate and go after the attacker you may be lead into a dead end or even worse into another companies computer network. If this were to happen your company and even you as the administrator could be held liable for breaking into that companies network illegally and be subject to legal consequences.
“There are two types of Honey pots. Hardware based honey pots are servers, switches or routers that have been partially disabled and made attractive with commonly known mis-configurations. These Honey pots can be easily created but unfortunately if an experienced hacker does break in and realized that they have been caught inside of a honey pot or a padded cell, they can become hostile and can use the Honey pot as a means to commence more attacks. Software emulation Honey pots however are ornate software that can be used to imitate other servers such as Linux or Windows NT. Due to the fact that the hacker is simply dealing with a decoy they never actually are in danger of comprising the real hardware or information within it. They sit on the internal network serving no purpose but to look real to outsiders.” [2] A Honey pot works by acting as a diversion in that it resembles sensitive information that would valuable to the attacker and is relatively easy to access. Not only does the Honey pot help to hinder advances into the system but aids in the creation of advanced security for future attacks. The hope is to reel in the hacker using the Honey pot or “bait” not only to their incursion into the system but also to analyze and study the means though which the penetration occurred by ; examining the means of how the hacker is exploiting the system and using that information to help formulate better defenses for future attacks on the real system as opposed to the Honey pot. “When a collection of Honey pots connects several Honey pot systems on a subnet it may be called a Honey net. Also known as a Honey pot system.” [3].

In addition to Honey pots and Honey nets, another tool available to combat these intrusions against systems are known as padded cells. “A padded cell is a honey pot that has been protected so that it cannot be easily compromised. In other words, a padded cell is a “hardened” honey pot.” [4] The padded cell derives its name from the manner in which it works. In essence the hacker is stuck in a virtual room where they can cause no harm even if they detect that they have fallen victim to this new technology, they can do nothing but withdraw. While still providing hackers with seemingly useful information, the padded cell acts as a bottomless pit in that it provides fake data for the hacker and keeps he or she occupied going deeper and deeper inside this “subnet” providing the administrators who are controlling the padded cell to find more and more information about the attacker such as their location, what tools they are using, and the exploits they are abusing to aid them for the future protection of the real system based off what they are learning from the attack.

With the age of information security and computer security, the development and use of Honey pots, Honey nets, and padded cells have been proven to be quite useful in not only the prevention of becoming a victim of system infringement but also allowing administrators to identify threats and make future preparations for more secure networks. Unlike other methods there is a certain comfort in knowing that where once companies worried about penetrations occurring, now to a certain extent they encourage it so they can learn from it. Of course these companies would like the attacker to go after just the Honey pots and padded cells instead of the actual network itself.
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