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Definitions relevant to the research

Cyber Forensics
The rapid growth of information & communication technology and computer connectivity drives the fields of policing and law enforcement into a new set of challenges. Speedy expansion of electronic and telecommunication equipments provide a good platform to the criminals to perform the offences without keeping physical evidences to examine and carry out the investigation process for the relevant crime. Therefore the need of proper investigation methodologies, proper set of investigation rules and regulations regarding the cyber based crimes are essential.

Followings are some of the well known definitions for the forensics computing.

Computer forensics, defined by Bates (1997) as the: "scientific examination and analysis of data held on or retrieved from computer storage media for the purposes of presentation in a court of law, together with the study of the legal aspects of computer use and misuse" (Irons, 2006).

Even if the Bates definition is pretty old, recent computer forensics definitions deliver a similar idea to it.

"Computer forensics deals with identifying, preserving, recovering, analysing and documenting computer data allegedly used in crimes committed using computers". (Gottschalk et al.,2005)

In the year 2008 US-CERT define the computer forensics as: "We define computer forensics as the discipline that combines elements of law and computer science to collect and analyze data from computer systems, networks, wireless communications, and storage devices in a way that is admissible as evidence in a court of law"(US-CERT, 2008).

According to these definitions we can perceive that not many changes occurs to the key idea of the forensics computing in the past decade and the sole idea of computer forensics is about preserving the evidences, analysing them, report them and bring them up to the court. But the computer forensics is not a simple process as it looks like. It's an exact route to identify the present evidences, collect the present evidences, analyses the evidences convert them in to a human meaningful manner and present them in front of the court of law. (Irons, 2006).
Computer Forensics investigation
Meanwhile the rapid growth of the information and telecommunication technology, the better and reliable forensics investigation methodology was a real need. The new face of the offence takes policing and the law enforcement to a new era and the police officers need capabilities to handle the modern crimes. Law and enforcement needs new laws and act to allege the modern crimes. Therefore handling the modern crimes assigned to a special section established in the police departments of most of the developed countries and they introduced new set of laws and acts to which response to the modern crimes.
Computer forensics investigation methods
While the development of the field of policing and forensics investigation, the expertises agree to use the set of stepwise approach to investigate cyber crimes and forensics investigations. These methodologies include the every step to be followed by the forensics investigators and these methodologies been undergone to several changes according to the technological development and the development of the field forensics investigation (Mckemmish, 1999).
Computer forensics investigation rules
To decrease the faults and mistakes which happen to the evidences and the process of forensics investigations, the expertise and researchers of the field of forensics computing have introduced the set of rules and regulations to follow with the computer forensics investigation processes. These set of rules have clearly describes how investigators should behave at the each stage of the forensics investigation process (Broadhurst, 2006).
Cyber Crimes
Simply cyber crimes can describe the crimes which occur using the computers and cyber space as instruments for offences. Cyber crimes can be described widly and most generally misusing or attacking in to a computer system using the electronically devices can define as the cyber crimes. The word cyber crimes consist of the wide range of crimes and we can classify those crimes in to following key factors.
· "Interference with lawful use of a computer. Cyber terrorism, denial of service, insertion of viruses, worms and other malicious code.

· Dissemination of offensive materials. Pornography/child pornography, racist content, treasonous or sacrilegious content.

· Threatening communications; Extortion, cyber-stalking.

· Forgery/counterfeiting; ID theft, IP offences, software, CD, DVD piracy, Copyright breaches, etc.

· Fraud; Payment card fraud and e-funds transfer fraud, theft of internet and
Telephone services, auction house and catalogue fraud, consumer fraud and direct sales, online securities fraud.
· Other Illegal interception of communications; commercial/corporate espionage, communications in furtherance of criminal conspiracies, electronic money laundering" (Broadhurst,2006).
Not only the computer based crimes, but also all kind of electronic devices specially the devices which capable of storing data, information on them involve with the cyber crimes. Modern day the crimes occur through the even smaller equipments such as memory cards, data travellers and also the plug and play devices.

"The NHTCU (2003) survey goes on to identify a range of computer crimes including:
· Crimes against organisations (such as sabotage of data or networks, virus attacks, financial fraud, theft of proprietary information, denial of service, unauthorised web site access/misuse, spoofing, theft of hardware.

· Crimes perpetrated by organisations (such as misuse of funds false accounting, industrial espionage) and

· Crimes against individuals (such as cyber-stalking, e-mail issues (phishing, flaming, harassment), access to personal data (identity theft), manipulation and/or loss of data, economic theft) (Irons, 2006)."
Cyber Terrorism
The word cyber terrorism draws an image of a person sitting in front of a computer and handle military activities through the computer networks, stealing protected data belongs to a military service or to a government, hack others emergency systems or launching the attacks. The term cyber terrorism is being used even more frequently today. Cyber terrorism has been defined in many times in many ways but there is not widely agreed definition for this term. Considering the most of those definitions we can identify the set of activities which comes under cyber terrorism.
· Planning and launching terrorist attacks.

· Hacking and stealing protected data.

· Causing violence activities.

· Attacking into most protected information systems/networks.

· Carry out traditional terrorist activities.

· Obstruct the economical, political or social activity of a country, organization or a society.

· Conducts the terrorist activities with the physical violence to the humans (Foltz, 2004).
A definition for the cyber terrorism is:

"The convergence of terrorism and cyberspace. It is generally understood to mean unlawful attacks and threats of attacks against computers, networks, and the information stored therein when done to intimidate or coerce a government or its people in furtherance of political and social objectives" (Denning, 2000).
Social Engineering
Social engineering is a popular method of obtaining private information of a person or an information system so cunningly. The hackers intend to take the advantages from the weak point of the people to take their privacy information such as username, password without any complicated hacking attempt. Most of the computer community wish to follow the links in the internet and giving their more sensitive information by filling the web forms or clicking the embedded links in the website. But they do not intend to check the trustworthy of the relevant source and that information could be used at hacking purposes. Unsecure online payments can direct the secure data to unsecure source and that information would be used for several illegal purposes.

Simply the social engineering is about stealing secure information from people by taking the advantages from their weakness at using online resources and giving the sensitive information to outsiders.
Cyber identity theft
Meaning of the cyber identity theft is similar to the social engineering and in the cyber identity theft hackers intend to use some innocent looking tricks to gain the personal information. By sending an e-mail including trustful message and an embedded link or a web form to fill out, people use to give there sensitive information. The information can be used at the criminal purposes and the cyber identity thread is a most commonly converse matter in the present (Broadhurst, 2006).
Defence-In-depth
Now a day most of the large scale organizations use high level security tools and methods to increase security of the data to protect most valuable information from the unauthorized access. But sometimes it doesn't matter how better they provides the security, the Dedicated and clever hackers can break the security barriers and get in to the protected systems.

In depth security method provides a layered security approach to the computer networks to increase the level of security by setting up several layers of barriers with the deferent methods of security rather to using single traditional methods of security (Bradley, 2009).
Ethical hacking
Ethical hacker is a person who hacks computer systems/ networks behalf of the owner for the investigation purposes or finding the evidence of cyber crimes. This term also called "white hat" hacking and an ethical hacker is a person who mostly interacts with the forensics investigation processes. Forensics investigators always require the people who capable of get in to the computer networks to trap the criminals and collect the evidences. It's not an easy task to collect the evidences of the computer crimes which conducted by the dedicated and clever hackers. At these stages the investigators need the claver and dedicated hackers who provide there services in good manner to be helpful to the investigation process.
Existing research relevant to the research question

Computer forensics investigation issues
Several researchers have described the critical stages of computer forensics investigation issues as follows.

Conservation of the collected evidence and keep them with the minimal changes to the original data is the most critical element of the forensics investigations and converting the gathered evidences in to a human meaningful manner to forward them in front of court of law forms a challenge because it could harmful to the original data. An essential factor of the forensics investigation is keeping the collected evidences with as much as minimum changes. It has a possibility to make changes while collecting and analysing the evidences form the sources but it really required to present them with the minimal changes in front of the court of law. Changes which occur with the evidences could be affected to the investigators who involved with collecting and analysing them. To present the analyzed data in front of the court of law needs expert witnesses who have sound knowledge in both computer forensics and law enforcement fields (Mckemmish, 1999).

Computer Forensics Investigation processes most generally involves common set of issues such as basic technical issues arise at most of the investigation processes and common issues arise with the forensics investigation tools using for the investigation processes (US-CERT, 2008).
Technological development threats
Rapid development of the technology opens new ways and means to the offenders to carry out their offences. Advancing of the operating systems and the heavy weight GUI operating system forms a new challenge to the forensics investigation processes. Large data volumes have also become a problem for the forensics investigation such as taking the backup of the more than one Terabyte database will required specific tools and specialized environments. The rapid growth of the electronic devices such as plug and play devices helps to the criminals to carry out the crimes without keeping any evidences to track them. (US-CERT, 2008).
Issues with the forensics investigation tools
At the stage of collecting evidences, the investigators faces to the issues arise with the tools they use for the data collection.

When collecting the evidences using the available computer forensics investigation tools the investigators faces some difficulties at some stages. When collecting the information from a source which has unallocated space will cause to face a problem with the investigation tools. Also the File Slack drives the investigations to some data collection issues. Technically it is the difference between the physical file size and logical file size. The physical size is always the same or greater than the logical size. When physical size is greater in size than the logical file then the spare data between the logical and physical file is known as slack. In the Forensics computing investigators use to examine the slack spaces because it may contains meaningful data. (ARTHER, 2004).
Major steps involves with the computer forensics investigations
Researchers have come up with computer forensics investigation methodologies in several research and they have identified set of stepwise approach and introduced them the forensics investigation community. Rodney McKemmish at the Australian Institute of Criminology identifies and introduced the following set of steps to the computer forensics investigations.
· The identification of digital evidence – Identify what evidences is present, how they present and what are the necessary actions to be taken to collect them.

· The preservation of digital evidence – This step involves with the collecting the present evidence and save them with minimal changes.

· The analysis of digital evidence – Analyzing the collected information into human meaningful manner to understand by the people when they present in front of the court of law.

· The presentation of digital evidence – Presenting the analyzed information to the law to take necessary actions against the offenders (Mckemmish, 1999).
Rules and regulations at the computer forensics investigations
Computer forensics specialists have defined the set of rules for the computer forensics investigators to be followed at the investigation process to carry out the proper investigation processes with more accuracy.
· Minimal Handling of the Original Data – Original data should keep with minimal changes to forward them in to the court of law and keep them back up for the further investigations.

· Account for Any Change – If any necessary changes occur to the original data, those changes should be properly accounted as the evidences.

· Comply with the Rules of Evidence – The development of the forensics tools and techniques should be done according to the relevant set of rules.

· Do Not Exceed Your Knowledge – Investigators should not exceed the level of their knowledge at the investigation processes (Mckemmish, 1999).
Global law enforcement of cyber-crime
Rapid development of the computer and telecommunication technology drives field law enforcement in to a new divide. The new era of the e-commerce challenges government organizations and the international agencies to form new regulation on field of computer forensics. The usages of the cyber technologies are relatively increase parallel the development of the businesses and the globalizations. Almost every country in the world involve with the business and internet based telecommunication technologies provides a better service to perform the business tasks so easily and efficiently. But meanwhile the increasingly usage of internet based telecommunication technologies open new doors to the criminals to go through there criminal activities and although it opens new challenges to the organization to store the sheltered information from the unauthorized access. The advancement of the new technologies provides safe space to the offenders to escape from the police and law enforcement. But the observations should go through the each stage, nationally, regionally and internationally.

Over the past decade there were considerable improvement has been made with the nation to increase the response with there police and law enforcement agencies with the cyber crimes. This was a grate achievement which have accomplished in the international environment. But the under-estimation of the cyber criminal cause for the rapid growth of the e-commerce based offences in the recent past. This reason brings the field of cyber crimes in to a wide spreader area. Another reason which undoubtedly case for improvement of cyber crimes are most of the computer based crimes and victims are not reported in to the relevant agencies or to the police. Most of the time victims not intend to report the crimes because they not much care about the harm which made by the relevant crime or they often afraid to report them in to the police.

In the present forensics investigators keep the log of the crime and the action has been taken for the relevant issues in nation level and out of border. But internationally it still needs to develop the association between the countries and the nations to avoid the cyber crimes to minimal the computer security related threats (Broadhurst,2006).
Gaps in literature leading to the research question
I have been able to find large number of literature source for the field of forensics computing and by reading those literatures and referring the research papers I been able to find some gaps in the relevant literature. Especially when it comes to the Asian context the number of researches conducted and the number of literature written based of computer forensics investigation are relatively low. Therefore my concern is to conduct a research based on computer miss uses in organizational level and how they act for those challenges. Although my attempt is to find out to what extend do the existing computer forensics investigation methods help there investigation of cyber crimes and how they useful with the investigations.

Most of the developed countries use special set of methods to investigate cyber crimes and acts to take necessary action for them. Most of the computers using community in the developed countries have knowledge on misuses which can occur through the computer network or electronic devices they use and the harms can happen to the privacy information comparing to the developing countries. The responsible organizations and authorities should increase the computer security base education in the 3rd world countries to avoid the security threats.

Most of the researchers conducted on the computer forensics investigations and the cyber crime were based on American, European and Australian context but less number of researches base on African and Asian context. Even if there are a lot of literature written based on forensics investigation methodologies, there are smaller amount of literature which critic the existing computer forensics investigation methods.

The research which I conduct is based on cyber crimes and computer misuses occurs in the small, medium and large scale organizations in Sri Lanka and my final objective is to what extend do the existing computer forensics investigation methods help there investigation of cyber crimes.
Methods

Approach

Research method
In the research "To what extend do existing computer forensics investigation methodologies help the investigation of cyber crime?", I have selected the Survey research method as my research approach. The research I'm conducting is based on the Sri Lankan context and the main objective of mine to conduct this survey is to find out the information on cyber crimes occurs in the organizational and institutional level in Sri Lanka and find out the actions have been taken to those criminal activities. At this point I have to select the set of organization and companies who use the information and communication system for their businesses in Sri Lanka and find out how the computer based crimes affected to their daily businesses activities and what actions they have been taken to avoid them. And also my attempt is to find out the matters arise with the cyber crime in the Sri Lankan context what changes should be occur to avoid the matters.

I have selected the set of government, non-government, organization in large, medium and small scale to obtain information. The range of data collection is bit wider and I have to come up with the data collection process in a short time period. However with the Survey research method, a large population is feasible to collect data. By using the main data collection techniques of the Survey approach, Sampling, Questionnaires and Interviews can be able to gather large amount of relevant information within short time period. Although these methods could be administrated from the remote locations by using the telecommunication medias such as mail, e-mail or telephone.
Qualitative or Quantitative data
By conducting the Survey data collection methods for this research I suppose to collect the qualitative data rather collecting the quantitative data. In this research my concern is to collect set of numeric data to analyze and come up with the conclusion on the cyber crimes which occur with the industrial organizations and companies in Sri Lanka and my aim is to classify collected data, count them, and raise numerical models in to explain what my observation on the topic. Therefore my concern is to use the Qualitative data collection methods for this survey.

A main disadvantage of the qualitative data collection is the data is more efficient, but may miss contextual detail which can be gathered using the Qualitative data collection methods.
Inductive or deductive approach
The research argument that I have selected to my research is Deductive argument. The main reason to choose deductive argument is, my key idea is to carry out a survey and gather information to come up with the relevant hypothesis and conclusion about the cyber crimes and computer forensics investigations in Sri Lanka. Inductive argument normally works as a "bottom up" approach and it's moving from specific observation to the conclusions ant theories. The research which I'm going to conduct here is the key instrument for my observations and the findings of the research will carry out the conclusions at the end.
Research techniques
The research technique which I'm going to use for this research is the "Questionnaire". Questionnaire is a good way of getting feedbacks from the people in remote distance and also a better way of collecting large amount of data in a short time period. The research I'm going to conduct here is based on Sri Lankan context and getting interacting with people to collect information using any other technique would be bit harder process. Also the questionnaire is a technique which could be used for get the quick response from the relevant parties because well designed questionnaire would be easy at filling the information on it and also when analyzing the information on it.
Advantages of the Questionnaire
· Can be used to gather information from the remote distance.

· The response time is short and can obtain quick feedback.

· Data analysis could be done in quickly.

· Can distribute among large group of people.

· Good classification makes ease of use.
Disadvantages of the Questionnaire
· Most of the time the response rate is low.

· Misunderstandings about purpose, questions, privacy, or whatever cannot be answered.

· Respondent can answer/select the any possible answer rather to relevant.

· People may not intend to give factual information.

· Poor design would leads to poor response.
Alternative techniques

Interview
The interviews are conducted to gain information on particular topic or area to be research. Interviews can be prepared in two main basic methods. Typically interviews are involving face to face meeting with the researcher and the responder to ask set of prepared questions to gather information. It can be structured or unstructured. Structured interviews also called closed interview style and unstructured call open interview style. The research which I'm going to conduct in the Sri Lanka needs a method which can gather information from the remote distance and also need to gather considerable number of response within a short time period. Therefore I have selected the Questionnaire technique rather using the Interview technique.
Advantages of the interviews
· Can gather information even out of listed rang.

· Can gain the additional information on the topic rather to required answer.

· Can take the original copy of the interview in any format (Document, audio, video).

· Accuracy of the information is high.
Disadvantages of the interviews
· Could be applying in to a small sample of people.

· The cost would be bit higher.

· Need more time for the process.

· Inability to explore response for more detailed information.
Observation
Observation is another alternative technique that could be applied for the research. Observation is a traditional technique of monitoring the behaviours continuously as much as possible and be in alert with the behaviours to get an idea or come up with the conclusions. Observation is a useful and powerful technique which takes quite time to come up with the hypothesis. The research I'm conducting is charring out within short time period and need to gather information rapidly with a large population. Therefore the observation technique is not applicable with this research.

Advantages of the observation
· Can gather information in real time on actual behaviours.

· Information is more accurate.

· Wide range of involvement can occur.

· Wide range of methods can involve.
Disadvantages of observation
· Take quite lot of time on the research.

· Only take data on observable behaviours.

· Will not applicable for large amount of population.
Population and sample
For the research "To what extend do existing computer forensics investigation methodologies help the investigation of cyber crime?", I have selected the large, medium and small scale government and non government organizations in Sri Lanka. In here I have selected the organizations under several categories. It includes:
· Financial

· Educational

· Retail

· Health and Services

· Communicational
Based organizations and I have selected 43 organizations under above mentioned criteria. My main focused is on the IT Managers of those organizations to involve with my research or the relevant IT professionals to involve with this.
Expected limitation
In this research I have expect some limitations on collecting data.
1. Organizations Information System & Security policies on giving information to the outsiders – Most of the large and medium scale organization having their own policies on privacy of their secure data specially in the area of Information Security. This state could be seen in more strictly with the financial and banking organizations and getting the feedbacks from them to this research will open a limitation for me.

2. Contacting relevant professionals in the organizations to gather information – Since I'm conducting the research in the remote distance, it would be a challenge to get in touch with relevant people to collect their feedbacks.

3. Getting the feedbacks in a short time period – Most of the profession not intend to spend their spare time on filling the questionnaire rather spend time on their personal stuff. Therefore it would form a new challenge to collect the information within short time period to complete the research in to the deadline.

4. Incomplete responses - All the responses which collected would not be in useful manner for the research because filling the questionnaires will be depends on the skills and knowledge of the respondent. Therefore another limitation to collect data would be a usefulness of the responses.
Findings

Survey
A main purpose of this survey is to find out the current face of the computer crimes in the Sri Lankan context and the level of information security in the industrial organizations in Sri Lanka.
The sample of the survey
The sample which selected for this survey is the small, medium and large scale organizations spread in all over the country and the target was to gather information from 45 companies. Those organizations represent several sectors of industrial organizations. Those organizations were selected under following categories.
· Financial/Banking

· Government

· Communication

· Education

· Health & Services

· Retail

· Other(Transport/Food & Services)
Presenting the gathered data
The data gathered using the research method (questionnaire) have analyzed according to the responses received for each question have represent under this section using relevant graphical representations.
Organizational Section
The selected organizations for the survey and the respondents have describe under this section.
Survey respondents
The survey was design to collect the information about the organization information and communication security within the organizations and the respondents should be capable person of providing relevant information to the each and every question. Most ideal person to provide the information is organization's Information Technology manager and also I have selected the similar positions to gather information from the companies which were selected.

According to these two figures, It have categorized small scale companies which have less than 75 employees and which get under $5 million annual turnover. The medium scale organizations, which holds employees in between 76 to 500 and which gets more than $ 5 millions to $ 30 millions for a year. And the organizations which hold more than 500 employees and which get more than £30.1 million turn over categorized as the large scale organizations. In this research it has mainly focused on the small and medium scale organizations in the Sri Lanka rather to the large scale organizations which has god information security background. The main idea was to examine computer security misuses in the small and medium scale organizations.
Information system of the organizations
This section describes level of the Information system use in the organizations according to the effective responses.

Almost every company surveyed has a network system within the organization and they use information system for there daily business activities. According to the data represent here, it shows most of the organization use the local area/ wide area networks in the organizations and most of the companies use global area/ internet for there business activities.
Risk analysis
This section describe on the risk assessment of each organization and the computer security policies and the regulations use within the organizations.

To the question which ask for the organizational risk assessment for obstructs which arise with information system for the daily business activities, the answer was so poor. Most of them have answered as no and some of them didn't have an idea about there own risk assessment. But only 38% selected yes for the answer and almost each of them were large scale organizations. As a whole in the small and medium scale organization do not conduct the risk assessment within the organizations.

The next question is about the policy on computer security and misuse of the computer facilities in the organization. As the figure 5 shows more than half of the selected organizations don't have a policy on computer security and misuses. And the 10% of them answered as don't know abut the computer policy and least number of responses collected with answer yes. At this point it can conclude as it must be developed the computer security and misuse policies among the organizations in Sri Lanka.

For the question "How often does your organization conduct the computer security awareness program with the employees who use the computer network?", the answers were same as the previous questions. More than half of the organizations never conduct the security awareness program for the employees who involves with the computer system. But considerable number of companies conducts a program once a year and only one of them conducts it for twice a year. None of them do it for more than twice a year and also some of them answer as don't know for the question. The conclusion of this question is the companies should more concentrate to conduct the security awareness program among the employees to increase there understanding on the information security in the organizations.

The knowledge of current laws on misuses of the computer system is considerably low in most of the organizations. Almost half of them answered as the employees have poor knowledge on current laws and only little number answered yes. The companies should more concentrate on increasing the knowledge of the employees on current laws to improve the level of information security in the organizations.
Risk detection and Monitoring
In the Sri Lankan context most of the organizations do not follow information security audits regularly. It decreases the capability to identify the computer security misuse incidents with the information systems. But some of the considerable amount of organizations follows system security audit regularly. But it needs to increase among the organizations to follow system security audits regularly because the current situation takes a poor percentage as a whole.

Least number of organizations from the selected list have intended to keep the historical records on the computer misuse incidents occurs with there information system and nearly a half of them do not keep any record about the incidents occurs with their information systems. The companies should more consider about keeping the historical records on the attacks they have faced to identify face of the attacks which they mostly experienced and to take necessary actions to avoid them. (Shown in figure 9)

Most of the organizations who keeps the historical record on the computer misuse incidents on the re information system keeps the Error logs and System security logs as the historical records and less number of them keeps transaction logs and audit logs as there records.
Computer misuses
This section of the research was prepared to gather information on the face of computer misuses arise with the information systems and to identify type of attackers who take the advantages from vulnerabilities of the information systems. And this section also identifies the weaknesses of the information system which provides a good platform to the attackers to get in to systems.

Almost all the organizations which were selected for this research have faced to computer misuses within the last 6 months. The situation was not only affected to the large scale organizations, but also the medium and smaller scale organizations suffer from the computer misuses with there information systems according to findings. The research didn't able to find even single organization which didn't face to a computer misuse incident within last 6 months period.

Misuse incidents within the last 6 months were considerably higher even there were less critical attacks. Most number of companies has experienced more than 6 attacks within last 6 months and only few of companies have been able to mange It under 5 attacks. This is a vital situation in the industrial level and some companies have experienced more than 15 attacks. Companies must have to pay more attention on the level of security with there information system under these conditions.

When it comparing the internal and external attacks to the organizations information systems in Sri Lanka, we can identify the most number of attacks arise with the internal access rather to the external access. The users of the computer system who involves internally with the organizations have much possibility to attack the system and outsiders got barriers at attacking them. Insiders try to get the benefits of their access to the information system and they are the people who much intended to attack there own computer system. By comparing figure 12 and 13 it can identify the deference between internal and external attacks to the system.

Large number of computer misuses occurs with the information system of the organizations involves with the damage to the data with the computer system. Most of the system hacking situations, virus attacks and employee misuse incidents heads through to the damaging data in the databases of the computer networks. Also data altering is another serious issue arises with the computer misuse. Unauthorized access to the computer networks and illegal coping of data if get considerable number of incidents and these are most newly improved types of attacks and also these kind of attacks will be developed in future. Therefore it can identify the unauthorized access to the computer systems as the most critical future issue for the computer system in the Sri Lankan context.

When the research looks at type of attacks which effect to the computer systems, it shows the virus attacks takes the priority. The situation is defectively affects to the smaller and medium scale organization which does not spend much care of the computer security. This situation can be described as a poor level of computer security which does not have even a proper virus guard with the computer networks. Hacking and frauds can identify as the new trends of computer threats for the organizations in Sri Lanka and these type of crimes give more affect to the large scale organizations rather to the smaller and medium scale organizations. Generally the financial based organizations face to these type attacks and most of the other large scale organizations who maintains a large computer networks suffer with these matters. Thefts and e-cash thefts are some newly forming kind of attacks in this context and IT specialists must keep their concern to avoid these attacks.(Shown in figure 15)

When it consider the result of this research it can identify most of the organizations intend to ignore the threats that they experience with the computer misuses and they don't spent much cost and care to avoid them or recover them. But this situation is slight different with the large scale organization in Sri Lanka. They use the proper methods on avoiding and recovering the issues and the poor level of security can identify at the most smaller and large scale organizations. Cost of recovering the system misuses are under US $10000 in the most of the organizations selected to this survey.

As this research paper mentioned earlier the financial and other large scale organizations faced to the frauds and theft situation rather to other organizations. Most of the security breaches attacks to the financial information of the organization and financial information is the type of information which mostly undergo to the attacks. Also attackers try to access the confidential data (such as organization information, audit reports, stock reports) belongs to the organization and most of the organizations served experience this matter on top. Another kind of information attack by the security breaches are personal information. Organizations hold the personal information (such as employee information, customer information, supplier information and stake holder's information) in their databases and attackers break the security barriers to access this kind of information from databases. Other information (Such as login information, Username, passwords) access by the attackers in some stages and that information can also add in to the high risk category. (Shown in figure 17)

Almost every company who attended to this survey has experienced the computer system misuses with their internal computer system. This means the people who directly involve with the information system (insiders of the organization) have much possibility to attack to the system then the outsiders. Internet access also makes challenges to the information system and outsiders take the advantages of the internet access to carry out their criminal activates. Most of the large scale organizations in Sri Lanka undergo with the misuses occurs with their remote access to the system and they must increase the barriers at access to the information system. (Shown in figure 18)

As it describe with the figure 18, most frequently attacked access point is the internal access and generally employees of the organization itself intend to attack to the system. More than 80% of companies experience the attacks by the employees to their system and the majority of them occur since the less knowledge on computer security. As this research describes it figure 7 employees have less knowledge on current laws and they are careless at using the own information system. Half of the selected list has experienced the attacks by the customers and competitors also try to access the information system illegally to fulfil their purposes. Unnecessary access by the outsiders (Independent hackers) is a new trend of threat to the organizations and also the suppliers and other parties who indirectly involve to the information system forms new challenger at organizations information security. (Shown in figure 19)

Majority from the selected organizations not intend to report the incidents to outsiders of the organization. Most of them propose to report the incident to the trained staff inside the organization rather report them to outside. The large scale organizations and government organizations uphold a detached department to act at computer based crimes and work at information security of the organization. But in the small scale and medium scale organizations ignore the computer based crimes harms to their information system and they do not report those crimes to outsiders. And generally the majority of them didn't take any action for incidents. Discuss with the business partners or the relevant parties are another action taken by the organizations IT community to find the solution for relevant matter. But the worst situation is there is not any separate department with local police to take the actions to the computer based crimes and therefore organizations have to work in their own to prevent the attacks and no relevant law enforcement party to work at these situations. (Shown in figure 20)

The next question of the questionnaire was design to take the feed backs on how law enforcement agencies work to prevent the computer based crimes and how they advice the organizations about the vulnerabilities of the information system security. But 90 percent of the respondents select the answer no and 10 percent of them select the answer as don't know. This situation shows the real need of law enforcement agency to work at computer based crimes in Sri Lanka and there is no proper agency exists to work at information system security in current context. (Shown in figure 21)
4.3. Key findings
While doing the computer misuse and security in Sri Lankan context, the research has identified several interesting points. These findings can provide a good mirror image of current context of the computer security and misuse situation in Sri Lanka.

As this research mentioned earlier the sample group for this research is the Information system managers or a similar position to it. While analyzing the data gathered from the questionnaires it identifies the several points which misunderstand by the respondents. And also some wired answers provided by them. Information system manager is the position which responsible for the whole information system of the organization and he or she should be aware of the each and every aspect of the system. But most of the respondents provided don't know answers for many questions and the situation is not suitable to protect the information system from threats.

Another key weakness identified by the survey is the lower level of knowledge on up to date terms of computer security and cyber crimes between the organizations Information Technology employees. According to the responses most of the IT personalities in the many organizations haven't got a clear idea about the current stage of cyber crimes and information security.

Also the computer security based education is in a relatively lower level with the people who involve with the information system and they don't have knowledge on current laws and acts regarding the computer misuse and information security.

Almost all the smaller scale organizations and some of the medium scale organizations have a poor level of information system security within the organization. Most of these organizations don't have even proper virus guard or internet firewall install with there computer system to protect them with attacks. Therefore it seems considerably lower level security among the smaller and some medium scale organization in Sri Lanka.

Most of the organizations which undergone this survey has fear of reporting incidents to the outsiders of the organization. Majority intends to take the action with their own IT community but some of them didn't take any action or report incident. A reason which identified for this matter is less capability to react at the incidents.

According to the survey data employees and the insiders who involves with the internal information system makes the biggest challenge at computer security in Sri Lanka. Almost every organization surveyed experience the misuses by the insiders rather to the attacks by the outsiders. This situation arises with the several reasons and one of them is less barriers at access levels. Information system didn't provide the better level of access levels to the each level of employees who involve with the system. Also the careless usage and the less computer literacy of the employees increase the face of this matter.

One of the major weakness which identified by this survey about current stage of computer misuse and security in Sri Lanka is there has no proper law enforcement agency established in the country to work with cyber crime and misuses. According to the responses gathered, most of the organizations don't have proper idea to how to act when incident occur and they have no proper institution to report the incident. They have never been advised by the relevant parties about the security vulnerabilities of information systems. Still there is no proper department with local police to act at computer misuse and crime incidents.
Discussion
Match the finding with early discussions
According to the findings section describes in this research the level of computer security and cyber forensics are relatively low in the selected context. It shows the knowledge on relevant areas are considerably primary stages in Sri Lankan context. Since there's almost none of the researches conducted in the Sri Lanka on the topic of cyber forensics, literature review of this research describes relevant areas of computer forensics regarding to the UK, Europe, USA and Australian context. In the literature review section it describes about most general terms of computer forensics such as forensics methods, Issues, rules of investigation, cyber crimes and some specific areas of forensics engineering. But when it compares with the findings of this research, it can identify several weaknesses in selected context.

As it describes in the literature review most of the developed countries use proper forensics investigation methods and techniques. But in the Sri Lanka there are no proper investigation methods or techniques which utilize for cyber forensics investigations. This could be described as a major failure with the field of cyber forensics in Sri Lanka because it's really required a proper investigation methods and techniques which help to carryout investigations to get effective results.

Meanwhile the rapid growth of computer crimes and misuse activities government and private sectors of developed countries have introduce and make use of new effective methods and techniques which able get rid of misuse activities. As it mentioned in the literature review techniques such as Defence-in-depth helps to increase the level of security regarding the information systems of the organizations and the developed countries intend to use it to increase information system security. But when it consider the findings of this research it shows the traditional methods of security or almost nil level of security use in the organizations in Sri Lanka. Relevant personalities must keep their concern on introducing and applying latest and effective technologies to increase the level of security among organizations.

When it comes to the UK context the government has established relevant acts and laws to deal with information security and misuse incidents ages ago. But still effective and applicable acts such like "Computer misuse act 1990" and "Broadcasting act 1990". (OPSI, 1990) In the Sri Lankan context government has recently established acts to deal with computer security and information security such as "Electronic transaction act, No. 19 of 2006" and "Information and communication technology act (ICTA) No.27 of 2003" (ICTA, 2009). Even if there are two main acts which directly involves with the information system security, people not intend to obtain help of law enforcement in Sri Lanka. The situation is well described with the findings of this research and almost every organization in Sri Lanka has never been advice by the law enforcement agencies. A main reason for this situation is there is no proper law enforcement agency in Sri Lanka to deal with the information and communication issues.

Section "Cyber Crimes" in this research describes wider range of cyber criminal activities which generally occurs in the developed countries and most of them are newly formed criminal activities such as Social engineering and cyber identity theft. But the context which has selected mostly experienced traditional criminal activities such as virus attacks, frauds. But as the research shows hacking could be classified as a newly growth theft and level of hacking based crime incidents are relatively high.

According to the literature review cyber terrorism is another critical criminal activity which based on cyber space and it has a huge possibility to affect this matter with Sri Lanka as well. But according to the research findings no such thing has been reported or may be relevant people would not keep their concern on the matters like this. Sri Lankan government and relevant parties should keep their concern on such kind of matters because it not only affects to computer security but also affects to country security.

Since the literature review of this research has describes the terms such as forensics investigation rules, forensics investigation issues which are mostly applicable of the developed countries most of the 3rd world countries have lot to develop on relevant areas. Most of the latest forensics investigation rules and regulations are not applicable with the countries like Sri Lanka since there are no proper investigation methods or techniques in use.

As this research mentioned earlier rapid development of technology open new ways for the cyber crimes and parallel to the technological revolution, face of the computer based crimes get wider. According to the research findings it can see that situation really affects to the Sri Lankan context as like as the developed countries. Development of the technology open new barriers to investigators at their investigation processes and most of the 3rd world countries do not capable of reacting to those situation since they are in a poor standard with forensics engineering. Survey data clearly shows how they react to the misuse incidents and it should be more developed with the investigation methods and technologies to answer to the issues arise with cyber space.

According to the survey data most of the organizations and companies in the selected context not intend to report or inform about the incident occurs with their system to the outsiders. They scare to report the incidents because they think it would make the situation worse and ignore them. As it mentioned in the literature review Global law enforcement is something really helpful to avoid cyber crime internationally rather than bound into a small context. But before deal with international context, it needs to aware the law enforcement agencies or relevant organization who deals with such incidents to identify the face of matters which should keep their concern. Therefore organizations must need to report the misuse incidents to the relevant parities when they occur rather than ignoring them or only dealing with their own IT department.
Judgments relevant to the finding
Since this research has forwarded a number of points which should revolutionize in the finding section, this section going to highlight some of the major points among them which must strictly need to change in the Sri Lankan context.

Increase the knowledge of computer security among IT employees in the organizations.

In the Figure 7 it shows the level of Employee knowledge on current law of computer misuse within the organization. According to the responses half of employees in selected organizations have less knowledge on current laws and acts regarding to computer misuses and security in Sri Lanka. When it compares figure 12 and 13 it clearly shows the most number of misuse incidents occurs inside the organizations. A main reason for this situation is less knowledge on computer security.

According to the survey findings considerable number of respondents have provided "don't know" answers for most of the questions. This situation also describes the less knowledge on modern and traditional terms of computer and information system security. The suggestion which can forward by considering those points is to increase the level of knowledge based on computer and information security among the employees who involve with the information system in the selected context.

Increase the level of information security in the organizations.

As it shown in the figure 10, 95% of organizations have faced to computer misuse incidents within last 6 months. This level is considerably higher and it shows poor level of information system barriers provided by the medium and smaller scale organizations in the selected context. In figure 15 it shows the type of attacks mostly occurs with information systems and viruses attacks are experienced by almost all the companies in Sri Lanka. These points provide a clear image on information system security in the selected organizations and it must increase the level of information security to avoid such priliminary attacks.

Allocate considerable amount of finances for the Information security in the organizations.

According to the answers provided for the Cost of recovering damages to the computer system most of the companies spend less than 10000 US $ for the recovering. Some of the organizations intend to ignore recovering because it costs quite a lot from the organizations' budgeting. Also most of them do not allocate considerable amount of finance fro their budget for the information system security. This situation should be changed and organizations should spend much amount to keep their information system security in higher level.

Increase the level of resources relevant to the information system security.

As it describes earlier employees and other parties who involve with the information system cause to most of the incidents occur with information system. Mainly two reasons base to this matter. One is less knowledge of information and system security and other is lower level of security barriers with internal system of the organizations. The situation is clearly shown with the figure 12 and 13 and the suggestion for this point is increase the level of security barriers within the organizations.

Establish proper agencies who directly involve with the organizational IT security issues.

One of the key suggestions relevant to the findings is to establish proper law enforcement agencies who directly involve with the computer and information security within selected context. According to the data represent in figure 20, non of the organization report the incident to local police because there is no proper department to deal with computer and cyber crimes in Sri Lanka. This can also be described as a major defect with computer security in Sri Lankan context. When it consider data in figure 21, it shows 90% of the organization selected for this survey have never been advised by law enforcement agencies and other 10% provided "Don't know" answers. Therefore it really needs to keep their concern to increase the level of computer security in medium and smaller scale organization not only focusing on large scale organizations. According to figure 22 most of the selected organizations preferred to take assist from their own IT department rather than going to the law enforcement agencies or consultants. The reason for these situations is less confidence on law enforcement agencies and IT consultants in this context. Because of that this research finally suggests to establish proper law enforcement agencies to deal with relevant issues with the computer security in Sri Lankan context.
Conclusions and recommendations
Following section of the research describes how this research has achieved its goals and how well it answered to the research question.
How far the objectives been achieved
As the research described earlier this research has been conducted to fulfil 5 main goals. These goals can be described as the objective of the research and they should be achieved at the final stage of it.

Investigate the face of cyber crimes relevant to industry sectors in Sri Lanka

Prior to the others the first goal of this research is to examine the Investigate the face of cyber crimes relevant to industry sectors in Sri Lanka

Investigating level of cyber crimes and computer security in Sri Lanka and recommend a computer forensics investigation method suitable for Sri Lankan context
· Investigate the face of cyber crimes relevant to industry sectors in Sri Lanka

· Understanding the key issues with computer and information system security in Sri Lankan context

· Examine the areas which should be developed with the computer security in the selected context

· Identify the solutions for the defects with computer security in the selected context

· Make recommendation of effective computer forensics methodology suited for Sri Lankan context
Alphabetical order.
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