For 'security shell'

SSH and SSL: --

SSH: ---
SSH stands for 'security shell'. It is a protocol designed to provide secure communication between network devices. It is replacement of unsecured channels, which sends valuable information in a plain text form. It was found in the year of 1995 by a scientist from 'Helsinki University of technology named Tatu ylonen. Initially, it was named as ssh-1.It was produced as freeware and it got a huge popularity in a short time after it released. After that a few versions had been released like ssh-1.5, ssh-2.

SSH helps to send the plain data like passwords into an encryption form. It follows an algorithm to change the data into a form, which can't be read by anybody except who knows the key to convert in to its original form to read. Encryption of data plays a major role in communication between two networking devices.

The above figure says the message transfer between client and the server through telnet. There is client named jsmith and gave his username and password. The message transferring through an unsecured telnet. The message is not encrypted and the message can be viewed by anybody between client and the server. It is not at all securable to transfer very valuable messages without encryption.

The above figure says the transferring of an encrypted message through secure shell. Here, the client gave username and password to send to the server. On the way the username and passwords are encrypted and changed into an unknown code, which can't be detected by anybody. At server point, the code or encrypted message will be converted back to the original message. This is how, secure shell (SSH) works, and it provides a lot of security to the information between client and the server in order to convert message into an secured, unreadable encrypted form.
SSL: --
Transfer control protocol follows address based authentication between client and the server. It has been suffering from confidential security in the communication channel. It has been solved through the new arrived secure socket layer (SSL). SSL was designed to give cryptographic secure channel for a confidential authentication. Netscape found SSL protocol, mainly to give security to the WWW (world wide web). It encrypts the channel at the transport layer's two ends to not to be hacked by any unauthorized persons.

SSL takes place between application layer and transfer control protocol layer. Like TCP, SSL too connection oriented protocol and it contains the information to execute the cryptographic programs, key sharing, ssl certificates etc.

SSL has two sub components.
1. Secure socket layer(SSL) Record layer

2. Secure socket layer(SSL) Handshake layer
Record layer takes blocks of data from the upper layer and then it converts that blocks into SSL texts. Then, record layer gives cryptographic technique to that text data.

Hand shake layer provides a handshake between client and the server. It sends a useless message like ' hello ' to the server. Then server sends the same message with a certificate to the client as saying it recognized the client. After this handshaking the data will be exchanged between client and the server.
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