Digital library services

INTRODUCTION
In the digital world, a setting for a work of publishers make available to get access digital contents right away to customers is technically executable. Nevertheless, there are many advantages getting from the role of the library between publisher and customer as a middle level should be continued in keeping. Protecting the transactions between the content owners and users is essential of digital library services. These ways include content protection, payment, copy rights and not only include usage rights but also protection of privacy.

In our paper, we will compare two different security technologies: secure connections and secure packages. In order to get appropriate the digital library requirements, we suggest that secure packages are more suitable.

Three-tier architecture

The term digital library include not only electronic entities like FTP sites and on-line services like America OnlineTM but also conventional libraries digitizing their collections. We determine it very practicable to differentiate between the publishers and the information providers (librarians) who brings the information to the end users. In fact, a publisher may carry out both roles.

Nevertheless, we assure significant value in the intermediate role. That called the three-tier architecture. The library as a middle tier, is frequently linked to its users over an intranet as fought to the Internet. There are many advantages provided by this tier.
1. Instead of the entire community, the middle tier can get the content which may be expensive to be purchased individually. We would realize this as "site licensing".

2. Patrons get a guaranteed level of namelessness that cannot easily coped with on the open Internet that provided by the middle tier.

3. Patrons get much higher functioning than the broad-area Internet by caching information the middle tier.

4. As a trusted system, the middle tier greatly cuts down the problems of bringing valuable content from the origin to the consumer.
Access to information, truth authentication, privacy and anonymity are precise values of conventional libraries since these values are providing at the beginning of electronic entity.

However, we found that not all security technologies are as same favorable to this middle role.
Security Systems
Encryption algorithms are basic building blocks of security systems. Encryption has been around us long times ago. Nowadays encryption is faster and more effective made by digital computers. The basic definition of encryption is that it allows us (for example, sender and receiver) to be able to share messages but prevents reading our messages by third party. There is a share secret key that both sender and receiver have. When sender sends the message, he/she decrypts the message. On the other hand, receiver can read the message by decrypting with the secret key.

A key pair (two different keys) were using for encryption and decryption in last twenty years. Every message encrypted with one of these keys can only be decrypted by using the other one.

People use public-key when one of key pair is kept secret and the other one is published. Public-key algorithm are used when sender want to send a secret message, he or she encrypts the message with the receiver's public key, and this key is only know by receiver that called secret key. Digital signature and public key encryption are two main branches of public key cryptography.

There can be many different potential layers for applying encryption in a system. We might apply it at the communication layer or at the document layer or at the application layer.

For the protection for the communication layer, we can use Secure Socket Layer (SSL). Secure HyperText Transfer Protocol (SHTTP), Pretty Good Privacy (PGP), Privacy Enhanced Mail (PEM) and Secure Multipurpose Internet Mail Extensions (S/MIME) are used for protecting the application layer.

But, every security system cannot provide the features required by a digital library. For the protection of electronic mail, PGP, PEM, and S/MIME are used. In our paper, we will discuss and compare the security features of the general-purpose security systems SSL/SHTTP and cryptographic envelopes.
Protection on the Document Level: Cryptolopes
In a digital library context, document protection is higher up the security level than application program and communication channel. Documents protection needs the document to be absorbed in an envelope at the publisher's site and only to be unabsorbed at the end-user's computer.

To meet the digital library requirements, a cryptolope-based solution is well fitted.
1. The client verified the document authenticity and the librarian is out of the loop.

2. Only between the client and clearing house just needed the entity authentication. For each library patron, the publisher does not need to have a special relationship.

3. Every cryptolope and every message is digitally signed and admits the public certificate of the signer, so that it can be checked easily.

4. Signature and checksums of the content parts allow the users check the authenticity and integrity of the content.

5. Code signing techniques can be used to secure the client side since cryptolope processing needs dedicated opener and viewer software running on the client.

6. The three-tier model allowed the cryptolope processing architecture. It comprises of a clearing house and a cryptolope cache. Transmission and storage is on one side and opening and use is on the other side are not matched, so there is no threat to a document's security. The concept of superdistribution is recognized in the deployment of a large network of middle tiers. Cryptolope was not needed directly by clients and online from a publisher, but can replicate a cryptolope from the closet cache and the unlocking key was purchased by any authorized clearing house. In order to get site-licensing.

