Different possibilities of allocating IP

Introduction:
When the Internet Protocol IPv4 has been launched, the Internet was relatively small and private. It seemed inconceivable to reach nearly 4,300,000 addresses. Today, Internet is victim of its success and the address space of IPv4 is unable to meet the high demand of skill in the world. Indeed, no one imagined at the time of use one day for IP phone, play, surf the Internet with a mobile phone or PDA. Today there are more intelligent objects connected than humans on Earth. An IPv6 address length is 16 bytes or 128 bits.

It abandons the dotted decimal notation used for IPv4 addresses in favour of writing hexadecimal, where 8 groups of 2 bytes (= 128 bits total) are separated by a colon:

3ffa:450c:1234:afc2:5463:deba:45bc:ad56

In this report, the first part will be dedicated to the difference between a static and a dynamic IPv6 unicast addressing with an explanation on the IPv6 header. The advantage and the disadvantage of each approach, what kind of services, infrastructure and configuration are required for each of them and which approaches are advices by standards documents.

Thank to all this information, in the second part, the report will deal with a medium size organisation, like about 1000 host with a several dozen networks. Some recommendation will be propose for this organisation with justifications.
IP version 6:
The header was 20 bytes in IPv4 passing 40 bytes in IPv6. Some IPv4 fields have been removed or are now optional, in order to reduce the cost of packet processing and bandwidth of IPv6 headers.

The "Version" is coded on 4 bits. It represents the version number of Internet Protocol. Its value is equal to 6 (0110 base 2). This field is identical to the IPv4 stack; it is precisely to identify the protocol layer 3 of OSI model. Here is a list of different codes:
· 00 - Reserved

· 01 - Not assigned

· 02 - Not assigned

· 03 - Not assigned

· 04 - IP V4

· 05 - ST Datagram Mode

· 06 - IP V6

· 07 - Not assigned

· 08 - Not assigned

· 09 - Not assigned

· 10 - Not assigned

· 11 - Not assigned

· 12 - Not assigned

· 13 - Not assigned

· 14 - Not assigned

· 15 - Reserved
The "Traffic class" is coded on 8 bits. It defines the priority of the datagram so that the origin nodes and routers transmitters can identify and distinguish the class or priority of the IPv6 packet in question.

The "Flow Label" is coded on 20 bits. It can be used by a source to name sequences of packets which special treatment by IPv6 routers are required.

The "Payload Length" is 16 bits. The "Payload Length" of the IPv4 header indicating the length of the data including the IPv4 header. Contrary to that, this time the field "Payload Length" of the IPv6 header indicates the number of bytes of data following the IPv6 header.

The "Next Header" is coded on 8 bits. It identifies the type of the Data or option that is behind the IPv6 header. The values used are identical to the protocol field of IPv4 header. Here are the most known protocols:
· 01 - 00000001 - ICMP

· 02 - 00000010 - IGMP

· 06 - 00000110 - TCP

· 17 - 00010001 - UDP

· 58 - 00111010 - ICMPV6
Static IPv6 unicast addressing:

Advantages:
This kind of addressing will permit a better security in your network. Notably, with the subnet, you can protect some part of your network, which you don't want everyone can access to. It is not the only advantage, because of this choice of addressing; the broadband of your network is not flooded by all packages sent by routers who might be the case if you choose a dynamic addressing strategy. Furthermore, on a big network, static IPv6 make traffic of data easier because the routers already know the destination.
Disadvantages:
The most tedious work when you use a static addressing method is that all the network equipments have to be configure one by one, all the IP address have to be set up manually. It will depend on how many appliance you have on your network. The idea of IPv6 is to give an IP address to all the equipment and keep them connected on the network. The administrator's job is in accordance with the size of your network.

On a technical aspect, a station can only reach the networks areas that have been indicate before, when all the IP addresses have been set up.
Services, Infrastructures and Configurations:
· Services:
To use Static IPv6 unicast addressing, basically, you need an administrator who will set up all the devices of your network. All computers, phone station, printers and other devices are to allocate an IP address to all of that and the job is possible in accordance with the size of the company.
· Infrastructures:
No special infrastructures are required to set up a network with IPv6. All the network equipment must be able to work with IPv6 and in the case that your networks are not only dedicated to work as intranet, your routers must use protocols that are able to work with IPv6.
· Configurations:
The configuration you have to make about IPv6 is to be sure that your devices support IPv6 and are able to receive all the information like the IPv6 address, the length of the prefix of the subnet and the gateway.
Dynamic IPv6 unicast Addressing:
One of the main functions of IPv6 is the ability of the host to automatically configure an interface. The detection of neighbours allows the host to locate an IPv6 router on the local link and send a query site prefix. The host performs the following tasks in the process of automatic configuration:
· Creating a local link address for each interface does not require a router on the link.

· Verification of the uniqueness of the address on a link does not require a router on the link.

· Definition of the method of global addresses, or using the stateless mechanism or stateful mechanism, or thanks to both of them (requires a router on the link).
Configuring stateful: DHCPv6
The stateful auto configuration is here to reduce the effort of installing IPv6 equipment, like the stateless auto configuration elsewhere. Unlike the latter, it provides configuration information richer and control over the allocation of configuration parameters.

A configuration parameter is useful information to a machine to configure its network interface so that it can communicate on the Internet. All configuration parameters include different information like:
· Addressing

· Routing

· DNS, NIS, etc
However, the routing information is not provided by the IPv6 auto configuration mechanisms, with or without the state but by the routers discovery procedure ICMPv6. Both auto configuration techniques are not exclusive and may coexist in the same environment. For example, a machine can get its global unicast address by stateless auto configuration and retrieve information on the name service (DNS) by the stateful auto configuration.
Stateless auto configuration:
The stateless auto configuration does not require manual configuration of machines, a minimum configuration for routers and no additional server. It uses the ICMPv6 protocol and can function without the presence of routers. However, it requires a subnet broadcast. This method only applies to machines and cannot be used for configuring routers. The basic principle of stateless auto configuration is a machine generates its IPv6 address from local news and information provided by a router. The router machine provides information on the subnet associated with the link, it gives the prefix.
The Particular approach:
The network we are looking to set up is a medium-sized organisation with, in this organisation around 1000 hosts. The entire network is divided in several dozen networks. We are looking for which of the both approach describe above is the best one to set up this network with IPv6.

Basically, for this organisation use only the static approach, even if it is safer, it is impossible to set up an IPv6 address for 1000 hosts. The static approach must be use to configure a dozen of static route on router for example but not more; otherwise, the amount of work for the administrator must be impossible.

Given that, for our 1000 hosts' network, the Dynamic IPv6 unicast Addressing must be the best addressing choice. Indeed, the choice will be between a stateless or stateful addressing. We know that our 1000 hosts will be divided between several dozen networks. Witch might represent 5 (several) x 12 (dozen) = 60 networks. Just to have an idea, it represent 1000/60 ~ 17 hosts per networks.

Basically, we are looking for the auto configurations that produce the less traffic and the best security in our particular network.
Stateless auto configuration:
As it said above, this configuration can work without any router or server but can't be use to set up router. In our case, a router will certainly be use to permit host to get the internet and communicate outside the company. So this configuration might be use for an intranet communication in our company who might be one of our networks.
Stateful auto configuration:
The stateful auto configuration seems to be better to allocate an IPv6 address to all our hosts, the configuration information are complete. To be able to do that, a DHCPv6 server is necessary on the company network. The stateful auto configuration is here to reduce the installation effort of IPv6 device and in the company allow a better management network.

To meet the need of the company, the stateful auto configuration is in accordance of the size of the network and the number of hosts.
Conclusion:
IPv6 revolutionize internet with its addressing capacity, this is the main advantage, one that drives the migration. It is necessary for new applications such as mobility. The complexity of systems like NAT will disappear. Configuration issues that complicate the deployment of IPv4 networks disappear. Each machine works out its link local address of and gets the parameters from the router of the global network layer.

IPv4 migration to IPv6 will definitely permit new possibilities and allow every device to be always online.

