Current state of IDS
For the most part, IDS's currently come in two varieties:
· Network Intrusion Detection System (NIDS)

· Host Intrusion Detection System (HIDS)
The techniques that also the NIDS or HIDS uses to decide if malicious action is happening can be based ahead recognized signatures or anomalies touching normal model of activity. Which technique an exacting IDS uses depends leading the dealer and manufactured goods. The next is a brief clarification of the 2 main IDS categories.
Network Intrusion Detection Systems
Network Intrusion Detection Systems are typically organize as a devoted element on a network division. There is some dispute as to where to put a single NIDS (inside or outside of a firewall), but mainly have the same opinion that many NIDS are improved. It will then evaluate capture network data to a file of identified malicious signatures. If there is a competition, the IDS will log and drive an alert according to how it was configured by the system or security administrator.

Some of the advantages and disadvantages of NIDS are:

Advantages:
· Avoid DoS that would otherwise affect a Host

· Breadth of Coverage. An entire subnet may be covered by one NIDS.

· Stealth

· Minimal Install/Upgrade Impact to Network

· Ability to Identify Network Layer Errors

· Operating Environment Independent
Disadvantage:
· Latency between time of attack and time of alert. By the time an alert is received the damage may have already occurred.

· False / Positive Alerts

· Cannot Analyze Encrypted Traffic

· NIDS only as strong as the latest signature update. New or variations in attack patterns will not register.

· Difficulty in processing packets in a congested network.

· Does not indicate whether the attack was successful
Host Intrusion Detection Systems
Host Intrusion Detection Systems are typically organize on a host computer. In its place of watch a network sector, a HIDS only watch the host on which it is set up. A HIDS would normally be located on business serious hosts and on servers in a DMZ so as to be the majority likely to be cooperation. The HIDS work by watching modify to a number of variables on the host system.

This may include:
· System Processes

· Registry Entries

· CPU Usage

· File Access and Integrity Checking

· and many other variables.2
Any surpass doorsill or distrustful file modify will send an alert.

Some of the advantages and disadvantages of HIDS are:

Advantages:
· Ability to provide information about a host during an attack on that host.

· Ability to associate a user to an event

· May detect attacks that are not detectable by NIDS

· Can analyze encrypted data that has been decrypted on the host.
Disadvantage:
· HIDS are not able to detect network scans.

· Information provided by the HIDS becomes unreliable as soon as an attack on that host has been successful.

· When an OS is brought down by an attack, the HIDS goes down with the system.

· In order to monitor several hosts, an HIDS would need to be placed on each host.

· HIDS may be ineffective during a DoS attack

· HIDS require resources of the host in order to operate.
Every one type of IDS has its strengths and weaknesses. A top perform is to make use of a selection of explanation and put them keen on strategic region all through your infrastructure. Now that we contain taken a look at the present IDS machinery, we will now start on to discover what tomorrow will carry in the meadow of IDS technology.

