Computer security applications

Need of Security:
Security is most essential due to the wide spread use of data processing equipment, the need of security of information felt to be most valuable to any organization was offered by administrative and physical means. Network security needs are required for protecting data throughout their transmission.
Following are the instances of security violations:
1. Host A transmits a crucial information file to host B. An unauthorized host C can monitor the transmission and is able to capture a copy of the file while it is being transmitted.

2. A customer transmits a message to a stockbroker along with instructions for several transactions. Afterwards, the investments reduce its value and the customer refuses to send the message.

3. While sending the message amongst two users, an unauthorized user intercepts the message, changes its contents by adding or deleting entries, and then forwards the message to the receiver/ destination user.

4. When an employee if fired without notification, the manager transmits a message to a server system for invalidating the employee's account. After the invalidation, the server is supposed to post a notice to the employee's record as confirmation of the action. Then, the employee can intercept the transmitted message and delay it to make the last access to the server for retrieving sensitive information. Then, the message is forwarded, the action is performed, and the confirmation is sent across. This may result into the system unnoticing the employee's action for a considerable amount of time (Bagad & Dhotre 2009).

The International Telecommunication Union Telecommunication standardization sector recommended X.800 Security Architecture for OSI. Moreover, it is said to be extremely useful for managers as a method for organizing the task of providing security. The OSI model deals with security attacks, services and mechanisms. These are defined as follows:

1. Security attack: An action that can compromise the security of information that an organization owns.

2. Security mechanism: A process designed for detecting, preventing or recovering from a security attack.

3. Security service: A communication or processing service which enhances the security of the information transfers and data processing systems of an organization (Bagad & Dhotre 2009).

A threat to computer security can be defined as a potential for violation of security that exists every time a circumstance, an action, capability or an event is detected that may breach security and cause harm. Moreover, a threat is a possible danger which can exploit vulnerability.
Security Attacks:
An assault or breach to security of the system that derives from an intelligent threat; i.e., an intelligent action that is a deliberate attempt to avoid security services and breach the security policy of a system (Bagad & Dhotre 2009).
There are two types of security attacks:

1. Passive Attack
Passive attacks are attacks in which the attacker/ intruder practices eavesdropping on or monitoring of data transmission. Passive attacks attempt to learn or utilize information from the system but do not try to affect system resources. The intruder aims at obtaining information that is being transmitted; that is, information in transit. The term passive suggests that the intruder does not try to modify or alter the original information.
Passive attacks are categorized in two types. They are:
a. Release of message contents

b. Traffic analysis
Release of message content is implemented in a telephone conversation, electronic mail message, and a transferred file. As they may contain confidential or sensitive information one would want to prevent an opponent from learning the file or transmission contents (Bagad & Dhotre 2009).

Traffic analysis is concerned with masking the contents of the message in order to prevent the opponent from extracting the information from the message. Masking is done by encrypting the message.

Passive attacks are not very easy to detect since they do not involve any modification or alteration of data. Usually, it is most feasible to avoid a successful attack by means of encryption (Bagad & Dhotre 2009).
2. Active Attack
Unlike passive attacks, active attacks involve small modification or alteration of data stream or the introduction of a false stream. Moreover, these attacks are not prevented easily.

Active attacks can be categorized in four types:

* Masquerade

* Modification of message

* Replay

* Denial of Service

1. Masquerade: Masquerade takes place when one entity takes the form or another entity. In other words, it occurs when one entity/ object pretends to be a different entity/ object. For instance, authentication sequences may be captured and replayed after the occurrence of a valid authentication sequence, thereby enabling an authorized entity having few privileges to obtain additional privileges by portraying entities that have those privileges. Masquerade attacks are also called as interruption attacks and usually include on of the other forms of active attack (Bagad & Dhotre 2009).

2. Modification of message: This type of attack involves some alteration to the original message. Moreover, it also produces an authorized effect. In this type of attack, some part of a legitimate message is altered or messages are reordered or delayed for producing an unauthorized effect. For instance, a message entailing "Allow James Dias to access confidential information" is altered to mean "Allow Jessica Thomas to access confidential information." (Bagad & Dhotre 2009)

3. Replay: A replay attack involves the passive capture of information and its consequent retransmission to produce an unauthorized effect.

4. Denial of Service (DOS): A denial of service attack inhibits the management and normal use of any communication facilities. Specifically, this attack has a specific target and is caused by fabrication. For instance, an entity can suppress all messages sent to a particular destination, for instance, the security auditing service. Alternative form of denial of service is the commotion of an entire network, by overloading the network with excessive messages or by completely disabling it in order to degrade performance (Bagad & Dhotre 2009).

As compared to passive attacks, active attacks present opposite characteristics of passive attacks. Passive attacks are not easy to detect and measures are taken to prevent their success. Whereas, it is very difficult to avoid active attacks absolutely since there would be a need for physical protection of all communication paths and facilities at all times. Rather, the main objective is to detect them and to retrieve them from any delays or disruption they cause.
Attributes of Security
X.800 specifies a security service as a service that a protocol layer of communicating open systems provide and which ensures necessary security of data transfers and of the systems. However, a clearer definition is provided in RFC 2828 which defines security service as a communication or processing service that a system provides to give a particular kind of protection to system resources. Moreover, RFC 2828 also states that security services are implemented by security mechanisms and implement security policies. X.800 categorizes security services into five types along with fourteen specific services (Bagad & Dhotre 2009).

* Authentication: Authentication is a service that is focuses on assuring that a communication is authentic. For instance, during a single message transfer such as am alarm signal or a warning, the function of the authentication service is to ensure the recipient that the received message is from the sender that it claims to be from. Briefly, authentication is the process of determining whether an entity or object is, in fact, what it is stated to be. In private and public computer network, authentication is normally done through the use of logins and passwords (Bagad & Dhotre 2009).
X.800 defines two specific authentication services, namely:
a. Peer entity authentication: It is used in association with logical connection for providing confidence in the protection and identity of the entities connected.

b. Data origin authentication: It does not provide protection against the modification or duplication of data units. Moreover, this type of service affirms application such as electronic mail wherein no prior interaction between the communicating entities is involved (Bagad & Dhotre 2009).

* Access Control: Access control is the ability to control and limit the access to applications and host systems through communication links. Also, this service controls who is permitted to have access to a particular resource, the conditions under which access can occur, and what operations are allowed to be performed by those accessing the resource.

* Data Confidentiality: Confidentiality is defined as the concealment of resources or information. Confidentiality is categorized into

o Connection confidentiality: It is the protection of every user data on a connection

o Connectionless confidentiality: It is the protection of every user data in an individual block of data.

o Selective field confidentiality: It is the confidentiality of selected fields inside the user data in a single data block or on a connection.

o Traffic flow confidentiality: It is the protection of the data/ information that may be extracted by observing the flow of network traffic (Bagad & Dhotre 2009).

* Data Integrity: It can be applied to a single message, a stream of messages, or to selected fields within a message. Since modification may cause loss of message integrity, an assurance is needed that the data received by the receiver are exactly as sent by an authorized sender entity, i.e., the data contains no modification, insertion, deletion, or replay. Data integrity is classified into: (Bagad & Dhotre 2009)

o Connection Integrity with Recovery: It provides for the integrity for every user data on a particular connection and detects whether any deletion, insertion, modification or replay of data has taken place in an entire data sequence along with recovery attempted.

o Connection Integrity without Recovery: It provides integrity and detection without recovery.

o Selective-Field Connection Integrity: It offers integrity of selected fields in the user information in a data block that is transferred over a connection. It also takes the form of determination of whether or not the selected fields are deleted, inserted, modified or replayed.

o Connectionless Integrity: It provides for the integrity of an individual connectionless block of data and can take the form of detection of data modification. Moreover, it also provides a limited form of replay detection.

o Selective-Field Connectionless Integrity: It offers integrity of selected fields within an individual connectionless data block and may take the form of determination of whether or not the selected are modified (Bagad & Dhotre 2009).

* Nonrepudiation: Nonrepudiation prevents either receiver or sender from denying a transmitted message. In other words, nonrepudiation offers protection against denial by any of the entities that are involved in a communication of taking part in part of or all of the communication.

Nonrepudiation, Origin: specifies that the message was sent by the defined party. When the message is sent, the receiver can prove that the said sender in fact sent the message.

Nonrepudiation, Destination: specifies that the message was received by the defined party. When the message is received, the sender can prove that the said receiver in fact received the message (Bagad & Dhotre 2009).
DNS poisoning:
DNS cache poisoning is stated as an attack that tricks a DNS server into interpreting that it is receiving authentic information whereas, in reality, it is not. Furthermore, once the DNS server is poisoned, the critical information is normally cached for a while, disseminating the impact of the poison/ attack to the end users using the network and the server. For performing a cache poisoning attack, the intruder exploits a flaw in the DNS software that makes it accept incorrect information. Therefore, if the server fails to correctly validate DNS responses to assure that they arrived from an authorized source, then the server locally caches the incorrect entries and offers them to end users that are making the same request. Additionally, cache poisoning, also called as DNS cache poisoning or domain name system poisoning, is the degradation of the Internet server's DNS table by replacing an IP address with that of another rogue address whenever a Web user searches for the Web page containing that address (Bagad & Dhotre 2009). Then, the request is redirected to a different address by the rogue entry within the DNS table. At that point, a spyware, Web browser hijacking program, a worm, or any other malware can be easily downloaded to the end user's computer from the bad location. Cache poisoning can be transmitted in several ways, thereby increasing the rates by which rogue programs are spread. One method for this is the placement of the compromised URLs within email, spam, messages containing subject lines that tempt users to open them. Banners ads and images within an email, message are also vehicles by which end users are led to servers that are compromised by cache poisoning.

Whenever a user's computer has been attacked by a disruptable code, all following requests by the user's computer for the compromised URL is redirected to the rogue IP address although the victim server settles the problem existing at its site. Furthermore, cache poisoning is specifically dangerous when the targets are trusted targets and familiar sites, similar to those who are pointed by Web browsers when automatic updates for virus definition are performed (Bagad & Dhotre 2009).
IP Spoofing:
IP spoofing is the technique used for gaining unauthorized access to computers whereby the hacker transmits messages having an IP address showing that the messages are arriving from a trusted host. In order to engage in IP spoofing, an intruder must use various techniques for finding an IP address of a trusted host and then modifying the data packet headers to indicate that the data packets are arriving from that host. Moreover, the header of every IP packet is comprised of its source address. This is usually the address that the packet was sent from. By forging the header so that it contains a different address, a hacker is able to make it appear that the packet was sent by a different machine. This can be a technique of attacking used my network intruders for defeating network security measures, like authentication based on IP address. This method of attack on a remote system can be extremely difficult since it involves modification of thousands of packets at a single instance of time and is not usually achieved using a Microsoft Windows PC (Bagad & Dhotre 2009).

IP spoofing in concerned wit modifying the packet header that lists the source IP, the destination IP, a checksum value, and the data referring to the order in which is was transmitted. This kind of attack is considered to be most effective where trust relationships exist amongst machines. For instance, commonly some corporate networks have internal systems that trust each other, so that the user is able to login without the user id or password provided they are connecting from another machine within the internal network. By spoofing a connection from a trusted machine, a hacker is able to access the target machine without any authentication (Bagad & Dhotre 2009).
Examples of spoofing:
1. Man-in-the-middle attack: In this attack, data packets sniff on the link between two end users/ end points, and can pretend to be one end of the connection.

2. Routing redirect: routing information is redirected from the original host to the attacker's host. This attack is another form of man-in-the-middle attack.

3. Source routing: It redirects single data packets by hacker's host.

4. Blind spoofing: It predicts response from a host, thereby allowing commands to be sent, however, cannot get instant feedback (Bagad & Dhotre 2009).
Man-in-the-middle Attack:
In cryptography, an attack wherein an intruder is able to read, insert, delete, and modify information passed between two parties, at will, without either of the parties getting to know that the communication link between them is compromised, is said to be a man-in-the-middle attack. The hacker must be able to observe and intercept messages that are being transmitted between the two victims. Moreover, the MITM attack is able to work against public-key cryptography and is specifically applicable to the original Deffie-Hellman key exchange protocol, while being used without authentication (Bagad & Dhotre 2009).
The MITM attack includes one or more of:
1. Replay attacks

2. Substitution attack

3. Eavesdropping, along with traffic analysis and perhaps a known-plaintext attack.

4. Denial of Service attack. For instance, the attacker may jam all communications prior to attacking one of the parties. Thus, the defense is for both the communicating parties to frequently send across authorized status messages to one another and to treat their disappearance with paranoia.

5. Chosen cipher-text attack, according to what the recipient does with a message that it decrypts (Bagad & Dhotre 2009).
Typically, MITM is used for referring to active manipulation of the messages, instead of passively eavesdropping.
A good example of a successful MITM attack against public-key encryption is given below:
Consider Alex wants to communicate with Sam and that Jack wants to eavesdrop on the conversation, or deliver a false message to Sam. To initiate the communication, Alex asks Sam for his public key. If Sam is able to send his public key to Alex, and Jack is able to intercept that key, then a man-in-the-middle attack can start. Jack can simply send across a public key to Alex for which she has the matching private key. Alex, believing this to be Sam's public key, then encrypts her message with public key of Jack and transmits the enciphered (data) message back to Sam. Again, Jack intercepts the message, deciphers it, keeps a copy, and finally, re-enciphers it with the public key originally sent by Sam to Alex. When Sam receives the newly enciphered message, he will obviously believe it has come from Sam (Bagad & Dhotre 2009).

The above example emphasizes on the need for Sam and Alex to adopt some way of ensuring that they are truly utilizing the correct public keys belonging to each other. Otherwise, such attacks are normally possible in principle against any message that is sent using public-key technology.
Defenses against the attack:
Even for several public-key based cryptosystems, the possibility of the occurrence of man-in-the-middle attack persists to be a crucial security bottleneck. Several defenses against MITM attacks employ authentication techniques which are based on the following:

1. Secret keys

2. Public keys

3. Stronger mutual authentication

4. Passwords

5. Other criteria, like voice recognition or other biometrics (Bagad & Dhotre 2009).

Furthermore, the integrity of public keys must usually be assured in some way, but need not be secret, while additional secrecy requirement are associated with shared secret keys and passwords. Interestingly, public keys can be verified by a Certificate Authority whose public key is distributed via a secure channel.

Malicious Software: Malicious software is software which is purportedly inserted or included in a system for a destructive purpose. Malicious software is divided into two categories; those that are independent and those that require a host program. Backdoors, viruses, and logic bombs require a host program and never exist independently. Independent or self contained programs are scheduled and run by the operating system. Examples are zombie programs and worms (Bagad & Dhotre 2009).

Backdoor: Also known as trapdoor, Backdoor is a secret entry point into a program which allows someone who knows the backdoor to gain access without going via the usual security access procedures. Programmers have been using backdoors for debugging and testing programs. The developer may debug the program by gaining special privileges or by avoiding all the required setup and authentication. Backdoors turn to be threats when unauthorized programmers use them for gaining unauthorized access. In short, backdoor is a code that identifies some special sequence of input or is triggered by an unlikely sequence of events or by being executed from a specific user id. However, it is hard to implement controls for operating system for backdoors. For this, security measures should focus on the software update and program development activities (Bagad & Dhotre 2009).

Viruses: A virus is a program that inserts itself into one or more files of the system and then performs some harmful action. For example, for e-mail viruses, if a user opens email attachment, the Word Macro is triggered. Then, the e-mail virus transmits itself to everyone on the user's mailing list. Hence, the virus performs local damage (Bagad & Dhotre 2009).

Worms: Worms are programs that replicate themselves by installing copies of themselves on other machines across a network. An e-mail virus consists of some of the characteristics of a worm since it propagates itself from one system to another. Furthermore, network worm programs make use of network connections for spreading from system to system. A network worm uses network vehicles like remote execution capability, electronic mail facility, and remote login capability, to replicate itself (Bagad & Dhotre 2009).
Virus Countermeasures:
Viruses are prevented by implementing the following steps:

1. Detecting the virus (determining and locating)

2. Identifying the virus

3. Removing traces of virus.

Advanced antivirus techniques include

Generic Decryption Technology: This technology is capable of detecting most complex polymorphic viruses on fast scanning speed. The detection process is done by executing files by a GD scanner.

Digital Immune System: It is aimed to provide rapid response time in order to stamp out viruses whenever they are introduced.

Four generations of antivirus software are simple scanners, heuristic scanners, activity traps, fully featured protection (Bagad & Dhotre 2009).
Security Mechanisms:

Following are the security mechanisms defined by X.800:
1. Specific security mechanisms: It is incorporated into the corresponding protocol layer to offer OSI security services.
a. Digital Signature: A cryptographic transformation of, or data appended to, a data unit which allows a receiver of the data unit to prove the integrity and source of the data unit as well as offering protection against forgery.

b. Encipherment: It is the use of numerical and mathematical algorithms for transforming data into a form which is not readily intelligible.

c. Data Integrity: Comprises of numerous mechanisms used for ensuring the integrity of a stream of data units or a single data unit.

d. Access Control: Comprises of various mechanisms which impose access rights to system resources.

e. Authentication exchange: It is a mechanism that intends to assure the accuracy of identity of an entity through information exchange

f. Notarization: It is based on using a trusted third party to ensure specific properties of a data exchange

g. Traffic Padding: It is the addition/ insertion of bits into data stream gaps in order to frustrate attempts of traffic analysis.

h. Routing Control: It allows for selection of specific physically secure network routes for certain data as well as allows changes in routing, particularly when a security breach is suspected (Bagad & Dhotre 2009).
2. Pervasive security mechanisms: These are mechanisms that are not concerned with any particular OSI protocol layer or security service.
a. Event detection: It deals with detection of any security relevant events.

b. Trusted functionality: Functionality that is perceived to be accurate with respect to specific criteria.

c. Security recovery: It relates to requests from mechanisms, like management functions and event handling, as well as takes recovery actions.

d. Security label: It is the marking limit allotted to a resource or data unit which designates or names the security attributes of that resource (Bagad & Dhotre 2009).
Model for Network Security
A message needs to be transferred from source to destination throughout some kind of internet. For this purpose, both the ends are required to cooperate for smooth exchange of data. Also, a logical information channel is created by defining setting up a route across the internet from the source to the destination. All the techniques and methods for offering security are made up of tow major components:

1. A transformation related to security on the information that is to be sent. For instance, encryption of a message that scrambles the message so as to make it unreadable by the opponent, including a code that is based on the message content, which may be used for verification of the identity of the sender.

2. Additional secret information contributed by the two principles, unknown to the opponent. For instance, an encryption key is used in conjunction with the message transformation in order to scramble it before transmission and unscramble it after reception.

Furthermore, a trusted third party is essential for achieving secure transmission. A good example of this is a third party responsible for distribution of the secret information to the two principles when keeping it from any opponent. Alternatively, third party may also be required for arbitrating disputes amongst the two principles regarding the authenticity of transmission of a message (Bagad & Dhotre 2009).
The four fundamental tasks in designing a specific security service are as follows:
1. Designing an algorithm to perform the security based transformation. The designed algorithm must not allow an opponent to defeat its purpose.

2. Generating the secret information that is to be used along with the algorithm.

3. Developing techniques for distributing and sharing the secret information.

4. Specifying a protocol that will be used by the two principles which utilizes the security algorithm as well as the secret information for achieving a certain security service.
Symmetric Encryption Principles (Symmetric Cipher Model):
A symmetric encryption model possesses five major ingredients:

1. Plaintext: Original message or the input data fed into the algorithm.

2. Encryption Algorithm: This algorithm performs several transformations and substitutions on the plaintext message.

3. Secret Key: This key is also fed as input to the algorithm. The exact transformations and substitutions the algorithm performs depend on the key.

4. Cipher Text: Cipher text is the scrambled message that is produced as output of the encryption algorithm. It is dependent on the plaintext message and the secret key. Given a message, two dissimilar keys will produce two dissimilar cipher texts.

5. Decryption algorithm: Essentially, this is the encryption algorithm implemented in reverse. This algorithm accepts the cipher text and the previous secret key and produces the original plaintext (Bagad & Dhotre 2009). The original message, known as plaintext is transformed into random and scrambled message known as cipher text. The art and science of manipulating message for making them secure is referred to as cryptography. The original message to be converted is called the plaintext and after transformation the resulting message is known as the cipher text (Bagad & Dhotre 2009).

The process of conversion of the plaintext into cipher text is said to be encryption and the reverse process is known as decryption. Furthermore, the encryption process is comprised of an algorithm along with a key. The algorithm is controlled by the key. The main goal is to design an efficient encryption technique so as to make it impossible for an unauthorized party to learn the contents of the cipher text message. A user is able to retrieve the original message only by decrypting the scrambled (cipher text) message by using the secret key. The algorithm then produces a different output depending on the secret key used. The output of the algorithm alters if the secret key changes (Bagad & Dhotre 2009). The security of the traditional encryption is dependent on various factors.

4. The encryption algorithm should be powerful

5. The decrypted message must be difficult.

6. The algorithm is reliant on the secrecy and privacy of the key only
Characteristics of cryptography:
1. The type of operations that are used to transform a plaintext message into cipher text

2. the manner in which the plaintext is processed

3. The number of keys being used
Cryptanalysis:
Cryptanalysis can be defined as the process of attempting to break a cipher text message in order to obtain the original plaintext message. In other words, cryptanalysis is the breaking down of codes. The following table presents the types of attacks on encrypted messages:
	Sr. No
	Type of Attack
	Known to cryptanalyst

	1.
	Known plaintext
	1. Cipher Text

2. Encryption algorithm

3. One or more pairs of plaintext- ciphertext formed with the secret key

	2.
	Ciphertext only
	1. Ciphertext

2. Encryption algorithm

	3.
	Chosen plaintext
	1. Cipher text

2. Encryption algorithm

3. Plaintext messages chosen by the cryptanalyst along with its matching decrypted plaintext produced with the secret key

	4.
	Chosen ciphertext
	1. Cipher text

2. Encryption algorithm

3. Proposed cipher text chosen by cryptanalyst along with its matching decrypted plaintext produces with the secret key.

	5.
	Chosen text
	1. Cipher text

2. Encryption algorithm

3. Plaintext messages chosen by the cryptanalyst along with its matching decrypted plaintext produced with the secret key

4. Proposed cipher text chosen by cryptanalyst along with its matching decrypted plaintext produces with the secret key.


Network Security Applications:

Principles of Public-key cryptography:
Deffie and Hellman suggested a new kind of cryptography which distinguished between keys used for encryption and decryption. One of the leys will be known publicly, the other key will be kept private by the owner. Algorithms for public-key cryptography have the following significant characteristics: (Bagad & Dhotre 2009)

1. The algorithm must be computationally easier to decipher or encipher a message when the appropriate key is available

2. It should be computational infeasible for deriving the private key from the public key.

3. It should be computational infeasible for determining the private key from the chosen plaintext attack.
Information Security Management Lifecycle:
Building up of participation and education into the security management lifecycle enables organizations to encourage voluntary compliance and enhance the possibility of a productive and successful implementation. The security management lifecycle is based on five interrelated processes: assess, design, deploy, support/ manage, and educate. Furthermore, these five aspects operate closely with respect to each other, like a closed loop system, thereby allowing the security cycle to expand and respond to rapidly changing network demands and conditions. The five elements are defined below:

1. Assess: Assess indicates identification of systematic baseline of all resources and network devices, and the creation of valuation for every group of data available on the network. Additionally, assessment transforms general descriptions of the network into measurable data sets which can be utilized for designing an efficient security management infrastructure and policy.

2. Design: Design is the conversion of assessment data into lists of applications of network security, implementation strategies, deployment locations, and specific configuration guidelines for every security application or network device. At the end of this stage, the security policy is seen as a completed document, followed by a deployment plan for all the essential technologies.

3. Deploy: It is the physical process of implementation of the plans produced in the design phase that includes installation, training, testing, and transformation to a production environment.

4. Support and Manage: This stage involves measurement of performance data extracted from the network security infrastructure in contrast to the goals set in the security policy. Events and non-compliant systems activate specific actions, as defined in the policy, with an additional reevaluation of the policy as well as resume of the policy generation process. Moreover, this stage is able to manifest itself as either outsourced managed security service or as in-house operation. And must include a detailed incident response plan (Bagad & Dhotre 2009).

5. Education: This stage involves an ongoing attempt for raising awareness of the need for network security at the management, executive, administrator as well as end user levels. Furthermore, this process, cutting across all other stages, includes both awareness among end users about the benefits of operating in the security architecture and administrative training for arising threats to systems (Bagad & Dhotre 2009).
Kerberos:
Kerberos is an authentication protocol. Kerberos, in Greek mythology, means a multi-headed dog that keeps intruders away. In network security, head of Kerberos depicts three components used for guarding the gate of network. These components are:

1. authentication

2. accounting, and

3. audit

Kerberos involves centralized authentication schemes between the server and the end users. Conversely, Kerberos does not use public-key encryption, rather it employs symmetric encryption. Version 4 and Version 5 are commonly used versions of Kerberos. Additionally, Kerberos offers third party authentication service. Developed at MIT, Kerberos is a full-fledged authentication protocol and allows for secure communication between entities over networks without the need to transmit passwords in intelligible text (Bagad & Dhotre 2009).

Kerberos is said to be an authentication service specially designed to be used in distributed environment. It uses a trusted third party authentication service enabling servers and clients to establish authentication service, and provides a centralized authentication server for authenticating user to servers and servers to user. Moreover, Kerberos is based on symmetric encryption, that is, DES.
Essentially, Kerberos was deigned to satisfy the following requirements of security:
1. Secure: An attacker should not be capable of obtaining the critical and necessary information in order to impersonate an end user.

2. Transparent: It entails that the user must not be aware of an authentication being taken place, apart from the requirement to enter a password.

3. Reliable: Kerberos must be extremely reliable and should employ distributed server architecture along with one system backing up another.

4. Scalable: Kerberos should be able to support large number of servers and clients (Bagad & Dhotre 2009).
X.509 Authentication Service
X.509 is a subset of X.500 recommendations for directory service, that is, a set of servers that maintains a database of user information and other attributes. X.509 specifies authentication services such as authentication protocols and certificate structure. Furthermore, X.509 defines substitutive authentication protocols based on public-key certificates. The format for X.509 certificate is employed in IP security, S/MIMI, SSL/TSL, and SET.

Moreover, X.509 standard makes use of RSA algorithm along with hash function for digital signature (Bagad & Dhotre 2009).
Version 3 is the current version of the standard, known as X.509V3. The typical format of digital certificate X.509V3 is as shown below:
	Version

	Certificate Serial Number

	Signature Algorithm Identifier

	Issue Name

	Period of Validity

	Subject Name

	Subject's Public Key Info

	Issuer Unique Identifier

	Subject Unique Identifier

	Extensions

	Signature


Digital Signatures:
Digital signatures are authentication mechanisms which enable the creator of a message to include a code which acts as a signature. This signature is formed by taking the hash of the message and then encrypting that message with the creator's private key (Bagad & Dhotre 2009).
Requirements:
1. Message authentication secures two parties exchanging messages from any third party. Nevertheless, it fails to protect the two parties against each other.

2. In case there is not complete trust between the sender and the receiver of the message, something greater than authentication is required. The most effective solution to this problem is the use of digital signature. The digital signature is similar to the handwritten signature.

3. The digital signature should possess the following properties:
a. It should verify the author as well as the date and time of the creation of the signature.

b. It should authenticate the contents at the instance of the 