Computer network and management
Task 1
In the network in the end-to-end communication uses the transport layer security. In the following diagram is the small network. TLS is the protocol gives security in the network or in the internet. This is gives the security for web browsing and email server. In the communication between the client and server provides authenticating and creates the cryptographic protocols provides the security. TLS and SSL encrypt the segments of network connections at the Transport Layer end-to-end.

The protocol consists of 2 layers that is
· TLS Handshake Protocol

· TLS Record Protocol
The TLS handshake protocol gives a "secret" used by the record protocol to encrypt messages. The record protocol also gives mechanisms for prevent a message from being changed.

Commonly any protocol is designed to be application independent, so that application or protocol developer can choose the very good way for TLS handshaking and interpreting authentication certificates.

The TLs handshake protocol used in the server and client to authenticate each other and to consult an encryption algorithm and cryptographic keys before data is exchanged. In a usual situation, only the server is genuine and its identity is ensure while the client remains unauthenticated. The common authentication of the servers requires public key deployment to clients. When a server and client communicate, TLS protocol ensures that no third party may snoop, tamper with any message, and message forgery.

Operations of the TLS

A Transfer layer security creates client and server consult a state full connection by using a handshaking procedure. throughout this handshake, the client and server agree on different parameters used to create the connection's security. The following operations gives the idea about TLS.

The handshake starts when a client connects to a TLS-enabled server requesting a secure connection, and presents a list of supported CipherSuites .

In ciphersuites list, the server takes the strongest cipher and hash function it also supports and notifies the user of the decision.

The server sends back its recognition in the type of a digital certificate. The certificate typically contains the server name, the trusted certificate authority (CA), and the server's public encryption key.

The client may send the request the server that issued the certificate (in the last step) and verify that the certificate is genuine before proceeding.

In order to make the session keys used for the secure connection, the client encrypts a random number with the server's public key "Pbk", and sends the result to the server. Only the server should be able to decrypt it with the privet key "Pvk". This is the one fact that makes the keys hidden from third parties, because only the server and the client have access to this data. The client knows PbK and random number (RN), and the server knows PvK and RN. A third party may only know PbK, unless PvK has been compromised.

From the RN, both parties generate key material for encryption and decryption.

This explains the handshake and begins the secured connection, which is encrypted and decrypted with the key material until the connection closes.

In the above steps any one is fails, the TLS handshake fails, and the connection is not created.

The following message is transfer between server and client in the network
Internet protocol security(IPsec)
This is the protocol suite for the securing IP communications by authenticating and encoding each IP packet from the data. IPsec also added protocols for establishing common authentication between agents at the starting of the session and negotiation of cryptographic keys to be used throughout the session. IPsec can be used to protect data flows between a pair of hosts, between a pair of security gateways or between a security gateway and a host.

IPsec is a dual mode, end-to-end, security format working at the Internet Layer of the Internet Protocol Suite. This is used more in the internet security system like a Secure Sockets Layer (SSL), Transport Layer Security (TLS) operate in the upper layers of these models. Hence, IPsec can be used for defending any application traffic across the Internet. Applications need not be particularly designed to use IPsec.
Modes of operation
IPsec worked in the host-to-host transport mode, same like in a network tunnel mode.
Transport mode
In this mode, only for the data transfer of the IP packet from data. The data is encrypted or authenticated. The routing is integral, since the IP header is neither modified nor encrypted

When the authentication header is used, the IP addresses cannot be translated, hash value is invalid . The transport and application layers are always secured by hash. this mode is used for host-to-host communications.
Tunnel mode
In tunnel mode, the entire IP packet from the data is encrypted or authenticated. Then data is encapsulated into a new IP packet with a new IP header. This mode is used to create Virtual Private Networks for network-to-network communications. host-to-network communications, and host-to-host communications.

In the TLS connections is connected, the client and server communicate with the ciphersuite. With the exchange of ciphersuite codes in the client side hello and server replay with the message hello. Which specifies a combination of cryptographic algorithms. This is used in the connection. The key exchange and authentication algorithm are uses the public key algorithms. The message codes are used the messages authentications and made up from cryptographic hash functions using the HMAC for TLS

IPsec they don't used any ciphersuit and any cipher messages are not used.. In the TLS uses the combinations of cryptographic algorithms. TLS provides supports the more secure two-sided connection mode. In which both ends of the "conversation" can be certain with whom they are communicating. This is known as mutual authentication. The total communication will be done by the certificate verify mode between server and client.

IPsec main advantages this is a protocol suite for the communication. This is also establishing the communication between the end-to-end and also dual mode communication. This also provides the mutual authentication. Actually IPSec suite is a framework . this is uses the following protocol for the different functions
· Internet key exchange

· Authentication header

· Encapsulating security payload
The internet key exchange to create the security association by handling the protocols and algorithms and generate the encryption and authentication keys this is used by IPSec.the second protocol provides the connectionless integrity and data origin authentication for IP datagram's and gives the protecting against replay attacks. The last protocol Encapsulating security payloadprovides the confidentiality and the data origin authentication, connectionless integrity.
Task 2

Internet Group Management Protocol (IGMP)
IGMP is a communications protocol utilize to run the link of Internet Protocol multicast groups. IGMP is used by IP hosts and close by multicast routers to set up multicast group memberships.

It is an necessary part of the IP multicast necessity, working above the network layer, though it doesn't really act as a transport protocol. It is related to ICMP for unicast connections. IGMP can be utilized for online streaming video and gaming, and allows more efficient use of resources when supporting these types of applications. IGMP is very weak to some attacks, and firewalls commonly allow the user to halt it if not needed.

IGMP is only required for IPv4 networks, as multicast is handled another way in IPv6 networks.
Membership Query Message
Membership Queries are sent by multicast routers to determine which multicast addresses are of interest to systems attached to its network. Routers periodically send General Queries to refresh the group membership state for all systems on its network. Group-Specific Queries are used to determine the reception state for a particular multicast address. Group-and-Source-Specific Queries allow the router to determine if any systems desire reception of messages sent to a multicast group from a source address specified in a list of unicast addresses.

An IP multicast group address is used by sources and the receivers to send and receive content. Sources use the group address as the IP destination address in their data packets. Receivers use this group address to inform the network that they are interested in receiving packets sent to that group. For example, if some content is associated with group 239.1.1.1, the source will send data packets destined to 239.1.1.1. Receivers for that content will inform the network that they are interested in receiving data packets sent to the group 239.1.1.1. The receiver "joins" 239.1.1.1. The protocol used by receivers to join a group is called the Internet Group Management Protocol

Once the receivers join a particular IP multicast group, a multicast distribution tree is constructed for that group. The protocol most widely used for this is Protocol Independent Multicast (PIM). It sets up multicast distribution trees such that data packets from senders to a multicast group reach all receivers which have joined the group. IP multicast operation does not require a source sending to a given group to know about the receivers of the group. The multicast tree construction is initiated by network nodes which are close to the receivers or is receiver driven. This allows it to scale to a large receiver population. The IP multicast model has been described by Internet architec
Protocol-Independent Multicast (PIM)
PIM is a in the part of multicast routing protocols for Internet Protocol networks that gives one-to-many and many-to-many allocation of data over a LAN, or the Internet. It is termed protocol-individual because PIM does not contain its own topology detection mechanism, but as an alternative uses routing information supplied by other conventional routing protocols such as the Border Gateway Protocol.

There are four variants of PIM:

PIM Sparse Mode (PIM-SM) openly builds unidirectional common trees rooted at a rendezvous point (RP) per group, and optionally creates shortest-path trees per source. PIM-SM generally scales fairly well for wide-area usage. See the PIM Internet Standard RFC 4601

PIM Dense Mode (PIM-DM) uses dense multicast routing. It implicitly builds shortest-path trees by flooding multicast traffic domain wide, and then pruning back branches of the tree where no receivers are present. PIM-DM generally has poor scaling properties.

Protocol Independent Multicast - Sparse-Mode (PIM-SM) is a protocol for efficiently routing Internet Protocol (IP) packets to multicast groups that may span wide-area and inter-domain internets. The protocol is named protocol-independent because it is not dependent on any particular unicast routing protocol for topology discovery, and sparse-mode because it is suitable for groups where a very low percentage of the nodes (and their routers) will subscribe to the multicast session. Unlike earlier dense-mode multicast routing protocols such as DVMRP and dense multicast routing which flooded packets everywhere and then pruned off branches where there were no receivers, PIM-SM explicitly constructs a tree from each sender to the receivers in the multicast group.

Dense mode multicast is one mode that multicast can use to construct a tree for sending packets to the multicast subscribers. It is the opposite of sparse multicast. Dense mode is ideal for groups where many of the nodes will subscribe to receive the multicast packets, so that most of the routers must receive and forward these packets.The source initially broadcasts to every router, and thus every node. Then each node that does not wish to receive packets destined for that group will send a prune message to its router. Upon receiving a prune message, the router will modify its state so that it will not forward those packets out that interface. If every interface on a router is pruned, the router will also be pruned.
Task 3
1. In the email sending process between two system rube and kibsa involved 4 hosts that is first process starts ruba system. When gives the send command ruba mail id ruba[at]r.org uses the SMTP send to the local mail transfer agent (MTA). In this time smtp.r.org run by ruba's ISP( internet service provider)
The mail transfer agent search at the destination address provided in the protocol SMTP, in this case kibsa[at]k.org is internet email address of kibsa. The mail transfer agent (MTA) resolves a domain name to decide the fully qualified domain of the main exchange server in the domain name system.

The DNS severer for the k.org domain, ns.k.org response with any mx records listing the mail exchange servers for that domain in this case mx.k.org a server run by kibsa's ISP.

Smtp.r.org sends the message to mx.b.org using SMTP, which delivers it to the mailbox of the user kibsa. When kibsa presses the getmail button in his MUA, which gets up the message using pop3.
2. In the email sending process the systems (ruba and kibsa) connected to the internet with the IP (internet protocol)this is used for connect the system and identify the system in the internet by using the IP address. And in the process of sending email through the SMTP (system mail transfer protocol), SMTP used for transfer the e-mails in the internet between two or more servers. And the receiver kibsa get the mail through the pop3 (post office protocol).

3. From one system to another system send the file in the internet that uses different type if internet media formats. That is based on the stranded of MIME( multipurpose internet mail extensions). This is define the internet media formats. In the case of assignment provided text message" Please find attached abstract and figure 1" is in the format as a plan text. In the internet that is transfored in the format of "text/plain" as a textual data. And the image in the format of jpeg is in internet "image/jpeg" . the attachment document is in the format of "application/doc" because this is multipurpose files. The data transferred in the email attachments multipart type when the data archives and other objects made of more than one part. The format is "multipart/mixed".
Task 4
Internet protocol is some set of technical rules that defines the network computer communication. There are two types of protocol versions IP 4 and IP 6.
IPv4
This is the first version of IP to be mostly used worldwide. This internet protocol most of today's internet traffic. There are over 4 billion ipv4 addresses. That is a lot of IP addresses. It is not sufficient to future.
IPv6
This is the new version of internet protocol provides a much more address pool then ipv4. This is deployed in 1999. This is meets the world's IP addressing requirements for future.
The big differences between IPv4 and IPv6
The main differences are number of IP addresses. There are 4,000,000,000 IP addresses in IPv4 and in IPv6 there are over 340,000,000,000,000,000,000,000, 000,000,000,000,000 addresses.
Compressions and contrasts the capabilities of IPv4 and IPv6

Address
In the IPv4 address are 32 bits long (4 bytes). The address are defined by host portion. The ip address are depended on address classes i.e. defined like A,B,C,D and E this is vary on few bits of address. In the 4 294 967 296 only address are available to the world. We take the example ip address in the text format mmm.mmm.mmm.mmm, in this situation "mmm" between zero and 2555and also each m is digit. Total zeros also not counted the total printable characters are 15.

In the IP6 address are 128 bits long (16 bytes). Basic network architecture is defined as 64 bits and also host also 64bits. The host piece of an IPv6 address will be gather from a MAC address. IPv6 has a more complex architecture than IPv4.

IPv6 there are over 340,000,000,000,000,000,000,000, 000,000,000,000,000 addresses.
Address allocation
In the IPv4 the addresses were allocated by network class. The address allocation is using the technique Classless Inter-Domain Routing (CIDR) .

In the IP6 the address allocation is in the simple stage. The Internet Engineering Task Force (IETF) and Internet Architecture Board (IAB) have recommended that essentially every organization, home, or entity be allocated a /48 subnet prefix length.
Address lifetime
This is not applicable concept for IPv4, excluding for addresses assigned by DHCP.

In the IPv6 addresses have 2 lifetimes
1. Preferred and valid, with the preferred lifetime always <= valid.

2. A source IP address
the preferred lifetime IP expires, the address not used like a source IP directly by new connection but packets are used the like a source IP address.
Address mask
This is used to assign network from host portion.
Address prefix
Sometimes used to designate network from host portion. Sometimes written as /nn suffix on presentation form of address.

Used to designate the subnet prefix of an address. Written as /nnn (up to 3 decimal digits, 0 <= nnn <= 128) suffix after the print form. An example is fe80::982:2a5c/10, where the first 10 bits comprise the subnet prefix.
Address Resolution Protocol (ARP)
ARP is used by IPv4 to identify a physical address, like a MAC or link address, linked with an IPv4 address.

In the ipv6 there is no ARP6. The same functions all are included in IP it self.IPv6 uses auto configuration ICMPv6 ( internet control message protocol version 6.
Address scope
For uncast addresses, the concept does not apply. There are designated private address ranges and loopback. Outside of that, addresses are assumed to be global.

In IPv6, address scope is part of the architecture. Unicast addresses have two defined scopes, including link-local and global; and multicast addresses have 14 scopes. Default address selection for both source and destination takes scope into account.

A scope zone is an instance of a scope in a particular network. As a consequence, IPv6 addresses sometimes must be entered or associated with a zone ID. The syntax is %zid where zid is a number (usually small) or a name. The zone ID is written after the address and before the prefix. For example, 2ba::1:2:14e:9a9b:c%3/48.
Address types
In this IPv4 use the following address types 1. Unicast 2.multicast 3. broadcast.

In the IPv6 uses the following address types 1.Unicast 2. Multicast 3. anycast..
Communications trace
A tool used to collect a complete trace of TCP/IP packets that enter into system and leave from the system.

Communications trace Same also in IPv6.
Configuration
You must configure a newly installed system before it can communicate with other systems; that is, IP addresses and routes must be assigned.

Configuration is optional, depending on functions required. IPv6 can be used with any Ethernet adapter and can be run over the loopback interface. IPv6 interfaces are self-configuring using IPv6 stateless auto configuration. You can also manually configure the IPv6 interface. So, the system will be able to communicate with other IPv6 systems that are local and remote, depending on the type of network and whether an IPv6 router exists.
Domain Name System (DNS)
Applications accept host names and then use DNS to get an IP address, using socket API gethostbyname().Applications also accept IP addresses and then use DNS to get host names using gethostbyaddr().For IPv4, the domain for reverse lookups is in-addr.arpa.

Same for IPv6. Support for IPv6 exists using AAAA (quad A) record type and reverse lookup (IP-to-name). An application may elect to accept IPv6 addresses from DNS (or not) and then use IPv6 to communicate (or not).

The socket API gethostbyname() only supports IPv4. For IPv6, a new getaddrinfo() API is used to obtain (at application choice) IPv6 only, or IPv4 and IPv6 addresses.End of change

For IPv6, the domain used for reverse lookups is ip6.arpa, and if not found then ip6.int (see API getnameinfo()).
Dynamic Host Configuration Protocol (DHCP)
Used to dynamically obtain an IP address and other configuration information. i5/OS supports a DHCP server for IPv4.

The i5/OS implementation of DHCP does not support IPv6.
File Transfer Protocol (FTP)
File Transfer Protocol allows you to send and receive files across networks.

The i5/OS implementation of FTP does not support IPv6.
Fragments
When a packet is too big for the next link over which it is to travel, it can be fragmented by the sender (host or router).

For IPv6, fragmentation can only occur at the source node, and reassembly is only done at the destination node. The fragmentation extension header is used.
Host table
On iSeries Navigator, a configurable table that associates an Internet address with a host name; for example, 127.0.0.1, loopback. This table is used by the sockets name resolver, either before a DNS lookup or after a DNS lookup fails (determined by host name search priority). Currently, this table does not support IPv6. Customers need to configure an AAAA record in a DNS for IPv6 domain resolution. You can run the DNS locally on the same system as the resolver, or you can run it on a different system.

Internet Control Message Protocol (ICMP) ICMP is used by IPv4 to communicate network information. Used similarly for IPv6; however, Internet Control Message Protocol version 6 (ICMPv6) provides some new attributes.

Basic error types remain, such as destination unreachable, echo request and reply. New types and codes are added to support neighbor discovery and related functions.
Internet Group Management Protocol (IGMP)
IGMP is used by IPv4 routers to find hosts that want traffic for a particular multicast group, and used by IPv4 hosts to inform IPv4 routers of existing multicast group listeners (on the host).

Replaced by MLD (multicast listener discovery) protocol for IPv6. Does essentially what IGMP does for IPv4, but uses ICMPv6 by adding a few MLD-specific ICMPv6 type values.
IP header
The IP header Variable length of 20to 60 bytes, depending on IP options there. Exact length of 40 bytes. There are no IP header options. the IPv6 header is simpler than the IPv4 header
IP header protocol byte
The protocol code of the transport layer for example, ICMP.

The type of header instantly following the IPv6 header. Using the same values as the IPv4 protocol field. But the architectural result is to allow a currently defined range of next headers, and is easily extended. The next header will be a transport header, an extension header, or ICMPv6..
P header Type of Service (TOS) byte
This services are used by QoS and differentiate service to designate a traffic class. Designates the IPv6 traffic class, similarly to IPv4. Uses different codes. Currently, IPv6 does not support TOS.
iSeries Navigator support
iSeries Navigator support gives a complete configuration solution for TCP/IP.

In the IPv6also same. But in the IPv6 configuration CL commands are not available.
LAN connection
IPv4 in the LAN connections used IP interface to get the physical network like more types like token ring, Ethernet. Some situations referred to as the physical interface, link, and line.

IPv6 is used with any type of Ethernet adapters and also supported over virtual Ethernet between logical partitions.
Task 5
1. Intrusion detection system
Intrusion detection system is application that monitors networks and suspicious activity and alerts the system. In some situations the ids may also respond abnormal by taking the actions like blocking the users and IP address from the network.

Intrusion detection system comes in range flavors and approach to detecting doubtful traffic in different ways. That is network based (i.e. called NIDS) and host based (i.e. called HIDS) introduction systems.

Network intrusion detection system

NIDS is intrusion detection systemsthat try to identify malicious activity such asrefusal of serviceattacks and port scansor even attempts tobreakintocomputersby monitoringnetwork traffic. NIDS examine all the incomingpacketsof data and try to find doubtful patterns known as signatures or regulations. We take an example, a number of TCP connections send requests to a very huge number of different ports are studied (observed); one could think that there is somebody conducts a port scan of some computer in the network or all the computers in the network. It also tries to identify incomingshell codesin the same way that an normalintrusion detection systemdoes.

NIDS is not only restricted to inspecting incomingnetworktraffic. Frequently valuable information for a continuing intrusion can be learning from outgoing or local traffic also.

The example of NIDS is snort

Snort is a free open source programming. It capable of identify attacks and study packet logging and real time traffic analysis on the network. More features snort is protocol analysis, content searching/matching, and is usually used to keenly block or passively detect a variety of attacks and probes,

Host based intrusion detection system

It consists of an manage on a host that identifies intrusions by studying system calls, application logs, file-system modifications (binaries, password files, capability databases) and other host activities and state.

The example of HIDS is OSSES

OSSES is a free open source host based intrusion detection programming. It performs operations like log analysis, integrity checking, Windows registry monitoring, time-based alerting and active response. OSSES provides intrusion detection system in most operating systems, like a Linux, Mac OS X, Solaris and Windows. It has a centralized, cross-platform architecture allowing multiple systems to be easily monitored and managed.
2. Strengths and Weaknesses of IDS
Strengths of Network-Based Intrusion Detection Systems
Network-based IDS contain much strength that cannot simply be offered by host-based intrusion detection only. So many network managers (or) many customers deploy network-based intrusion detection when using IDS for the first time due the low cost of ownership and rapid response times. The following are the major critical component of security policy implementation of network based IDS.
1. Lowers cost of ownership
Network-based intrusion detection allow strategic deployment at critical access points for studying the network traffic intended to multiple systems. These systems do not require loading software and managed on a selection of hosts. Since few detection points are required, the cost of implementing the system very less in enterprise environment.
2. Detects attacks that host-based systems miss
Network-based intrusion detection systems study all packet headers for signs of malicious and doubtful activity. In the host-based IDS do not examine packet headers, so they cannot identify these types of attacks.

For example in many IP-based DOS (denial of service and fragmented packet attacks can only be recognized by examine at the packet headers as they travel in the network.

This type of attacks can be easily identified by a network- based intrusion detection system study at packet stream in real-time.
3. More difficult for an attacker to remove evidence
In the network-based intrusion detection systems use live network traffic for real-time attack detection. An attacker cannot remove the evidence from the network. The system grab the data includes not only the method of attack, but also the information of lead to help the attack for prosecution.
4. Real-time detection and response
Network-based IDS detects malicious and doubtful attacks as they occur, and so provide quicker warning and response.
5. Operating system independence
Network-based intrusion detection systems are not dependent on OS as detection sources for the evaluation.
3. Strengths of Host-Based Intrusion Detection Systems
The host-based intrusion detection systems are not fast in the network counterpart, this system not gives the advantages like the network-based systems. The advantages cannot match in both the intrusion detection systems. This system strength includes stronger forensic analysis.
1. Checking on success or failure of an attack
Host-based intrusion detection systems use logs contain events that have actually occurred. They can evaluate whether an attack was successful or not with greater accuracy and fewer false positives can network-based systems.
2. Monitors specific system activities
This host-based IDS monitor all the activates like user and file transfer in the network, with file accesses, modifications to file permissions, and monitors install new executables.
3. Identify attacks that network-based systems fail
Host-based systems can identify attacks that cannot be identified by network-based products. For example, attacks from the keyboard or (any hardware devises) of a server do not cross the network, and so cannot be identified by a network-based intrusion detection system.
4. Suitable for encrypted and switched environments
This Host-based system survives in on various hosts all through an enterprise. They can conquer some of the deployment challenges faced by network-based IDS in switched and encrypted environments. In the Host-based intrusion detection gives larger visibility in a switched environment by residing on as many critical hosts as needed.
5. Real-time detection and response
Even if host-based intrusion detection does not present true real-time response, it can come very close if implemented correctly. Not like older systems, this is uses a process to verify the status and data of log files at predefined intervals, so many of host-based systems receive an interrupt command from the OS when there is a new log file entry. This entry must be processed immediately, this is dropping the time between attack detection and response.
6. Not requires additional hardware
For this Host-based ID system not requires any hardware devises for execute. Host based IDS reside on existing network infrastructure, including file servers, Web servers, and other shared resources. This efficient can make host-based intrusion detection systems very cost effective. These systems do not need any box on the network that requires addressing and maintenance, management.
7. Lower cost of entry
Comparing with the network based systems host based systems is very lower cost. The system implemented in hundred dollars only.
Weaknesses with the IDS
The following are the weakness of the IDS. But these are not a design or implementation weakness. The main three weaknesses are false positives, false negatives, and spoofing.

Some IDS are Signature based IDS runs in one mode that is the binary mode. It either identify malicious packet or not. The second type is decisions are based on "I saw an attack" and "I didn't see any attack". Based on this IDS suffers from the problems below.
False Positives
False positives are proceedings that come out to be harmful, in the same way not that harmful. Change IDS to reduce false positives takes more time like months, and no intrusion detection system can gets zero false positives. In the real time scan out of the 100% of warnings that an IDS detects, more than 70% alerts will be false positives.
False Negatives
False negatives are also main drawback of IDS. Some events are undetected by intrusion detection systems because of "did not see any match". We take examples is hexadecimal encoding code of HTTP requests in the network

/cml-blm/test.cml

Is encoded like

/cm%69-b%69m/t%65st.cm%69

Nothing in the rules file "/cm%69-b%69m/t%65st.cm%69" The attack will pass or ignored. Just as suppressing false positives requires time and knowledge, because of this reason more logs from perimeter devices like routers and also application server need to analyzed the network traffic.
Spoofing Attacks
The attacks cannot identify the source IP is valid. IP belong to the same network the attacker used that IPs resides. These attacks ignore by the local traffic in this situation attacker wins.
4. The advantages and disadvantages of IDS
Network-Based IDSs
The most popular of commercial IDS are network based. Network based intrusion detection systemsthat try to identify malicious activity such asrefusal of serviceattacks and port scansor even attempts tobreakintocomputersby monitoringnetwork traffic. NIDS examine all the incomingpacketsof data and try to find doubtful patterns known as signatures or regulations. The following are the
Advantages of Network-Based IDSs:
1. NIDS are placed efficiently that can monitor a very large networks.

2. The deployment of NIDSs has small impact upon an existing network. NIDSs are usually passive devices that pay attention on a network wire without snooping with the normal process of a network. Thus, it is frequently easy to retrofit a network to include NIDSs with minimal effort.

3. NIDSs can be implementation very secure against attack and even complete invisible too many attackers
Disadvantages of Network-Based IDSs:
4. NIDSs may have complexity to processing all packets in large or busier networks and sometimes may fail to identify an attack launched in periods of high traffic.

5. More advantages of NIDS are not applicable to modern switch based networks. The networks divided by small segments by switches and this is only provides links between host serviced by the same switch.In this situation most switches not provide universal monitoring ports this is gives effect on the monitoring range in the NIDS sensor. The single port can't copy all the traffic traveling through the switch.

6. NIDSs cannot examine encrypted data in the network. This problem is raise as more organizations and attackers use virtual private networks.

7. More NIDSs cannot inform the attack was successful or not. They can only distinguish that an attack was initiate. This means that after a NIDS detects an attack, network administrators must be investigate manually each and every attacked host to decide whether it was really penetrated.

8. Some NIDSs face the like fragmenting packets attacks. These abnormal packets cause the IDSs to become unstable and crash.
Host-Based IDSs
It consists of an manage on a host that identifies intrusions by studying system calls, application logs, file-system modifications (binaries, password files, capability databases) and other host activities and state. The following are the advantages and disadvantages
Advantages:
9. HIDS are