Asterisk is software

1.2.1 Asterisk Netem:
Asterisk is software which acts as a voice communications server. Asterisk is an open source PBX (Private Branch Exchange).Asterisk is used to create and deploy of telephony applications and services. Asterisk supports most range of telephonic protocols. It is originally designed for Linux.

In our lab Asterisk Netem which acts a voice communications server used to communicate two systems. Configure two systems in sip.conf (Asterisk configure file) located in /etc/asterisk. After configuration create dial plans for clients in extensions.conf located in /etc/asterisk. Then start asterisk in command mode.
1.2.2 LAN:
LAN (Local Area Network) is connection of two or more computers in small physical area.The connection of computers or associated devices is done by wired or wireless.

It is used to share data and services like file servers, printers and other services.

In our lab we use LAN connection to connect three computers to complete the setup. It connects the Asterisk (Voice Communication server) with two PCs (Clients).It is a wired communication setup for transmit both voice and video.
1.2.3 PC1 and PC2:
Two PCs are acts as clients to communicate with each other. Both PCs are communicated using the Asterisk which acts a server.
X-Lite:
X-Lite is a freeware VOIP soft phone which uses SIP. It is used to communicate both voice and video calls. It is used to communicate with any softphone, landline or mobile numbers.
Wireshark:
Wireshark is a network protocol analyzer.It is used to capture and analysis the packets or protocols.It is support by most Operating Systems.

In our lab we use the X-Lite (SIP Soft phone) to connect clients to Asterisk. Now start the X-Lite in both Pcs. The X-Lite is registered with Asterisk. Then add the data in SIP account settings in both X-Lite to communicate with Asterisk. After make a call from one client to another client .Now start the Wireshark (Network Protocol Analyzer) to capture the network packets and display the captured packet data. Now analyze the different packet header with help of traffic analysis get in the Wireshark.
1.3 The traffic analysis of VOIP:
This traffic analysis shows clearly the packet messages such as ACK, RINGING and so on. It gives the idea of time the packet transfer and source and destination of packet transfers. It also shows the protocol used to transfer. Thus this analysis is used to know the traffic at the data transfer time.
1.4 The Quality Assessment of VOIP:
In the lab the next we found the Quality Assessment using Wireshark. It is used to find the video quality by calculating the packet loss and delay variation. Capture RTP packets while video transmission is done in X-Lite.

The captured RTP streams give the payload, total number of packets, lost packets, maximum jitter and the mean jitter. From these we calculate the Quality Assessment of VOIP by using packet losses and delay variation.

2. What is RTP/RTCP? Demonstrate through Wireshark snapshot the payload type, sequence number and timestamp in an RTP header. Explain how packet loss and delay variation (jitter) information is presented in an RTCP sender report and demonstrate through Wireshark snapshot that the packet loss and delay variation values in the sender report reflect what you have set in the network emulator (i.e. netem). You need to tell what "tc" commands are used in your study.
2.1 RTP/RTCP:
· RTP (Real-time Transport Protocol) has a standard format to manage the transmission of multimedia data over unicast or multicast networks.RTP is mostly used in entertainment and communication systems which involve in streaming media.

· RTP and RTCP are present on the layer of UDP .RTCP is a companion control protocol of RTP.

· RTP is used for transmitting end to end media streams or events signalling where RTCP is used for monitoring, QOS(quality of service) information and transmission statistics.

· RTP component contains the payload identification, sequence number, frame identification, source identification and interamedia synchronization.

· RTCP component contains the QOS, session control, identification and intermedia synchronization.
2.1.1 The following diagram shows the RTCP and RTP:

2.2 RTP Header:
· RTP header contains the information about version(v), padding(p), extension(x),CSRC count (cc),marker(m),payload type(pt),sequence number, time stamp, SSRC, CSRC.
2.2.1 PAYLAOD TYPE:
Payload type is 7 bits used to identify the RTP payload format and by the application it determines its interpretation.
2.2.2 SEQUENCE NUMBER:
The sequence number is 16 bits. When each data packet is sent, the sequence is incremented by one. It is used to the packet sequence number and to detect packet loss by the receiver. The sequence number initial value is random.
2.2.3 TIME STAMP:
The time stamp is 32bits used to reflect the first octet sampling instant in the RTP data packet. The sampling instant is derived from a clock which increments linearly and monotonically in time to allow jitter calculations and synchronization.
2.3 RTCP sender report:
· RTCP sender report is one of the RTCP payload type.

· RTCP sender report contains the following information

· Absolute time stamp(NTP)

· Time stamp of RTP

· Number of packets sent in RTP

· Number of bytes sent in RTP.
2.4 TC Commands:
3. What is SIP? What is SDP? Draw a diagram and explain the call setup and call teardown process in the SIP protocol. How does SIP/SDP negotiate for the codec change during a VoIP session?
3.1 SIP:
· SIP (Session Initiation Protocol) is a signalling protocol used in application level for setting up, modifying and tear down real time multimedia sessions. It is used to request and delivers instant messages and presence messages over internet IP. It can support both single media and multimedia sessions include teleconferencing. It enables to call one to another and to negotiate multimedia session parameters.

· SIP contains request/response transaction model as similar to HTTP.

· SIP supports the given five factors for establish and terminate multimedia communications

· User location

· User availability

· User capabilities

· Session setup

· Session management
3.2 SDP:
· SDP (Session Description Protocol) describes the multimedia session for the use of session invitation, session announcement and other forms of the multimedia session initiation. It has a format for describing the parameters of streaming media initialization.

· SDP uses text coding as like SIP. It describes the set up of multicast sessions over MBONE (internet`s multimedia backbone).It does not support negotiation of media encodings or session contents.

· SIP contains the given media session information

· IP address

· Port number

· Media type

· Media encoding scheme
3.3 CALL SET UP AND TEAR DOWN PROCESS IN SIP PROTOCOL:
To call connection process through SIP protocol has the following steps
· Call register

· Call setup

· Call Teardown
3.3.1 Call register:
· Call register is the first process to make call using SIP protocol.

· Here the devices used are

· Cisco 7975(IP phone)

· Primark Codec(Cisco TelePresence device)

· CUCM(Cisco Unified Call Manager)
Here IP phones are acts as a user interface to TelePresence devices. Here IP phones are register with CUCM. Here TelePresence devices are register with CUCM .Both IP phone and Telepresence device are using the same dial extension number.
3.3.2 Call Setup:
· After registration we want to make call setup.

· The call setup is given in the following diagram
Step1: IP phone generate an XML DIAL message to Primary Codec.

Step2: XML message instructs Primary Codec to generate SIP INVITE and sent to CUCM.

Step3: CUCM with the help of incoming SIP INVITE it determine the destination endpoint. CUCM generates new SIP INVITE to destination Primary Codec.

Step4: The destination Primary Codec informs the IP phone about the incoming call and XML message.

Step5: The destination IP phone accepts the incoming call and reply a XML ANSWER message to informing to answer the call. Then as like before the reverse process is done

Step6: Now the audio and video messages are transfer is starting between both destinations.
3.3.3 CALL TEARDOWN:
· Call termination is made in the signalling between Primary Codecs, CUCM and IP phones.

· It is given in the following diagram
Step1: IP phone generate an XML HANGUP message to Primary Codec.

Step2: XML message instructs Primary Codec to generate SIP BYE and sent to CUCM.

Step3: CUCM with the help of incoming SIP BYE it determine the destination endpoint. CUCM generates new SIP BYE to destination Primary Codec.

Step4: The destination Primary Codec informs the IP phone about the terminating call and XML message.

Step5: The destination IP phone accepts the terminating call.

Step6: Now the audio and video messages are transfer is stopped between both destinations.
3.4 HOW DOES SIP/SDP NEGOTIATE FOR CODEC CHANGE DURING A VOIP SESSION?
· When the Codec is change during a VOIP session, the SIP protocol become negotiates because SIP has negotiated mechanism on its own.

· But in RTP it can possible.

· The main reason is that Codecs are dial by using the IP address when the codec is change during a VOIP session the SIP negotiate itself.
4. In an RTCP extended report, there are metrics which are called R (R factor), MOS-LQ and MOS-CQ. Explain the meaning of these metrics. How can we obtain R factor from the network QoS parameters (i.e. packet loss, delay and jitter). Explain the concept of perceived QoS or Quality of Experience (QoE).
4.1 RTCP -XR:
RTCP-XR(R) has set of performance matrices which are used for identifying problem and assessing of VOIP media session quality.

The call quality matrices are R factor, MOS-LQ (Mean Opinion Score Listening Quality) and MOS-CQ(Mean Opinion Score Conversational Quality). They are described below:
R Factor:
R factor describes the segments of call which is transmitting over the RTP session. It including effects of delay.R factor has range from 0 to 100. Where 94 indicate toll quality and 50 or less indicates unusual.R factor is given in 8 bits.
EX R Factor:
External R factor describes the segments of call which is transmitting over the network segment external to RTP segment. It including effects of delay.
· External R factor has same range as like R factor.
R total = R Factor+Ext R Factor-94
MOS-LQ:
MOS-LQ is one of call quality metric. It not including effects of delay and it including MOS LQ test score.MOS-LQ has range from 1 to 5 where 5 indicate excellent and 1 indicates unacceptable.MOS-LQ is given in 8 bits.
MOS-CQ:
MOS-CQ is one of call quality metric. It including effects of delay and affecting effects of conversational quality.MOS-CQ has range from 10 to 50.MOS-CQ is given in 8 bits.
4.2 R-factor calculation:
The following equation represents the R factor
R= R0 - IS - ID - IE-EFF + A
Where
R0 is sources generating noice which is independently on the speech
IS is all impairments which is occured simultaneously with speech
ID is impairments occurred by delay
IE-EFF is IE factor with packet loss

A is expectation factor.
4.3 QOE:
· QOE (Quality of Experience) is established by ITU-T (International Telecommunication Union-Telecommunication Standardization Sector) for end to end services.QOE includes the entire end to end system effects.

· QOE includes the overall acceptability influenced by user context and expectation.

· QOE has been measured by two approaches one is subjective quality assessment and another one is objective quality assessment.

· QOE high performance is done by maximize subjective quality assessment. The process of subjective quality assessment is divided into two parts one is quality design and quality management.

· The quality of VOIP services are determined by the following factors.

· Delay

· Packet loss degradation

· Coding distortion

· Talker or listener echo

· Loudness

· Speech bandwidth

· Side stone
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