Analysing security issues and policies

INTRODUCTION:
Before we start analysing security issues and policies, we must be familiar with the general purpose and the objectives to be achieved. In general a security policy is a series of documents that are published to provide the information related to the rules and procedures to deal with specific information systems management. Most of the guidelines are set up to create awareness and to teach the methods describing step by step approach to secure the organisations assets. It starts with asset classification and ends with analysing associated threats, vulnerabilities, risk factors, control mechanisms and prevention methodologies. Developing a security policy and enforcing it with management strategy to control unknown events or predefined events is the first and primary step of any organisation to achieve continuous growth. A security policy comprise of other elements which include network policy, access policy and the privacy policy. As University of east London is in the process of design and plan of its strategic direction for IT systems, and develop the systems in line with that strategy we recommend the university security professionals to follow the guide lines in British standard BS ISO/IEC 27001:2005 BS 7799-2:2005 in aid with document.

In order to develop an IT systems strategy a risk based approach is the most recommended one than a baseline approach. In general a base line approach is most preferred in developing a general management strategy. In baseline approach a set of predefined events is the basis to start or to assess the organisation strategy. When referred to development of a strategy for IT systems possibility of future events is the most concerned factors rather than the available solutions for the available problems. By definition,

A baseline is a "value or profile of a performance metric against which changes in the performance metric can be usually compared".1 in information security; base-lining can provide the foundation for internal benchmarking. The information gathered for an organisation first risk assessment becomes the baseline for future comparisons.

Risk assessment consists of assigning values to attacks on assets, assess the likelihood that vulnerable systems will be attacked by specific threats, calculate the asserts risk to which are exposed in their current setting, conduct a preliminary review of the controls that could be used to protect vulnerabilities.2

So we recommend the UEL to carryout risk assessment rather than following simply a baseline approach in the first process of design and plan of the strategy for IT systems. Results obtained from risk assessment can be used in future as a baseline. In order to assess the risk factors UEL is in need of the Risk management experts to advice and assess the associated risk factors with IT systems.
Risk assessment:
To find threads and vulnerabilities tools like risk assessment or risk analysis is used to find the damage and to find whether to implement security safeguards.

Risk analysis is carried out
· To ensure the relevant security, cost-effective, timely, and even responsive to threats.

· It helps in integrating the company's business requirement and objectives of security program and objectives.

· For maintain an economic balance between the cost effective countermeasures and the impact of the threat.

· To provide a cost/benefit comparison, this compares the annualised cost of safeguards to the potential cost of loss.
Steps of Risk Analysis

Step 1: Identifying assets and values

Step 2: Identifying the threats and vulnerabilities

Step 3: Analyzing the risk with both approaches
· Quantitative

· Qualitative.
Step 4: Selecting and implementing countermeasures.
STEP 1: Identifying Assets and Values
· Two types of assets are Tangible and Intangible

· Tangible assets are measurable Examples: facilities, computers and supplies.

· Intangible assets are immeasurable or even difficult to assess Examples: organisation's Reputation and the intellectual property.

· Following are the factors that should be considered while assessing the value of assets and the information it contain.

· Cost to acquire, develop, maintain and to guard the assets

· Value of the asset to adversaries, owners and users etc.

· The intellectual property value which had gone through the developing information.

· Market price offered by others to own the asset.

· Replacement cost if the asset being lost or stolen.

· Intermission to other activities if the asset is unavailable for some time.

· Other issues (liability) if the asset is compromised.

· Use and the role of asset in the organisation.

· Determining the value of asset also an important factor. Because

· To perform cost effective cum benefit analyses

· To opt for a specific safeguards and countermeasures.

· To estimate the purchase the level of insurance coverage.

· To understand what exactly is at risk

· To comply with legal and regulatory requirements.
STEP 2: Identifying the threats and vulnerabilities
Most of the threat agents can take an advantage of vulnerabilities in systems resulting in a variety of threats. Common form of threat agents is Employees, users, Contractors, attackers, intruders, Fire, malicious software, virus, hackers etc.

For example: a virus being considered as a threat agent that makes use of vulnerable system and can yield to infect the system. Here threat agent is Virus, Vulnerability of the system being lack of antivirus software, and the threat to the asset is virus infection.
STEP 3: Risk analysis approaches
Quantitative approach of risk analysis
· It uses to identify the level of monetary losses and the percentage of chance to each type of threat for risk calculations.

· It provides the actual probability percentages when shaping the likelihood of threats.

· Elements within the analysis are solved and entered into equations to determine the outstanding risks and total risks.
Metrics of quantitative analysis:
SLE - Single loss expectancy: ALE - Annualised loss expectancy: EF - Exposure Factor

ARO - Annualised rate of occurrence

SLE- represents the loss is due to the occurrence of threat at single time.

ALE- represents the estimated loss per annum.
RELATIONS:
1. Asset value * EF = SLE

2. SLE * ARO = ALE
Qualitative approach of risk analysis:
Qualitative method of defining a risk is the sum of 3 elements threat, impact, and likelihood.
QUALITATIVE RISK= THREAT + IMPACT + LIKELIHOOD.
In this approach, we do observing different risk scenarios possibilities and giving ranking to the importance of the threats and checking the validity of the countermeasures for these threats. This approach technique includes the experience, judgement, best practices, and intuition.

Examples of qualitative risk analysis techniques: Delphi, Story boarding, Surveys etc.

Qualitative risk analysis requires simple calculations, involves guesswork, and provides all areas with risk indication, last but not least it provide valuable opinions of the experts who know the processes best.

When determining threats it uses different categories like availability/privacy, integrity/accuracy, access control, repudiation, legal, general, and identification/authentication.

Comparing both approaches qualitative based risk assessment is more advantageous than quantitative. The reason is qualitative approach prioritizes the risk and identifies the areas for immediate improvement. More over it doesn't provide specific quantifiable measurements of the magnitude of the impacts; therefore, making a cost benefit analysis of any recommended controls is difficult.
STEP 4: Selecting and implementing countermeasures
Countermeasures - involves security policy, security organisations roles and responsibilities, specific mechanisms.
· Defining the security policies to information based on the level of risk.

· Defines security roles and responsibilities.

· Define policies and distribute.

· Implement policies.
Introduction:
The University of East London is an academic organization, which has been providing a vast range of computer related services, network, telecommunications and information to the students and staff. It is vitally important the information held with the organization (UEL) is well protected against any kind of threats. The external sources such as Computer related Acts of parliament are also governing some practices and JANET.

The policy of the University of East London is to protect its information sources by employing the best practices and providing good services that accomplish a balance between user requirements, strategic aims and technological opportunities. This policy applies to all students and staff who are entitled with the organization (UEL). Compliance with this policy is the duty of every user of UEL. This policy will be backed by the UEL's disciplinary procedures. All users will be informed about this policy and the code of practice will be circulated among all the users.

All users must be aware of their responsibilities and be in line of the code of practice associated to them. They are standards that come in accordance with is policy; those standards are also needed to be practiced in accordance to the situation.
Objective:
The objective of this policy is to make sure that all the requirements and responsibilities for maintaining the UEL's IT services are evidently documented and that all staff are aware of the their responsibilities ,code of practice for good running of the organization. The objectives include

This policy shall be implemented thought the UEL, with effect from 27th November 2009. All the other security policies, standards and procedures are subsidiary to it
Scope
This policy covers all the users which include staff and students, external bodies like JANET, network systems (hardware/software) and legal issues (laws and practices). This policy is designed to allow all the users to raise concerns and disclose information at a high level, which the discloser believes in good faith to show evidence of serious malpractice.
Methods of Achieving the Objective
Several method have been incurred in achieving the objective such as codes of practice and sanctions, network security unit, procedural and technical guidelines on security. The codes of practice and sanctions help in maintain the disciplinary procedures. The network general unit consist of existing staff with designated responsibility for network security; it will monitor security on the network, advise users and departments on security measures and investigate on breaches. The guidelines help in guiding the administrators and users in the state of fault correction.
Breaches
Where a breach occurs it must be brought to the notification of the management and the security officer. If a beach occurs due to an individual the network access to that individual is disabled and the following procedures applies

Employee's disciplinary code and procedures

General regulations for students
Maintenance of this Policy
The Project manager shall undertake all the reviews to ensure that adequate provision is in place, the Project manager shall be responsible for maintenance and review of the policy. There policy is reviewed by regular reporting and security procedures and policy.
Diversion from this policy shall not be permitted. There shall be diversion from the policy only after consultation and agreement with the reverent management authority in the UEL and the Project manager.
Monitoring Compliance
The Project Manager Pervin Hussain(who works for the director of it services) is held responsible for managing and monitoring information security.
SIGNED AND ENDORSED BY

TONY WRIGHT
(Director of IT services)

27/11/2009

Usually the employees recognize for risks daily which may vary drastically in scope and impact, so proper measures are used to maintain the risks.

The employee who recognizes a risk should deal with the situation wheatear it is rectified or not. If is removable it should be done immediate, if not the case he should speak to the line manager using risk action log. The line manager then deals with is this problem rectified or not. If it is possible he should do it quickly. Otherwise, while it taking time then he needs to record it in Local/Directorate Register. This process is done repeatedly until the risk situation is cleared.

If a manager thinks a risk requires an input by an Executive director it should be taken to him/her with Risk Action log. The executive director should deal with, is that risk had been deled properly at the local level. Is this can be solved by him or needs an executive team. If it is removable it should be done immediately.

Risk that can not be resolved should be taken to corporate Risk Register, and be raised with executive team or risk management clinical level.

The Local/Directorate Register should be checked by executive directors and stress the significant risks to executive colleagues.

Risk manager will give suggestions on Local/Directorate Register.

Executive team involves when partial efficiency in reducing the risk.
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