Ad hoc and sensor networks
Abstract— The development of wireless technology and devices that support wireless communications between users, has led to internet service providers to create low cost networks. In this paper we present the Ad hoc and Sensor networks. The main characteristic of these networks is that they consist of nodes with no centralized management. Even shows the characteristics of both types of networks and routing protocols are divided into two classes: On-demand and Table-driven routing protocols. These networks have been got into our lives, since most people use such services, so that the security of these networks is an area for research. Also there is a list of problems that creates the encryption of information transferred from a source to a destination. In addition we propose possible approaches and future investigations. Finally the general conclusions in this type of networks are presented.
Introduction
In recent years the internet has entered into our lives and became necessary for everyone. There are two ways to access a network: a) with cable (optical fiber) and b) with wireless communication for someone who is outside house and hasn't a wired network. This method of access nowadays is carried out by using various technologies and protocols that have all these devices as for example mp3 players, palmtops and laptops. When one user wants to connect to the internet, use existing fixed infrastructure provider without problem and complexity in the implementation of this action. This happens when two portable devices want to communicate each other. But, what happens when a group of users want to communicate only by portable devices without any infrastructure? For this type of communication is constructed a new set of protocols. The network that supports such protocols called "Ad hoc" network [17]. The sensor networks are another type of wireless network and these networks will consider the following characteristics below.
Introduction in Ad hoc networks
One type of wireless communication and generally a method of interconnection are the Ad hoc networks. The exact terminology, according to the literature, mentions that the Ad hoc networks are networks without a specific structure, namely the networks on demand. These networks consist of nodes that are not in the network, but they have the ability to enter and leave the network where also when they want. These nodes communicate wirelessly with the model peer-to-peer. These networks belong to a class of networks called Distributed Transient Networks and are known as MANET networks (mobile ad hoc networks) [20]. An example MANET can be seen in figure 1.

The principle of "Ad hoc" network based on retransmission of the signal with multiple jumps (multi-hop networking). The nodes of the network launch their own packages and the neighboring nodes. This action is necessary when the recipient and the sender of a package are outside the radius of each other. The data is entering and leaving each node to the other. The protocols which are responsible for the launch of these packages, assume any connection even if the nodes move. So the "Ad hoc" networks can operate autonomously and also be connected to the internet.
Introduction in Sensor networks
These sensor networks consist of devices which are sensitive and can communicate wirelessly with similar devices sending information. Generally such a network is a computer network consisting of autonomous devices using sensors reflecting the different physical quantities such as: movement, sound and pressure. The first applications of these sensors were launched in military, medical science and industrial automation. These sensors have been able to process the different physical sizes and come in contact with each other over short distances. In addition to sensors which have these devices, at nodes are mounted transponders with processor. The sensors produce electrical signals. Afterwards becomes treatment of signals and later stores them. After that the transponder transmits the information to all nodes and receives data from other nodes. The number of nodes in a network of sensors amount in thousands and are distributed in area either by chance or by scale [6].
Characteristics of Ad hoc and Sensor networks
The ad hoc and sensor networks are autonomous systems consisting of hosts networks. These networks communicate with each other without any wire and without relying on some kind of management. In other words, the network is created without any structure because some mobile devices are nearby and want to contact and communication in general [14]. Like each ad hoc network, sensor networks are described by a set of features. Such features are e.g. the number of nodes, namely the size of the network. Another important feature is the type of nodes that is how it is configured nodes. The space occupied and the topology of a network is an equally important feature of networks. And finally, the means of transmission plays an important role in communication between hosts which for both networks this medium is air.
Characteristics of Ad hoc networks
The main feature of Ad hoc networks is portability. In these networks, nodes move and create a constellation of different nodes and cover up the needs of wireless communication. The network is not homogeneous, i.e. it doesn't consist of a type of wireless devices but on different devices such as mobile phones and laptops. These devices enter and leave by chance without any rule to the entry and exit of the device. Such a network consists of a number of nodes that have the ability to communicate with each other. Depending on the topology which can be used, the nodes will be distributed in area to achieve wireless communication between devices. In case of the network extends to very long distances, it required multi-hop links between nodes. Because of the absence of specific structure of Ad hoc networks, they can be easily installed and have high speed data transmission.

The Ad hoc networks may vary as the nodes differ in many characteristics. These features are the radius of emission and the battery life (especially the latter relates to mobile computing). The transmission radius of each node is an attribute in an Ad hoc network and plays an important role in its development. To understand the meaning of the broadcast, it represented one example. As long as bigger it is the beam of emission of nodes, so much smaller is the number of emissions that will be required for the package delivery from one node to the other. Therefore as long as smaller are the beam of emission, so much more emissions they will be realised simultaneously. A way that we will have a network with a maximum of emission is to separate the transmission radius of a three-level model. The first level is called Medium access control layer and it is responsible for communicating with physical media. The second level is called The Route selection layer and it is responsible to find ways to follow the data packets. And finally we have the third level called Scheduling layer and it is responsible for the order the packages will get during transport to the various nodes of the network [17].
Characteristics of Sensor networks
An important feature of Sensor networks is the life of the network because as it mentioned in the introduction, the life of a network depends on the accumulator. The accumulator is a battery that as greater capacity is, so much bigger lifetime the network will have. So the capacity of the battery is a characteristic of a Sensor network.

Another important factor for the lifetime of such a network is the scalability and coverage. Multi-hop technique is used to extend the radius of coverage at very long distances from a transmitter that emits, which is installed on the network. This technique is not the best solution because after a number of hop, the power consumption of the network increases but also the contact time of the network decreases.

These networks consist of many nodes. To develop a network of sensors, there will be used hundreds of websites. For this purpose, an important role in the construction of the network plays the cost of the network. For having minimal cost in building the network, we choose the cost of each node to be low so that the total cost not to exceed other similar networks.

Another feature is the easiness of developing such a network. The development of the network does not require people to have special knowledge in networks, since the network has the ability to self-regulating. Of course, we cannot overlook the various errors that can occur in various nodes of an external factor. In this case the rest of the system is not affected [22].
Routing Protocols
The Ad hoc networks consist of nodes which communicate wirelessly. The nodes play the role of the router and transfer data in the field, while are in connection with the various hosts. There are two types of protocols that support such networks. The first category is the "Table driven protocols" and the other is the "On demand protocols" [1] [5].
Table driven protocols
The basic feature of this protocol is that a group of tables contained in the nodes of the network. These tables have routing information's for each node. When any change happens and the network topology changes, then the nodes send messages to all neighboring nodes. This change has come because the tables inside the nodes have been upgraded and now the network knows that change [7].

One such protocol is the Dynamic Destination-Sequenced Distance-Vector Protocol (DSDV). This algorithm routing based on Bellman-Ford algorithm. According to this algorithm, each mobile station consists of a table that shows the available destinations, the number of hops which need to reach the final destination information, and the number of the sequence which is given from the node [24] [2] . The usefulness of the sequence relies on distinguishing the permanent paths from the new one in the network to avoid the phenomenon of node-loops. The stations send their lists to the adjacent nodes. So, after a network upgrading, nodes know the change of network topology. The upgrades of tables can be sent to other nodes in two ways. They can be sent as "full-dump"(in this case the routing table is sent to other nodes either whole or in packages) as "incremental" (in this case only the routing table entries are sent which are changed). Every upgrade package includes a unique serial number. Whichever path has the largest number, this is the path that will be used to transfer the upgrade package. In case of two paths have the same number, it will be used the shorter path [21].

Another protocol is the Global State Routing Protocol (GSR). In this algorithm, each node contains some data. These data are: a list of neighboring nodes in the network, a list of network topologies, a distance table and a next-hop table. The list of neighbors consists of lists of neighboring nodes. The topology table contains information about each node on the situation of the connections between nodes. The next-hop table contains the next node which the packages will travel. The nearest distance for each node it undertakes to show the "distance table" [25].

Equally important protocol is the Fisheye State Routing Protocol (FSR). Each upgraded message in the FSR protocols does not contain information for all nodes, but exchanges information with the nearby nodes. So the extent of the upgraded message decreases. So the nodes know the nearest neighbors and as the information reduces, the distance from the node increases [1].

Hierarchical State Routing Protocol (HSR) has as main feature the separating of mobile nodes. In other words, the network is separated into clusters and cluster-heads. Since the cluster-head gets the information, processes and sends it to the neighboring cluster-heads through an "internal node" exit.

Clustering as shown in figure 2 is based on a geometric relationship between cluster-heads which are connected with gates by themselves. In figure 2, this mechanism is explained in two levels. But, before this mechanism, we should distinguish what information is contained in each cluster. Cluster internal nodes and cluster-heads are contained in each cluster. Level 1 uses algorithms to construct clusters and then select the cluster-heads.

The backbone nodes with this technique will be chosen to play the role of cluster-head. As shown in figure 2, there are 8 clusters for each area of level 1. In most cases there are two types of nodes: the cluster-heads nodes (node 1-2-3-4-21-22-23-24) and internal nodes (5-6-7-8-9-10-12-25 -26-27-28-29-30). For the routing and updating of information in the network, the cluster-heads nodes are responsible. The internal nodes should have the information available within the cluster. Level 2 consists of backbone nodes that we have chosen to level 1. At level 2 (see figure 2), each sector has two clusters and in each cluster there are two types of nodes: cluster-head node and internal node. Communication between nodes becomes with point-to-point links [1] [10] [11].

The network is divided into zones according to Zone-based Hierarchical Link State Protocol (ZHLS). In such protocols the topology of the network is divided into two levels. The first level is node level and the other is area level. The first level explains how many nodes from one area are connected to each other. The second level shows how many areas are interlinked. In ZHLS protocols, there are the following Link State Packets. Node Link State Packets transmit information within the zone and Zone Link State Packets that transmit information across the network. So, each node knows the different nodes of its area and then the packet is routed correctly to the point that he has requested this information [19].

Another equally interesting protocol is the Clusterhead Gateway Switch Routing Protocol (CGSR). In this technique, the nodes are divided into clusters and within each group the cluster-head is selected. The node being in the range of communication between the cluster-heads called "gateway node". In a network, because of the selection of a cluster-head, it can create a problem in his attribution; the protocol selects an algorithm Least Cluster Change (LCC). Often in networks the cluster-heads are changing because someone came out of the node within the cluster-heads. According to this algorithm, the cluster-head will be changed when two cluster-heads became one. According to the figure 3, a package starts from a cluster-head. After that, the cluster-head sends the packet to the gateway node which connects the next cluster with the previous cluster-head. This process continues until the packet reaches the final cluster-head. And this time, the nodes contain tables. So when the routing information is upgraded, it broadcasts to all nodes, so any package knows the route to be taken to reach the destination [4].
On-demand routing protocols
These protocols have a distinguishing feature from the table-driven. The upgrade that is happening in the paths of the network, cannot be maintained in each node, but are created the moment that is necessary. When information starts from one node, then the search path mechanism begins. The path will stay active until the moment that is not useful anymore. Such protocols are presented below.

On-demand Distance Vector Protocols (AODV) has main feature to find paths and are represented in figures 4a and 4b. When someone needs to find a path to transport a package or information generally, follows the steps below. At the beginning, the source sends signal for the point that the package must reach. The neighboring nodes must be informed of this movement. After they send the package to the other neighboring nodes until it reaches to the last node with the destination information. When a routing request has been promoted from a node, a table of the node is filled and the node which received the first package. This move is necessary in order to create the path for response routing. When the information comes to the starting point (source), then all the nodes indicate the tables to the path of promotion. When a node is moved by the network, the neighboring nodes understand this change and send a message for connection failure [5].

Another on demand routing protocol is Dynamic Source Routing Protocol (DSRP). In these protocols, the routing is made by the source. As in other protocols, each node completes the tables and the routes. So nodes know every time the available paths. The finding of path, but also the maintenance is feature of this protocol. When the source wants to send a package, then each node finds if there are paths from the tables that are constantly upgraded and sends it. If there is no path, then it sends a signal to create a path. Each node has the ability to control the routes and if it has no information on the path to the final destination of the packet, then sends the package to next nodes. The routing response arises when a package reaches to a node that has information about the destination of the packet. This request contains the file that shows the path from source to destination. In figure 5a appears how the packet from node to node is passed on. The node which generates the response routing, keeps the path and saves it to its table. In figure 5b shows the response of the packet routing [14].
Secure in Ad hoc and Sensor networks
Security considerations for Ad hoc and Sensor networks are similar [16] [9]. To enter someone in wired networks naturally should gain access to network cabling. On the other hand in Ad hoc and Sensor networks, because of the wireless communication, anyone can enter the network and therefore they are more sensitive to attacks. A significant problem arises in military networks where the information is sensitive and there should be no malicious interference. In addition, the information will be supposed to reach in their destination without they are destroyed. The information and packages will be arrived without being tampered from an external factor. For this reason, it must be found a way for the nodes defense [18].
Secure routing
Authentication signature, encryption, digital signature are mechanisms that play an important role in the security of Ad hoc and Sensor networks. But these are not techniques that can eliminate the problem of the entrance of malicious visitors to these networks by themselves. Therefore we should focus on the problem of aggression to the routing protocols. Communication protocols [12] [7] have the ability to change the topology of the network. Unfortunately, none of them has the ability to be protected against attack. In most protocols, the routers export information about the network topology and the connections and paths between nodes of the network. The protocols can be threatened in two ways. The first one is from an external factor. When someone tries to break into a network with wrong information, then the old information changes, the data changes, and thus can easily be acquired rights to the network and the general topology of the network. The other factor is the false information that can give the compromised node to the other nodes. This can happen when a node does not work or somehow is damaged. To enable the protocols to defend themselves in the first case should protect the routing information using digital signatures. But it is difficult to occur in compromised hosts [15]. In the second case, the detection of compromised nodes is difficult because the nodes move and constantly network's topology changes. Therefore the information is invalid due to the change of network topology. The best way the routing protocols can avoid a wrong path is to being able to find other paths [8] [23].
Key management service
At this chapter, we will see ways of encryption of information of routing but also paths that will cover the packet of information from a source to some destination. Each node has a public-private key pair. The private keys are confidential in some nodes while public keys are distributed to all nodes. There is a mechanism for key management called Certification Authority (CA) [18] [13]. This mechanism has a pair of private-public key that each public key are known to each node and signs public key certificates to each node. The Certification Authority must always be online because the networks topology and especially nodes' constantly changes. The private key will change when the node that belongs, has left the network. It should become a renewal of keys (private-public) to being decreased the case of an attack to a private key [9].
Problems and solutions
One of the major problems of wireless networks is routing. All algorithms that have been built, are worked under ideal conditions. But the algorithms have to face the phenomenon of user's movement and the network's topology. An important point is the phenomenon of destruction of network's nodes as a result of, the packets can not arrive at their destination. Every node should be included with used protocols to decide for the routing of packet of network. So a standard protocol would be the best solution for the nodes services. Also the protocol should take decisions about routing since it knows the status of each node. The sensor networks are similar to the Ad hoc but they have also differences. The rooting of the package is happened by a set of nodes and not by a few nodes. The information that the sensors receive, have a major drawback which is the repetition of data. Also, the sensor's nodes do not move as often as in Ad hoc networks and the power consumption in sensor networks is lower than the Ad hoc networks.
Conclusions
In this paper the characteristics of Ad hoc and Sensor networks have been reported, although they are at the same type of network. Then the routing protocols have been outlined and how could be happen the transference of the information to the network. These protocols were separated in two categories. The first category is table-driven and the second is on-demand routing protocols. The main difference of these protocols is mobility and how topology of the network changes. But it should be a study to create protocols to have more efficient routing of information through the nodes of the network. So the studies will have to direct to new technology-protocols to avoid the phenomenon of the breach of data information.
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