About email viruses
Video-
The video talks about how viruses work and can affect business by lost productivity and it talks about email viruses, how it works and how it can be avoided with a simplest way which is just not to open any unknown attachments.
Article-
One person should not have the ability to access different financial processes. The article talks about three cases of employee fraud, but I will discuss one in which a payroll clerk got sick and that clerk never missed processing a payroll in many years and when she was out, another employee who processed the payroll and found that the payroll clerk paid herself unauthorized overtime. But she was later fired. In the end, the article recommends that at least a week-long vacation should be made annually. Weekly payroll reports should be reviewed by someone who did not prepare the payroll and it says it's not a good idea to trust payroll employees.
Weakness:
no clear policies or lack of communication within the organization of how not to open any attachments in email which is not related to work. Either there was no email scanner installed on the system or it was out of date.
Impact of the weakness:
Company might need to shutdown the server which will result in lost productivity. Both the company and the employee can lose data, user ids and password of email address and can automatically forward that virus to all the contacts in that employee's address book, and it's likely to spread more because the receiver will think that it's sent by his/her friend/colleague and chances of it being opened will be more.
Recommendations:
· Company should have email scanners up to date at all times to scan email attachments so that all the attachments are scanned before they are downloaded onto the system.

· Company should have insurance to cover for any losses incurred due to viruses.

· Antivirus software's should be installed on all the systems in the network which should be updated automatically whenever the antivirus service provider have any security updates.

· Finally anti viruses are not always effective to control viruses these days because viruses can make the antivirus settings ineffective. Hence the best way is just not to open any attachments from an unknown sender and also not to open any attachment which you are not expecting even from friends/ colleagues without confirming.

· Disaster recovery plan should be implemented with data being backed up on a regular basis and should be kept offsite.
Audit assertion:
There is no audit assertion directly linked to this weakness, but if the data is altered or lost by virus then the audit assertion affected by this weakness can be accuracy, existence and completeness.
Substantive audit tests:
check if antivirus is installed on the computer and if the automatic update feature is on. Check the documentation of the policies and procedures to be followed for risk management and if it's effectively communicated with employees by interviewing employees what to do if they get emails from an unknown email address. Check for the disaster recovery plan and if the data is backed up daily or not and if it's secured off site or not? Continuous auditing might be helpful to see if the policies recommended are properly implemented or not by employees in terms of opening unknown emails. Auditors can create a fake virus and then see if the employees open those attachments, and auditor will be automatically notified if the employee opened the email. Auditors can see the logs on antivirus software's to see when it was last updated.
