About amazon.com website

Introduction

Amazon.com is a website for Amazon Web Services (AWS), an organization that conveys a highly scalable cloud-computing platform with high flexibility, availability, and the dependability to facilitate its customers to build a wide variety of applications such as eCommerce applications and internal IT. The issues of end-to-end privacy together with end-to-end security within cloud-computing are more complicated than within a single-data centre that is not facing the internet. The utmost importance of Amazon Web Services is to ensure the availability, confidentiality, and integrity of customer's data and systems, as is sustaining confidence and trust http://aws.amazon.com/).

This paper is intended to look at security monitoring activities in an organization (Amazon Web Services) that has both eCommerce and internal IT applications. Specifically, the paper will encompass the rationale that supports each monitoring activity I will propose as well as any course of action that should be carried out when a risk is identified. Furthermore, the paper will examine the software that ought to be considered to offer ample security management across the organization. The paper will also scrutinize my thoughts with regard to why private sector must employ something related to the Continuity of Operations Process (COOP) of the Federal Government, and the major issues to consider. Finally, the paper will debate whether security risks ought to be compensated, and explain the ten keys to protecting your network.

The security monitoring activities in Amazon.com with both internal IT and e-commerce applications

The applications in internal IT will encompass general ledger, payroll, inventory and human resources, while the applications in eCommerce will encompass marketing and internet sales. Amazon Web Services has both the Internal IT and eCommerce applications. The security monitoring activities in Amazon as Amazon Web Services (2008) explains will include:

Accreditations and Certifications: AWS is working with accounting firms to facilitate SOX (Sarbanes Oxley) and achieve certifications. These certifications will give an outside assertion that AWS has set up a sufficient internal controls that are operating effectively. This will assist it to authenticate its obligation to provide a world class cloud-computing that is secure to both eCommerce and internal IT applications. Moreover, its platform allows the set up of solutions that meet the specific requirements of a particular firm. For example, its customers have employed S3 and other components to develop HIPAA-compliant eCommerce applications.

Physical security: AWS houses its data centers in critical facilities and nondescript facilities, which have natural boundary protection as well as military grade parameter and extensive setback control berms. Physical access is controlled at the building ingress points as well as at the perimeter points by proficient security staffs who utilize an art intrusion detection systems and video surveillance to identify risks. All contactors and visitors ought to present their identification before they are signed in. Information and data access centers are only provided by Amazon to those workers who have legitimate business. If a worker no longer has a legitimate business, his/her access is revoked instantly, even if he/she is still a worker of Amazon. Both the electronic and physical access to data-centers by Amazon workers is audited and logged routinely.

Backup: Amazon stores its data in Amazon Elastic Block Store, Amazon S3, or Amazon SimpleDB, which are stored redundantly in various physical locations as a usual part of those services and at no extra charge. AWS does not platform back-ups; instead, customer data is sustained within organizational instances on Amazon SimpleDB, Amazon EC2 or within Amazon S3. Thereby, when a risk is identified it can easily be dealt with accordingly.

Amazon EC2 (Elastic Compute Cloud) Security:The security monitoring activities in Amazon is provided on several echelons: Signed API calls; the OS (Operating System) of the host system; a stateful firewall; and the guest OS or virtual instance OS. The utmost object is to make sure that data contained within the Amazon EC2 cannot be impounded by the not authorized users or systems, and that the instances of Amazon EC2 are secure with no sacrificing in the configuration of customer demands. The Amazon Administrators with a business need ought to apply their personal cryptographically SSH keys to get accessed to a mainstay host. Moreover, the customer ought to completely control the virtual instances. They should utilize key-based or token authentication in order to gain access to accounts that are unprivileged (Amazon Web Services, 2008).

Amazon S3 (Simple Storage Service) Security: AWS uses Amazon S3 APIs to provide both object level and bucket controls, with evasions that only permits authorized access by the object and/or bucket control list. The ACL (Access Control List) together with the bucket controls Delete and Write permissions. Thus, the customer sustains full control with regard to who can access their data, enabling them to carry out a necessary action the moment a risk is identified. Access by Amazon S3 can be granted basing on DevPay Product ID, AWS Account ID, or open to anyone. Amazon S3 is only accessible through SSL encrypted endpoints, which are both accessible from within Amazon EC2 and the internet. Though, users of the system can encrypt their data before uploading it to Amazon S3. This ensures that the data is not able to be tampered with or accepted by unauthorized parties.

Amazon SimpleDB Security: The domain level controls that are provided by SimpleDB APIs only allow an access that has been authorized by the domain creator, that is, the full control of access to customer's data is maintained by the customer. Moreover, an access to SimpleDB can be granted basing on an AWS Account ID. A subscriber has full access of the system once he/she is authenticated An independent Access Control List that maps the domains to their respective users controls access to each individual domain. Encrypting data before sending it to the SimpleDB ensures that no party, even AWS, will have an access to customer data that is sensitive. When an attribute data or an item is deleted within a domain, the removal of mapping within that domain starts instantly. There will be no access to the deleted data once mapping is removed. The storage area will only be made available for write-operations and the newly stored data overwrites the stored data (Amazon Web Services, 2008).

The software that must be considered to provide adequate security management across Amazon.com

The host operating system of the Amazon Web Services should be designed and configured to give protection to the management of cloud-computing. The Guest Operating System should not allow the administrators of Amazon to access customer instances, therefore making them not able to log into the system. For example, if the Guest Operating System is Linux, one should: use “sudo”utility for privilege escalation; utilize SSH keys to access the virtual instance; and enable shell command-line logging. The firewall should be provided by Amazon EC2, which permits inbound traffic that may be restrained by source IP address, by protocol, and by service port. Finally, SSL can be encrypted with API calls to uphold confidentiality. As per the recommendations of Amazon, one should always use SSL-protected API-endpoints.

The Reasons whyPrivate Sector must employ something similar to Continuity of Operations Process (COOP) of the Federal Government

COOP planning, as Eric and Jeffrey (2004) assert, is simply the internal efforts of an organization such as an office, branch of government, or department to guarantee the existence of competence to promote fundamental operations while responding to a wide-ranging array of potential functional disruptions. Despite the fact that most of the renewed-impetus for COOP planning centers on countering potential attacks, operational disruptions that could facilitate COOP activation might also encompass: Acts of nature such as inclement weather; routine building maintenance or renovation; fire; and mechanical failure of other building systems or heating. Other occurrences that may disrupt the activities of the government may encompass IT (Information Technology) failure and installations of eCommerce due to cyber attack. The private sector ought to employ something that is similar to COOP to incorporate support functions in circumstances where there is lack of such fundamental elements such as records, personnel, or alternative operational facilities, which normally pose a prospective threat of serious interruptions to organizational functionality, and the federal government's ability to undertake its statutory and constitutional duties (Harold, 2004).

The major issues to consider

While the congress will be examining the COOP planning status within the insinuations of that scheduling for overall organizational emergency preparedness and the executive-branch of the government, issues and policy questions are likely to arise. As Clay (2003) puts it, some of the major issues which are likely to arise with regard to a Private Sector that employs something similar to Continuity of Operations Process (COOP) of the Federal Government include: General COOP Preparedness; Issue Immediacy; Congressional Committee Jurisdiction; and Budgetary Issues.

Can security risks be compensated by cryptography?

Most individuals deem cryptography as a kin to biblical Gnosticism. Though, a small number of them intimately understand cryptography and its s-boxes, salts, permutations and other magic, and the remaining glaze over the moment the topic arises; partially because cryptography (by design) was once recognized only to natives of the National Security Agency. Before 1996, under the federal law, it was not legal to export cryptography and this discouraged others from learning the art (Roger, 2003). Therefore, cryptography can compensate security risks because PCIDSS (the Payment Card Industry Data Security Standard) requires merchants (cryptographers) to encrypt certain card-holder information.

Keys to protecting your network

Nowadays, organizational networking products are inexpensive and ubiquitous in that a WLAN network can be set up by anyone in a matter of minutes. The widespread usage of wireless networks provides a means of potential-intruders prowling within a range of an organization. Moreover, most WLAN hardware has become easier to set up in that most users merely plug it in and begin using the network without considering security matters. It takes a few instances of time to configure the security aspects of an access point or a wireless router. Some the things that can be done to protect a network are: Secure your access point or wireless router administration interface; do not broadcast your SSID; enable WPA encryption as an alternative to WEP; remember that WEP is useless; use MAC filtering for access control; reduce your WLAN transmitter power; and disable a network administration that is remote (http://www.practicallynetworked.com).

Conclusion

Amazon has maintained the confidence and trust of its customers by ensuring the availability, integrity, and confidentiality of customer's systems and data. Moreover, the securities activities of Amazon are well monitored in order to support both eCommerce and internal IT applications. AWS ought to consider software that is proficient in the provision of security management, specifically the host OS and the guest OS. Furthermore, the Private Sector ought to employ something that is related to COOP by putting in mind the major issues. And finally, cryptography is able to compensate security risks, thus, one should ensure that his/her network is protected.

References

____ (2009): Securing your wireless network, QuinStreet. Accessed on 23rd January 2010 from http://www.practicallynetworked.com/Seccuring a network.htm

Amazon Web Services (2008): Overview of the Security Processes. Accessed on 22nd January, 2010 from http://aws.amazon.com/

Clay W (2003): Related Policy Issues and Capabilities- Cyberwar and Information Warfare, CRS Report RL31787

Eric P and Jeffrey W (2004): Congressional Continuity of Operations (COOP) - Overview of Challenges and Concepts, CRS Report RL31594

Harold C (2004): Current Federal Arrangements and the Future-Continuity of Government, CRS Report RS21089

Roger N (2003): Hashing for profit and fun-Demystifying encryption for PCI DSS. Accessed on 22nd January 2010 from http://searchsecurity.techtarget.com/crypto.htm

