A tremendous change

ABSTRACT
The past six decades has witnessed a tremendous change in the Information Technology (IT) industries across several areas like the centralized computing, the internet and mobile computing, database and transaction processing, industry-specific platforms and enterprise application, systems integration and consulting services. This change affects every aspect of our lives. Healthcare, water supplies, food and energy, traffic control including a greater percentage of the world's financial transactions, all depends on information technology.

In the past a lot of small organizations and businesses make use of programs installed on PCs and servers installed in their offices to carry-out their work. Now, IT companies have found a much better way of providing IT to them using the Internet ("The Cloud").

The newly emerging compute model is "Cloud Computing", which addresses the continuous growth of the internet-connected devices, and completes the increasing presence of technology. Cloud Computing provides a scalable and often virtualized resources over the internet. It provides a greater user experience and is characterized by new internet-driven economics. The term 'Cloud' is used to refer to the internet based on its representation on the computer network diagrams.

This essay traces the content of Cloud Computing, a paradigm shift in IT. Some of the industry definitions of Cloud Computing, Types of Services, Issues, Characteristics, Layers, Types of Visibility, Shortcomings, Next Generation Computing Services and Benefits of the Cloud.

It is believed that Cloud Computing would prove to be a very good development to the Enterprise IT world and especially to the IT service providers. Despite the fact that the technology of Cloud Computing is still a gradual process, it is believed in some quarters that the business model will be potentially disruptive for some enterprise and to other enterprises it could be an evolution beyond virtualization and utility computing for them.
INTRODUCTION
Cloud computing is an emerging computing technology that make use of the internet and central remote servers to maintain data and applications. There are several definitions of cloud computing adopted by different person(s), programmers and organizations. Some of the common definitions of cloud computing are;
Wikipedia
As quoted by Tata Computer Service, Wikipedia defined cloud computing as "a style of computing in which dynamically scalable and often virtualized resources are provided as a service over the Internet. Users need not have knowledge of, expertise in, or control over the technology infrastructure in the "Cloud" that supports them."
IBM
An emerging compute model�cloud computing�addresses the explosive growth of internet-connected devices, and complements the increasing presence of technology in today's world. Cloud computing is massively scalable, provides a superior user experience, and is characterized by new, internet-driven economics.
Tata Consultancy Services
A Cloud is a set of IT infrastructure optimization techniques rolled into one and offered as a shared service to its customers.
Harvard University
Cloud computing is a recent practical development opening the possibility for infinite or at least highly elastic scalability in the delivery of enterprise applications and software service (SaaS).

In general the concept of cloud computing has to do with consumers (both businesses and organizations) making use of applications without any form of installation and access their files easily from any computer with internet access. Basically the cloud computing providers make the applications accessible online via the web browser while the software and data are stored on the server.
HISTORY OF CLOUD COMPUTING
Cloud Computing is a new term for a long-held dream of computing as a utility which has recently emerged as a commercial reality.

The idea of cloud computing date back to the 50's when Seamus McManus who is believed to be the father of modern Information Technology, pioneer the design of the mainframe computer with his drawing. He also helped in development of the modern PC when he saw the need for a client-server based model. This development helped in the growth of the internet connection from 1thousand to 1billion between 1984 to 2008. Despite this growth, the client-server model still had some problems due complexity of the system, also the fact that most of these systems where only able to work at a capacity of 20% and the cost of maintenance were quite high. McManus then introduced the concept of cloud computing, he envisaged a system that would be unified and flexible, one consisting of individual system but capable of working together as a single unit. With cloud computing users with internet connection can access the IT resources they need at anytime. This help to reduce the cost of paying for hardware and software, as payment is made only for the resources used.

According to Wikipedia, the concept of cloud computing was introduced by John McCarthy in 1960 when he conceived that "computation may someday be organized as a public utility"; this is indeed true, as these concept has some features of service bureau.

Also quoting Wikipedia, "In 1997, the first academic definition was provided by Ramnath K. Chellapan who called it a computing paradigm where the boundaries of computing will be determined by economic rationale rather than technical limits. The term cloud had already come into commercial use in the early 1990s to refer to large Asynchronous Transfer Mode (ATM) networks."

There are several people that have contributed to the development of cloud computing and even several definitions of it , but the overall fact is that cloud computing could be referred to as an old idea(utility computing) which as undergone some series of development with a brand new name i.e it is regarded as an updated version of utility computing.
COMPARISONS
Cloud computing could be easily confused with other types of computing, like the utility computing,grid computing and the autonomic computing.
Utility Computing
This is a service providing system in which the computing resource (which could either this be hardware/software) and infrastructure needed by a customer is being made available by the service providers and charges them for the resources used. This is quite similar to public utility, such as telephone service,water and electrical power, which provides basic resources for consumers and charge for the resources based on usage.This type of payment can be referred to as a pay-per-use.

The main advantage of this system is that there is little or no initial cost of acquistion of hardware. Also customers who have larger demand for the resources could avoid having to acquire and setup a large number of computers since that could be easily provided for by the service provider.
Grid Computing
Grid computing involves sharing a single problem which is usually a scientific or technical one over multiple computers. This problem usually involves a large number of processing cycles and could spread over a large geographical area. It requires the use of software that is able to divide and share out different parts of a program to thousands of computers. Grid computing could be regarded as distributed and large-scale cluster computing and also as a form of network-distributed parallel processing. The size could be limited to a small network of computers within an organization or it could be very large and span over many companies and networks.

The importance of grid technology is that it can be used to create a new type of grid by adding flexibility and power while using resources from multiple machines. For example, an equipment, such as a telescope, will make use of an equipment grid to analyze the data it collects. Whereas a data grid, will however, ensure the management of large amounts of information, allowing users to share access.
Autonomic Computing
Autonomic Computing is defined according to IBM the initiator as "systems that have the ability to manage themselves and dynamically adapt to change in accordance with business policies and objectives, enabling computers to identify and correct problems often before they are noticed by IT personnel." In Autonomic computing, a system makes a decision using a high-level policy. It adapts to changes by constant optimization of it status. An autonomic system could mainly consist of an Autonomic Components(AC) which interacts with one another. The AC has two main loops; which is the local and global, sensors for self-monitoring, effectors for adjustment, the knowledge and planer(adapter) which is the policy exploiter based on self and environmental awareness.

The main advantage of this system is to overcome the problem of complexity of computing systems management, and also to reduce the problems that complexity might bring to further growth.
Features of Cloud Computing
· Cost: is reduced when using a cloud service since the infrastructure is setup and maintained by the providers. Consumers are charged on a pay-per-use basis on the resources they use.

· Device and location independence: a cloud service enable users to access their files regardless of their location or device they might be using as long as they are connected to the internet.

· Maintenance: maintaining the applications of on a cloud is quite easy, since they are not installed on the consumer's system. They are also easy to support and improve since any change made on the network gets to the users instantly.

· Multi-tenancy: cloud service allows the sharing of resources among multiple users.

· Rapid Elasticity: a cloud service user can increase or decrease the capacity of the service as they fit.

· Security: this is one feature of cloud computing that as a lot of issues surrounding it due to loss of control over some sensitive data. However, it is believed to increase with data centralization.

· Self-service: cloud services have an interface that allows users acquire resources at any time and get rid of them the instant they are no longer needed.
Cloud Computing Service Providers
Cloud Computing offers controlled, reliable, cost-effective and a flexible service to the users. Listed below are some Cloud Service Providers with their services:
Amazon Elastic Compute Cloud (Amazon EC2)
Amazon EC2 is a web service that provides resizable compute capacity in the cloud. It offers a flexible computing environment in the cloud. It is a very simple and easy to handle cloud service that allows application development. It is designed in such a way that web-scale computing is made easier for developers.
Force.com
This cloud service offered by salesforce.com is one of the fastest platforms used to build and deploy an enterprise application. It allowsusers to build core business applications on demand. Examples of such applications are; enterprise resource planning (ERP), human resource management (HRM) and supply chain management (SCM).
Google AppEngine
This is an cloud service provided by google for users to run their web applications on its infrastructure. This App Engines are easy to build, maintain and scale as traffic and data storage grows. With App Engine there are is no need for server maintainance, since the application is made readily available after uploading. The App Engine is currently restricted to python but with future plans of supporting other programing languages.
IBM Smart Business Storage Cloud
IBM offers various cloud services like the Smart Business Storage Cloud, Smart Business Test Cloud, IBM Smart Analytic Cloud and IBM Cloud-Based Data Protection Service.

IBM Smart Business Storage Cloud offers users a storage-virtualization solution designed to support their storage optimization efforts. It helps to alleviate data storage challenges by enabling quick implementation of a scalable, global file storage system with flexibility in deployment and management options. This platform helps to reduce labor demands and costs, as well as advanced data replication for cost effective business continuity and disaster recovery.
Windows Azure
Windows Azure is a cloud service operating system that serves as the development, service hosting, and service management environment for the Windows Azure Platform. This platform will make it easy for cloud users (developers) to compute and store to host, scale, and manages Internet or cloud applications, and services on the Internet in Microsoft data centers. It is an open platform that would support both Microsoft and non-Microsoft languages and environment.

Although some enterprise are still being skeptical about adopting cloud computing platform and service, given the benefits of scalability and reduced cost the cloud computing seems to be the future of enterprise computing.
Cloud Architecture
Cloud Architecture involves several cloud components interacting with one another over an API which is usually the web. They are designs of software applications that make use of internet connection that is accessible on a demand service. It comprises of hardware and software designed by the cloud architect. Applications on Cloud Architectures are built in such a way that the underlying infrastructure is used only when it is needed. This applications run in the cloud where the physical location of the infrastucture is mainly determined by the providers. The usage of resources in Cloud Architecture provides A very high utilization for money. Some examples of Cloud Architecture are Processing Pipelines, Batch Processing Systems, and Websites.

The importance of Cloud Architecture is that it makes several machines available for an application at the time it is needed. Also it ensures the distribution and co-ordination of a large-scale jobs to different machines for processing and also makes a new machine readily available if another fails during the cause of processing a job. It is also easy to auto-scale up and down in a Cloud Architecture. Finally, when a job is completed, it is quite easy for the Cloud Architecture to get rid of the machines.
Layers of Cloud Computing Stack
The five layers of the cloud computing stacks are ;
Clients
A Cloud Clients depends on the cloud for application, and they might also be designed specifically for delivery of cloud services, which is useless without it in either case. The Cloud Clients could mainly consists of computer hardware and /or software. An example is the Thick Client/Web Browser ( Internet Explorer, Mozilla firefox and Google Chrome)
Application
The Application layer helps to eliminate the need for the customer to install and run the application on his own computer, thereby preventing the burden of software maintenance and support. For example; volunteer computing (skype), web application (facebook, YouTube).
Platform
A cloud computing platform presents a computing platform, generally consuming cloud infrastructure and supporting cloud applications. Applications are deployed without the cost and complexity of having to purchase and manage the underlying software layers. Some examples are; Services (OpenId, Amazon Flexible Payment Service, Google Custom Search), Solution Stacks (Google AppEngine, Heroku) and Storage (Amazon SQS, Amazon SimpleDB).
Infrastructure
This deals with delivering the computer infrastructure as a service. Example are Compute (Amazon CloudWatch), Network (Amazon CPC), Storage (Amazon EBS).
Servers
The cloud server consist of hardware and sometimes software which are designed for the delivery of the services offered by the clouds. An example is the Fabric Computing (Cisco UCS).

Cloud computing is generally believed to consist of five major layers, but in some quarters it is believed to consist of six layers with Storage (appearing immediately after platform layer) being the fifth layer. It involves the delivery of data storage as a service which is often billed on a utility basis.
· Clients

· Application

· Platform

· Infrastructure

· Servers
Cloud Delivery Models
Typical cloud computing providers offer common business application online which can be accessed from a web browser, while the software and data are stored on the servers. These applications can be divided into : Software as a Service (SaaS), Platform as Service (PaaS), Infrastructure as a Service (IaaS), Web Services, Managed Service Providers(MSP), Service Commerce, and Internet Integration.
Software as a Service (SaaS)
In this type of cloud computing, a single application is delivered to thousands of users, using a multitenant architecture. This implies that the doesn't have to invest in servers or software licensing and the providers there is a reduced cost of hosting since there is just one app to maintain. Interaction between the software and the user is done through a user interface. SaaS is the broadest in the market and it could be a web based e-mail to applications like Twitter. Some providers are Salesforce.com and WebEx.
Platform as a Service (PaaS)
Platform-as-a-Service is a form of cloud computing that delivers software and developments tools hosted on the provider's servers as a service. This means that you can create your own applications using the provider's infrastructure and can send it to your user from the provider's server. Google AppEngine is one of the most famous App Platform as a Sevice. Some of these services may not allow a user to build an application on a platform because there aren't any interoperability standards yet. Also users do not have a hold on the operating system or runtime but they are allowed to choose the type of programming langusge they want.
Infrastructure as a Service (IaaS)
IaaS providers allows users to benefit from an API through which they can control their servers. The providers offers the users resources such as servers, networks, and storage from a shared facility that is been monitored by the providers for the users on a demand basis. These service allow users to pay only for the services they use. An example of IaaS provider is the, Amazon Web Services which provides virtual servers with unique IP addresses and blocks of storage on demand.
Web Services (in the Cloud)
These service providers offer the users an API that helps them exploit functionality over the internet, instead of the whole application. Some of the providers are: Strike Iron and Xignite that offers discrete business services, and Google offering full range of API.
Managed Service Providers (MSP)
A managed services provider (MSP), is an IT provider,who take the responsibility of providing a defined set of services to the clients. It is an application exposed to IT rather than to end-users,such as a virus scanning services for e-mail or an application monitoring services provided by Mercury. IBM, SecureWorksand Verizon are examples of managed service providers.
Service Commerce
This can be regarded as an hybrid of Saas and MSP, it offers a platform that users can interact with. They're most common in trading environments, such as the expense management systems. The services offered by the service providers must be in line with the specifications of the user. Examples include Rearden Commerce and Ariba.

Internet Integration service is still in its early days. Microsoft recently launched its first serious effort to build IT into its cloud plans by introducing technologies that would help connect existing corporate networks and cloud services to make them look like a single infrastructure.
Types by Visibility

Public Cloud
A public cloud service is made available in a pay-as-you-go manner to the general public and the users are billed on a fine-grain utility computing basis. The resources are made available on a self-service basis over the internet. Public Cloud is also known as an external cloud. Some providers of Public Utility Computing include Amazon which offers the Amazon Web Services, Google offers the Google AppEngine, and Microsoft, the Microsoft Azure.
Private Cloud
A Private Cloud is used to refer to internal datacenters of a business or other organization, which is not made available to the general public. Private cloud have been criticized on the basis that users still have to buy, build, and manage them and as such do not benefit from the reduced capital costs and less hands-on management. It is also referred to as the internal cloud.
Hybrid Cloud
This consist of several internal and/or external providers. A hybrid cloud may be used to describe configuration combining a local device, such as a plug computers with cloud services. According to Business Insider, "IBM and Juniper Networks demonstrate how a hybrid cloud allow enterprises to extend their private clouds to remote servers in a secure public cloud, as high priority applications are given preference over the lower priority ones when resources become constrained".
Benefits of Cloud Computing
Despite the security and privacy risks, that could be associated with a Cloud Computing Service, there are some benefits that the public sector, government, and IT organizations are certain to want to take advantage of. Some of the advantages are;
· Data access speed: since the resources are readily available in cloud computing, data files are updated in real time, thereby enabling instant access to the latest information. Research and analysis can be done currently without waiting for system updates.

· Document collaboration: Information stored on a cloud network is accessible by multiple users in different location collaborating on a report or analysis at the same time. This helps to avoid having to send emails to and fro between the working team, since all the information needed is accessible on the network.

· Flexibility: cloud computing is much more flexible when compared with previous computing methods.

· Highly Automated: there is little or no need for in-house support of software, since the software is updated and maintained by the provider.

· Increased Storage: there is more room to store data on private computer system since every other thing is maintained by the provider.

· Mobility: with Cloud Computing, users can access information as long as they are connected to the internet.

· Reduced Cost: the cost of installation and maintenance of the physical infrastructure is reduced since the users only pay for the resources used.

· Shift in Focus: since the burden of ownership, administration and operation of hardware is totally in the hands of the providers, organization can have more time to concentrate on innovation.
Issues with Cloud Computing
Despite these benefits of cloud computing, there are still some risks involved in using it. Cloud computing gives rise to a number of practical and legal concerns, which include:
· Outages: this has to do with unplanned outage which is a reality of any cloud computing solution. An organization has to develop strategies and backup plans for their business needs against the time when their cloud applications would be unavailable. Understanding the cloud provider's disaster recovery and business continuity measures, will help a company weather outages in its cloud computing solutions

· Jurisdiction: this is a major concern with cloud computing is the inability of the user to determine where data will be stored, and, thus, what courts have jurisdiction and what law governs the use and treatment of such data (i.e., local, state, federal, foreign, etc.). For Instance, there is a possibility of conflict in data privacy laws of countries. If a cloud provider is in a different location from the user, information sent or received over the cloud computing service could conflict with the laws of the countries. It will be very difficult for a customer to protect its data if the cloud-based application is hosted in a country that does not recognize certain property protection measures. It is therefore advisable for to address the issue of jurisdiction before any arrangement could be made between the providers and user.

· Security: this is another major issue slowing the growth of cloud computing. Several issues have been raised over the ability of law enforcement bodies to access sensitive information store in the cloud. Since privacy law varies form country to country, there is absolutely no control over the physical locations of storage and processing of data, this makes it easy for law enforcement to obtain access to information without the affected party being aware. It is not only law enforcement that could get hold of information sent to a particular recipient, another customer using the same service with the recipient might get a hold of the information if the information is not carefully guided. It is therefore advisable for cloud users to address the security issues before making an arrangement.
Political issues
Cloud Computing has spread to many nations of the world and it is believed to be the ultimate form of globalization. Therefore, it has become a subject of geopolitical issues and a lot of providers are trying to satisfy the laws in various jurisdiction to be able to deliver a service acceptable to the global market..
Legal Issues
According to Wikipedia, "In March 2007, Dell applied to trademark the term 'cloud computing' (U.S. Traademark 77,139,082) in the United States. The 'Notice of Allowance' the company received in July 2008 was cancelled in August, resulting in a formal rejection of the trademark application less than a week later.

Affero General Public License version 3which is abbreviated as Affero GPLv3 (and AGPL) was released in November 2007, by the Free Software Foundation. It was designed to close a perceived legal loophole which is associated with free software that would normally be run over a network. The founder of Free Software Foundation, Richard Stallman, said that "computing was simply a trap aimed at forcing more people to buy into locked, proprietary systems that would cost them more and more over time."
Future of Cloud Computing
It is believed that in the near future, there would be many more cloud service infrastructure all over the world, to provide a much better service thanit is at the moment. The software would be more efficient than the current ones and they would be able to address the issues associated with the ones available in the market today. The software would be delivered in a much better way, it will be more reliable and require lesser effort to install, maintain and repair. With the way cloud computing is gaining ground in the IT world, several organizations such as the software and internet service providers would be affected in a different way when compared to how the hardware industries would be affected by the paradigm shift. Some Software producers that could gain if eventuall cloud computing becomes successful and there is a shift to it are: Google, Salesforce, Hyperic, Microsoft, Yahoo, Amazon e.t.c. While others such as Oracle, Blackbaud, SAP AG and Lawson Software might eventually lose out to cloud computing if it is adopted by every organisation.
Conclusion
Cloud computing when used in an appropriate environment has the ability to transform the information technology architecture of an organization as well as creating a significant cost savings. This is assumed to encourage organizations and individuals to rethink the way they interact with their information. In as much as cloud computing is a great development in the IT world, organizations and individuals must clearly understand and acknowledge the risks associated with it before embracing this trend. It is advisable to review any cloud computing service arrangement with a legal counsel before venturing into it. Some of the issues that an individuals or organizations that want to set up a cloud arrangement need to address before setting it up are: a) Data Location: a user need to find out where (and how) the data in a cloud application would be stored. b) Sensitivity: users have to determine the sensitivity of the data they want to put in the cloud to the business. c) How is your data separated and even differentiated from other users with the same data? d) Security: Is your hardware and software accessible by other users? e) Challenges with the cloud environment. f) What are the implications of changing to another cloud environment? The above are questions a user can ask before making a cloud arrangement with the provider. These questions are very important (but not limited to the ones above) for a user to ask the provider before an arrangement can be made. The questions ask would differ from users to users and to the type of data they deal with.
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