A pivotal aspect of everyday life

Abstract:
Protecting data is a pivotal aspect of everyday life and for organisations, it has become an obligation to ensure the secrecy of information irrespective of their level of importance. Data is a very critical aspect of business as the transmission of unprotected data is highly vulnerable to being tampered with or stolen. Furthermore, loss of data could result in tragic outcome such as loss of client trust which could eventually damage company's reputation. It is also important to note that organisation can do their utmost best to secure their data as effective as possible but could still be cracked by criminals determined to obstruct or steal the data or be misplaced during transmission hence leaving it vulnerable to attacks. This is indeed evident even in the Government sector when disc containing information of 25 million people were lost [1]. This disc is highly vulnerable to thieves and the information contained in the disc can be used if appropriate encryption procedures have not being carried out. This is evidence that mistakes could happen which might result in catastrophic consequences. That is why it is extremely important to consider data encryption when transmitting data via any means. However, protecting data could be a daunting task due to the level of technicality involved in doing so. Organisation(s) that disregard the importance of protecting information do so at their peril.
Introduction
This paper discuss various aspect regarding the protection and encryption of data, it emphasize on a particular package designed by Philip R. Zimmermann a software engineer with vast amount of experience that specialise in data security, data communications, real-time embedded systems and cryptography [2]. Philip Zimmermann created a package called "Pretty Good Privacy", an encryption software package which was originally designed as a human right tool and was published on the internet for free in the early 1990s [2]. The creation and publication of this package made Zimmermann an objective of a criminal investigation by the US government because they believe that the US export restriction for cryptographic software were violated when PGP was being used worldwide.

PGP itself is an encryption package which was designed to encrypt and decrypt data in order to guarantee data privacy, it uses an algorithm called the RSA algorithm for encryption [3]. RSA is an algorithm which is used for public-key cryptography, RSA algorithm was the first algorithm which was appropriate for encryption. Furthermore, PGP can also be used to send an encrypted digital signature that enable the receiver at the other end to verify the identity of the sender and ensure that the data has not been seen or changed during transmission. PGP is regarded as the hardest encryption package which is almost impossible to crack in the foreseeable future according to various sources, its high dependability and cost effectiveness has placed a unique trust and confidence on the package which has encouraged users to adopt it. It has also become a de facto standard for electronic mail security and can also be used to encrypt files which is being stored in any storage device in order to prevent unauthorised access to the data stored in the storage device which would have aid the protection of the lost disc containing data of millions of people [1].
Cryptography
Cryptography in generic perspective involves keeping data or communication private and restricting unauthorised access to the data/communication. Certainly, the protection of highly sensitive data has been the importance of cryptography throughout the history of cryptography. Encryption on the other hand is the alteration of data into incomprehensible form. The main purpose of encryption is to prevent the data being transmitted or stored from being altered or stolen by unauthorised personnel. Decryption is the exact reverse of encryption. It transform the encrypted data back to its original form. The use of encryption and decryption require the adoption of a private information which is known as a key. This key is normally known to both the sender and the receiver of the data which is being transmitted. Sometimes, the key used for both encryption and decryption tend to be the same. This depends highly on the encryption mechanism used and in other mechanism, encryption and decryption key might be different.

However, recent cryptography is beyond data privacy or encryption and decryption, authentication is highly as important as privacy and it has become an integral part of everyone's life. The field of cryptography is colossal when taken into perspective the majority of things it enables users to do. For example, it is possible to build complex schemes and protocols that allow users to make electronic payments and to make users prove that they know certain information without showing them these information. Furthermore, cryptography is fundamentally used to target problems that are intricate. A problem can be deemed intricate because the solution to the problem calls for some secret knowledge. Secret knowledge could involve signing digital document, encrypting and decrypting data.

Cryptography is important because it provides high level of confidentiality during data transmission. It gives users the confidence to transact or transmit information electronically without worries of deception or deceit [4]. Furthermore, cryptography also give user more confidence when transacting electronically because not only has cryptography being used to authenticate who users are dealing with, it is also being used to assure user that data transmitted through that particular electronic medium has being encrypted to prevent it from being changed because digital signatures are being built using the content of the document that has beeg signed [4].
How PGP works
Pretty Good Privacy uses a variation of system which is known as a public key system. In the public key system, every user is given a public key which is commonly known to all other users in the system in order to encrypt data while private key are given separately to individual user(s). Only that user knows his/her private key and cannot be disclosed to any other party. The public key which is also known as "asymmetric key" is used to encrypt message sent to someone else in the channel and when the message is received, the receiver acknowledges the message and decrypt the message using his/her private key which is also known as "symmetric key". The Fig below graphically illustrate the encryption procedure.

During data encryption and decryption, message authentication is also provided. A particular example is when message is sent, the sender can use his/her own secret key to encrypt the message thereby signing it to authenticate that the message is indeed being sent by him/her. This then creates a digital signature of a message which the intended recipient can verify by using the sender's public key to decrypt the message. The entire activity proves that the sender was the correct creator of the message and also proves that the message has not being altered by any other party because only the sender hold the secret key that made that signature [6].

PGP usually come in two different public key versions which include; the RSA (Rivest-Shamir-Adleman) version and the Diffie-Hellman version [5].
PGP Security
PGP uses keys that usually work with cryptographic algorithm to create a particular ciphertext. Ciphertext are the plaintext which has been transformed during encryption procedure. The keys which are used in PGP are large numbers measured in bits. Furthermore, it is believed that in cryptography the bigger the key, the more secure the ciphertext is. "A conventional 80-bit key usually have the corresponding strength of a 1024-bit public key and a conventional 128-bit key is also equivalent to a 3000-bit public key" [7]. Which again implies that the bigger the key the more secure the ciphertext will be. Although the public and private cryptography key are related mathematically, it is nonetheless very difficult to obtain the private key if only the public key is known; however, generating the private key is still feasible when given enough computing power and ultimately "time". This is why it is extremely important to always pick the keys of right size which is large enough to be secure but small and concisely enough to be applied quickly. More importantly it is vital to always consider who might be trying to read the information sent or stored including how determined they are and how much time and resources they have at their disposal. This is of-course difficult to predict but how important the information is and how sensitive they are can aid the prediction of these facts. "Bigger keys will be cryptographically secure for a longer period of time" [7]. PGP usually save keys in two different files on user's hard drive; one for the private key and the other for the public keys. These files are usually referred to as "keyrings". When PGP is being used, the user will naturally add the public keys of the recipients to his/her public keyring and the user's private key will also be stored on his/her private keyring. So if the user misplace the private keyring, he/she will not be capable of decrypting any data encrypted to the keys in that particular ring [7].
PGP Applications
Although PGP was originally used mainly for encrypting email communications including attachments from a computer, its products have been expanded into sets of encryption applications which can be administered by a central server. Its encryption packages include; digital signatures, file and folder security, email attachments, disk encryptions, protection for IM sessions, protection for files and folders which is stored on network servers, batch file transfer encryption, and the most recent one which is the "Zfone�". Zfone� is the new voice over IP phone software product designed by Phillip Zimmermann himself (the developer of PGP) which enable users to make encrypted phone calls over the internet. Irrespective of the key used to encrypt phone calls, it could still be cracked given how determined the people who are interested in the communications arte. For example; an attempt to encrypt phone call messages by terrorist or extremist group could still be broken or cracked by the authorities determined to monitor their communications because they possess more time and computing resources to do so.

Philip Zimmermann posted the PGP encryption package to the USENET in June 1991 which enable users from outside the US to use the encryption package. "Cryptography programs are generally graded as munitions under the US federal law and may not be exported" [8]. The development and publication of PGP then spark a criminal case between its inventor (P. Zimmermann) and the US government for obvious reasons because the US government have every reasons to believe that these encryption packages could be wrongly used by extremist or other government to either pose a threat to their national security or used for other illicit purposes. They carried out a three year criminal investigation on Philip because they strongly believe that the "US export restrictions for cryptographic software were violated when PGP spread worldwide" [2]. After three years of investigation, the US government decided to drop the case and close the investigation on Philip. They then went on to release a statement confirming their action [9]. In spite of all the controversy that surrounds the PGP encryption package and its inventor, it still went on to become the most used encryption package in the world. Although there are different versions that could be used in different countries, user's only need to confirm which version can be used in country they reside in.

Every individual is Of course entitled to his/her privacy we all have every right to keep our messages and communications confidential which has brought about a contrasting laws to privacy between the United States and other countries. Special rights and permission are only allowed to the authorities in the U.K to gain access to individual communications if they believe it pose threats to the national security unlike in the US where the government can intervene and access secret communications whenever. This was the main reason why Phillip decided to invent this package to put privacy into the public's hands. Now virtually everyone including businesses are reaping the entire benefits associated with keeping information privates because it's not only the government that serves as eavesdroppers, hackers and criminals determined to gain access to certain information can now be reduced using this packages. However, criminals on the other hand also gain some advantage of using PGP as they can use the package for their criminal activities. They can easily communicate with themselves using encrypted messages in order to avoid being caught. And advanced criminals with high computing power can also decrypt messages when given enough time. This indeed place a loophole on the entire package but Philip believes that "the entire advantage of using PGP, which was originally developed as human right project to protect people from the oppression of the government surpass its disadvantages" [10].
Conclusion
Every individual deserves the right to his/her privacy, but this right is being threatened by some minority of people who tend to exploit the advantages of these rights. This situation has then forced the authority to involve themselves strongly with this particular encryption package. This paper has discussed the meaning of PGP and brief history of the package including how it works and has also explained the pros and cons of encryption. Furthermore it has been discussed in this paper the extensiveness of this package, how it is gone from being a project designed for human right to applications used for various purposes. It then went on to highlight the importance of encryption to companies and some sectors and how it can both be rightly and wrongly used.
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