A network security

Overview
This paper presents several indicative case studies on IT security management approaches in Organisations. The purpose of which is to highlight the various policies, models and practices undertaken by Organization to protect sensitive data and to sustain firm's reputation. Also the roles of Information Technology Security Manager\Management (ITSM) for ensuring IT resources are safeguarded, issuing guidelines and procedures for providing better network security in organizations.

The paper also discuss on various aspects like Delegations of Authority, in which every system will have a particular person or employee responsible for its security. Each employee should know the nature of the information processed by the system and it is his/her responsibility to ensure that proper measures are implemented and enforced to keep the reputation and confidentiality of the organization.

Information protection should support the business objectives or mission of the enterprise and it is an integral element of due care. A good centralised and system management strategy to improve, the efficiency of security / system management by deploying management tools with policies to streamline and automate the defined process in the organisation.
Introduction
IT security management in organizations is a field of management related to physical security, organization asset management, and human resource safety functions. It deals with the identification of information assets in parallel to the maintenance, development, standards, documentation and implementation of policies and procedures. The main key areas in IT organizations are network management and management tools for protection. Proper care should be taken to protect networks and systems from unauthorised access by persons. Confidentiality, Integrity and Availability (CIA) of data is the major concerns that should be taken care of. Any act or influence that includes creating, deleting, manipulating of data/relevant information and other security services must be protected. Tools like risk assessment and risk analysis are used to identify threats and to take effective control against system vulnerabilities.

The ITSM (IT Service Management) is primary used for IT governance, to maximise the performance of an organization. In UK, the ITIL (Information Technology Infrastructure Library) is used as a set of standards and practices for ITSM, IT development and IT operations. http://en.wikipedia.org/wiki/Information_security_management_system . All the IT resources should be unified to build an efficient management system to co-ordinate IT efforts and to streamline the tasks into cohesive workflows. http://www.kace.com/pdf/white-paper/The-Complete-Services-Management-Book.pdf

The IT management should also include process, personnel and software tools for deploying, tracking and updating secure hardware and software in organizations. A good system can optimise team efficiency and effectiveness by identifying the basic services, defining process to implement these services and employing management tools to automate the defined process. The tools are used to coordinate management tasks such as inventory collection and reporting, security enforcement, software delivery, patch updates and other administrative tasks.
Security Audit and Enforcement in Organization
The system security management is a top priority in IT organizations. Proper steps must be taken in developing a comprehensive solution to protect the system against various threats like malicious software, viruses and spyware. Ensuring a more secure security standards is critical for business continuity as cyber attacks becomes increasingly varied. In this modern world, one of the main factors for war is information/ data. ¬¬¬¬¬¬¬¬¬¬Protecting the confidentiality, Integrity and availability of information from cyber threats and accidental loss is the major concern in today's organization. To establish a secure IT system configuration involves several steps.

Applying necessary security configuration for all devices - Proper care and effort must be taken to update the latest service patches and packs inn software's, firewalls settings must be enabled for each OS and the virus database in the firewalls should be updated, so that it can detect the latest threats. Anti-virus applications must be scheduled to scan at regular intervals. Program and browser usage restrictions should also be placed, for ensuring the system from malicious web sites and programs.

Secure configuration policies for IT environment changes - The configuration policies requires automation of the enforcement process. Even if some vulnerability or threats are discovered, it should handle the problems without disrupting business and IT process. There can be problems also while implementing new versions of software's in an organization, so before implementing it proper software testing must be done. When there is problem in updating devices which have security vulnerabilities, the devices should be quarantined from the network for protecting the entire network. It should be only re-introduced to the network, after remediating the devices.

Reporting compliance purpose - Business subjects for compliance reporting must prove that appropriate security configurations are in place. Reporting the system have successfully configured with the appropriate settings, such as those defined in US Cert OVAL definitions or ITIL is often required. It should also confirm that regular confirmation on protection during the environmental changes takes place.

For security compliance purposes, IT engineers require the visibility of vulnerability in the system for deploying security policies to the devices in the network. It also requires auditable reports to confirm that the policies have implemented successfully and where the remediation process have failed. This reports and alerts help the IT system management team to complete the update process and ensuring that all devices meet the organizational requirements. After applying security policies, the IT management team needs reports on confirming that the devices are compliant and up to date. The information's is valuable and they are increasingly targeted by criminals, so system endpoint security is crucial in protecting the information as well as operational integrity. New vulnerabilities are constantly reported in operating systems and web applications, so much care must be taken in keeping client-side systems secure. Automating enforcements and security audits with reliable, robust system management solutions, IT team can easily identify system vulnerabilities and remediate problems. And then they can enforce future compliance based on establishing company security policies.
Best Practices for Security Enforcement
The best practice for IT security management involves vulnerability assessment. Automating this work saves time for the IT engineers and helps to reduce security threats. In US the Department of Homeland Security sponsors OVAL as an information system community standard; this is endorsed by US Computer Emergency Readiness Team (US CERT) for promoting open, publicly available security standardization for content transfer across security tools and services. These tests can be used for scanning vulnerabilities in system and often used to augment other security standards. Scans should be scheduled on a recurring basis and must be checked against the known vulnerabilities, reports from the targeted systems should be compared against the list of known vulnerability metrics to flag as fail/pass results and then to plan the remediation methods.

By using pre-built policies provided by the IT management, security configuration settings can be automated in computer devices and networks. IT can customize policies for a specific secure security setting, which will be automatically applied to various classes of IT systems as they are seen in the organization. The security policy definitions can also include scans during out of business hours to minimize end user impact. The main security policies included are:
· Firewall setting policies - To prohibit unauthorised services and users from accessing system resources. Enabling port access in firewall, in order to enable the IT team to provide remote desktop access and remediation requests against vulnerabilities.

· Browser security policies - Most of the business users use number of browsers including Microsoft Internet Explorer, Mozilla Firefox, Safari, and Opera which needs secure security settings enforced at the browser level. Not only for surfing web sites, they are also used for file transfers. The main threats identified are through browsers, so great importance should be taken in implementing browser security policies.

· Verifying anti-virus policies - Regardless of the anti-virus software implemented in the organization, the IT management team needs to update the anti-virus database file, so that it can identify newly found system threats and vulnerabilities. They also must look after the system scans are scheduled at regular intervals and regularly.

· Quarantine policies - If the computer devices are compromised in a network, the administrator can decide to break all the communication between the compromised system and the network to protect it from further infection. Then the IT management system can be used to interfere directly with the quarantined system and can resolve the security issues, and re-connect it after recovering.

· Disallow programs - Disallowing the processing of unwanted or risk applications. Mobile workforce is increasing rapidly and security policies need to enforce setting on mobile devices, particularly laptops, even if they are not connected to the IT management system. Security policy scripts can be set up to run regularly on client devices even if they are offline from the IT management system.
Delegations of Authority
The Delegation of Authority is about entrusting others in the organization to do part of your job. The main purpose of this is to achieve effective results by sub-allocating powers to the subordinates. IT management systems must be easy to use and able to customize for both the senior engineers as well as for the newly-hired staffs/ technician. The main elements of Delegations are Authority, Responsibility and Accountability.
Authority
The Authority in business organization can be defined, as the ability of a person to allocate and use resources efficiently, give orders and take decision to achieve the primary objectives of organization. It defines the right to give commands and orders to get tasks done. All the employees who have the authority must know the scope of it. It always flows from top to bottom and the top level has the highest authority. The top level management has the authority to get the work done by its subordinates, how he should handle the process and what is expected from him. It doesn't mean that, by delegating authority to subordinates imply escaping from accountability. The accountability still points to the top level of management or the person having the utmost authority.
Responsibility.
Responsibility is the main duty of a employee to complete the task/process assigned to him at a given time. Employees should ensure that they accomplish the job assigned to him, if unable to complete the job, and then he should not give any explanation or excuses. Mainly the middle and the bottom level management hold more responsibilities. Each and every person held responsible for a job is answerable for it, if the task fails to accomplish as expected. Each member of the organization does have an obligation to carry out the duties in best of his ability as per the superior's directions. It gives effectiveness to the authority, hence is very important.

The IT system administration should be user friendly and able to customize for use by both the new staffs and the senior IT staffs. The IT administration department should make sure that, it is easy to implement and adopt by the entire management team and end users in the organization. Now a day, effective system management must be a centralized user interface with access to the internet that could handle all administration data and tools in a remotely accessible interface. These tools will provide streamlined device monitoring and maintenance that avoid complex features. The IT system also has the responsibility to integrate workflows to improve the effectiveness of the IT team.
Accountability
The Accountability can be defined as giving explanation about the responsibility mean value or it is concerned with effectiveness of end result. Consider if an IT engineer is given a task with maximum authority and if he gives the task to his subordinate to do that task well. Then, the subordinate has the responsibility and the IT engineer has the Accountability to ensure it is done well. The accountability can't be escaped and it cannot be delegated. The accountability and responsibility process do not ends if the authority/powers are granted to the subordinate. The accountability comes from responsibility and responsibility comes from authority. Each employee have to be obligatory towards tasks assigned by there superiors, each individual is bound to do the duties as per the standards of performance.
IT Administration
IT system administration is the main core part of an IT organization. The management system should be user friendly and easy to implement, tools are needed to monitor and maintain devices to handle complex operations. Integrations of tools for the coordination reports and alerts are the basic parts of system management. This helps to standardize administration practices by improving effectiveness of the IT organization. The management systems are too complex and require much effort to make decision and to implement it effectively. To speed up the process IT management team requires better tools that have functionality and power to assign data for monitoring devices, resources and for meaningful administration.

The tools provide the IT system engineers to view main information's at a glance and edit the views as per the needs of the environment. It also helps to generate administrative alerts for the IT engineers to notify defects in the devices, network and other resources. As well as, it can broadcast warnings and alerts to the end users. Tools are of great help to provide additional operational support such as dynamic group association, sequencing tasks, reliable secure configuration updates, enable software updates during off hours and Wake-On-Lan properties to save power.
ITIL Security Management
http://www.itil-officialsite.com/home/home.asp

http://www.itil-officialsite.com/AboutITIL/WhatisITIL.asp

The Information Technology Infrastructure Library (ITIL) is the most widely used and accepted set of concepts and practices for IT service management (ITSM), IT operations and IT development. The ITIL provides detailed descriptions of major IT practices and policies, an IT organization can utilize ITIL to tailor to its needs. ITIL is a registered trademark of the United Kingdom's Office of Government Commerce (OGC) and it has been adopted by number of organizations around the world. The ITIL gives guidance on providing high quality IT services to satisfy the organization needs. The ITIL security management deals with activities that are handled or controlled by the security management. Organizations and their information systems are not stable, they change constantly and these activities in the security management must be revised regularly for keeping the system up-to-date. So, the security management process is continues process which should be taken care of. In the security management process, the inputs/requirements are formed by the clients. Then the inputs/requirements are converted into security services and security quality that must be provided in the security section of the service level agreements. The service level agreements provide input for both the client and the process in security management.

The Security Manager oversees information security management activities, the activities go through a cycle of process and they are: Plan, Do, Check and Act. After the activities are processed they are documented and adapted by the clients. The activities in Information Security Management are
· Define Information Security Policy

· Classify information assets

· Manage security breaches

· Perform Security reviews and audits

· Enforce security policies

· Implement security controls

· Analyze and report security breaches
The first process in the security management is the sub-process 'Control'. It deals with managing and organizing security management itself, also it defines the security management framework and policy statements. The framework then defines the processes for developing security plans and implementing them, continued by evaluation which helps in creating action plans for security management in organization. The sub processes in the Control process are;
1. Implement policies - This process defines policy statements that should be met to implement security management in organization.

2. Setup the security organization - This process plays the main role in creating security management framework. The responsibilities for information security are setup in this process.

3. Reporting - In this process, the implemented policies are evaluated and documented to reports.
Recovery and Troubleshooting
The main critical and valuable product in organisation is data. In order to protect data from serious failures, the IT organization relies on a complete recovery system to back up the data stored in the hard drives, these backup can be redeployed to recover system when error or failures occur in the system. The recovery systems can be used not only for file recovery but also for rewriting windows registry settings, for restoring software settings, replacing the master boot record and for turning the services on or off. Now a days recovery tools are available for all versions of operating systems. These recovery systems come with pre installation environments, the pre-installation environments are lightweight operating systems which allows the infected or corrupted system to boot up outside of production operating system. The pre-installation environment gives IT engineers to repair and recover files.

Remote repair and control of devices are also possible now; the IT engineers now rely on remote access and recovery methodology. This enables the IT management to control and recover devices from a remote area; hence the efficiency is also improved in recovering. The basic repair and recovery process are:
1. Performing a complete system recovery

2. To edit or modify operating system registry or BIOS settings

3. Add, delete, recover and modify files

4. Restoring master boot record

5. Remediate through remote control access
Asset Management and Software Compliance
An asset management system helps to track all the hardware and software assets in organizations. The asset management includes tracking all the devices that are associated in organization, like software license, audit trails, service history, assignments, warranties and assignments. It also helps IT team to asset tracking with administration workflows which gives information for ongoing deployment and upgrading decisions. The asset management gives clear information about every resource in the environment and allows IT team to maximise profit and to streamline resources using a centralised asset management practices. A collaborative IT management system will be able to handle ongoing reports with configuration management services, and also in habits the database for use with other services. The asset management tools can also capture and organise data to generate reports and to employ workflows by working with inventory, helpdesk, software distribution and other management services. The IT team tracks all the non-computer as well as computer assets for the organizations. The IT teams tracks user history of each asset and services, and associates asset data with other management solutions and systems. Some of the basic tasks are shown below;

Tracking computer and non-computer assets. The IT team needs processes and tools for formally tracking products and generating reports for audit and management needs, through out the lifecycle of an asset.

Verifying software compliance. This has to be considered as one of the main tasks. In an IT organization software are asset that should be tracked and the ability to install it on different computers for different needs. While the software license agreement should also be considered while using it in virtual applications.

Reconcile assets. The IT teams need to restore what is on the balance sheet with physical inventory. The reconcile assets requires features to report licence compliance and to gain insight into asset disposition and ownership.

Notify when a warranty will soon elapse. It links warranty information with an automated email policy that will send alert about the computer status and options for upgrading products and policies in the organization.

Track software usage. This task tracks how often software's are used and when it is used maximum, this can lead for a better purchasing software's contracts at minimum as required. Or it can be used to reconcile licenses for implementing virtual installation inside the organization.

View asset history. All the actions and alterations to an asset as well as peripherals/ attachments and installed software's can be saved to a common centralised database to generate custom audit reports, for troubleshooting assistance, or for viewing service oriented information and software warranty.

Import data from other systems. Importing data from other databases is very often done by IT teams, like spreadsheets or past solutions. From which systems for purchasing, shipping and receiving, and human interaction can be established. In order to meet these challenges to discover and inventory computer devices, the IT team designs processes and practices to implement basic asset management services.
Intrusion Detection Systems for Network Security
The growth of the internet has resulted in a huge amount of network traffic, and this traffic can be used for monitoring attacks using Intrusion Detection Systems (IDS), but at the same time hackers can use this traffic to steal sensitive information or plan an attack. For the past few years these types of intrusions are increasing day by day. In today's inter-connected E-Commerce world an attacker can use NME Server Lookup, web site trawling, E-mail properties and DNS to target there victims. This suggests that many organisations with different backgrounds are affected, and the organizations find this shocking as intrusions and incidents are on an increase rather than decreasing. Intrusion detection systems short for IDS are system that monitor network traffic and monitor any suspicious activity occurring within the traffic, after the system finds suspicious activity it alerts the system or administrator. The IDS system also acts in an effective way such as anomalous or malicious traffic will be blocked. Many organisations and system administrator need these systems to protect their sensitive data from leaking and in the wrong hands such as hackers. The report will aim to provide in-depth information on intrusion detection systems. (Reliable Software Group, Computer Science Department).
Network Intrusion Detection Systems
The most common type of intrusion detection system present within most enterprises today is the Network Intrusion Detection System (NIDS). These systems are set up to monitor both the internal and external traffic flowing through the organization. It is important to monitor both the internal and external traffic as attacks against the network are not only limited to being launched from sources external to the business, even an employee in the organization can exploit the systems. Network intrusion detection systems usually run on their own machine and are strategically placed in the network as a demilitarized zone, so that traffic can be monitored effectively. The purpose of the NIDS varies from product to product, some NIDS will monitor traffic and if malicious activity is discovered it will report it to the network administrator or the concerned person, this is also known as a passive system. However for a more pro-active approach other NIDS can take predetermined actions if malicious activities are found, for example if malicious packets were found by the NIDS entering the network, than the predetermined response could be to automatically drop the packets, this is known as a reactive intrusion detection system. When an attack has been detected by the system it will be logged in the software for evidential information and an alarm will also be raised to inform the relevant staff that an attack has been taken place. There are four different situations which would cause an alarm to be raised. The first being a, "true positive" this is where an attack has been carried out which has been detected and caused an alarm to be raised. The second type of situation would be a, "true negative" this means that no attack has taken place and there is no need for an alarm. The third type of situation would be a, "false positive," this is where an event has occurred which caused the alarm to be raised; however no attack has been detected. The last type of situation is a, "false negative" this is actually the most dangerous as this is a situation where the IDS have failed to detect an attack and no alarm has been raised. (WIKIPEDIA - INTRUSION DETECTION SYSTEMS, 2010)
Host-Based Intrusion Detection System
In addition to the NIDS there is also host based intrusion detection (HIDS) systems available on the market. Instead of running on their own stand alone machine on the network, they are installed and run on all client machines throughout the network. Rather than monitoring network traffic it focuses on monitoring the systems on the internal network. In addition to a NIDS the two systems can provide a more complete protection for an enterprise network. It works by monitoring the computer system on the client machine, this includes looking at assets such as log files, system configurations and system calls. All of the details about the file will be stored in a database (which holds information such as file size, file permissions and a check sum of some sort such as an MD5 hash). These details can then be compared to the current system to see if any large changes have been taken place, if any suspicious changes have taken place then it will trigger alarms. (WIKIPEDIA - HOST BASED INTRUSION DETECTION SYSTEMS, 2010)
Techniques used in IDS
The IDS uses primarily two different techniques two identify threats. The first one is known as signature based detection. The signature based detection works by looking for attack patterns, since most attacks now carried out send a distinct pattern of packets through the network. This is an effective way to detect threats in the network, but if the signature is unknown, i.e. if new attacks enter the networks which have an unknown signature, then the IDS will be unable to detect them. So, proper care must be taken to keep the IDS signature database up-to-date. The other factors that effects signature based IDS are noise. The noise can distort the traffic coming through the network; this can seriously affect the efficiency and effectiveness of detecting threats. Some IDS use behavioural based detection techniques along with signature based detection. The IDS works by first establishing an idle picture of the network, it there is any large deviation from this ideal picture then the IDS will trigger alarms to alert the administrator. For example if an attack is in progress on the network using sync flooding techniques to produce a denial of service attack in the targeted machine, then the IDS will be monitoring a sudden increase in network traffic. When these types of deviations are found the IDS will trigger proper alert systems. A combination of both the above mentioned detection technique will be more effective rather than using one.
Conclusion
IT security Management plays a vital role in IT organizations. No matter how secure our organizations are, still hackers and intruders try to get into our systems. Proper steps should be taken to implement IT security, and data protection should be the key concern that must be taken care of. The types of strategies adopted to implement IT security will depend on organizations. Data/Information is considered as the most valuable product in organization, IT team should take all the necessary steps in implementing security policies and authority delegations to keep the confidentiality of data. Overall this brings to conclusion that, IT security Management consists of many sub-processes which helps organization to retain its reputation by protecting the firm's data and processing them accordingly to their needs.

