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Scenario: - You have been requested to design a network for a Holku Industries medium sized manufacturing company. They currently have 200 hosts split into four departments as follows: - Sales: 75, Manufacturing: 65, Warehouse: 40, Administration: 20.

Design a network simulation for this company (.PKT file required)

Provide detailed documentation of your proposed solution

Summarise the IP addressing scheme you will utilise

Provide a detailed topology diagram of your design

Select the appropriate devices and network media to accomplish your design

Fully explain your decisions and identify possible alternatives.
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Design a network simulation for this company (.PKT file required)
This will be attached to the email.
Provide detailed documentation of your proposed action
I decided that I would split the four networks into two sides A and B and have two routers used as WANs. My division was Sales 75 Hosts, and Administration 20 Hosts. (This was Router A). The other side (Router B) was Manufacturing 65 Hosts, and Warehouse 40 Hosts. This made my calculations easier. I also predetermined what Network I would use as I was using a class B address.

The calculation for Sales 75 Hosts.

I calculated the Subnet Mask: - 255.255.255.128

75 Hosts and this was the nearest allowance to 75 on the network.

The Network Address I decided was 172.16.4.0/25

Fa0/1 172.16.4.1 = Default Gateway

Fa0/2 172.16.4.2 = Host 0

Fa0/3 172.16.4.3 = Host 1

Fa0/4 172.16.4.4 = Host 2

This left 52 unused Hosts

The calculation for Administration 20 Hosts

I calculated the Subnet Mask: - 255.255.255.224

20 Hosts the nearest was 25 which equals 32 less 2 = 30 Hosts

The Network Address is 172.16.4.128/27

Fa0/5 172.16.4.129 = Default Gateway

Fa0/6 172.16.4.130 = Host 3

F0/7 172.16.4.131 = Host 4

Fa0/8 172.16.4.132 = Host 5
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This left 10 Hosts unused

I now had from 172.16.4.159 available to 254 on the Subnet Mask I decided to create the WANs that were needed first The Subnet Mask was: - 255.255.255.248

I needed 2 WANs and this was calculated 22 which equals 4 less 2 = 2 WANs

The network address was 172.16.4.160/29

I decided Router A would be Serial0/0 with the DCE clock rate 64000

Router A Serial0/0 172.16.4.161

Router B Serial0/1 172.16.4.162

I now calculated Manufacturing with 65 Hosts

The Subnet Mask was 255.255.255.128

Nearest total to 65 Hosts

Network Address was 172.16.5.0/25

Fa0/9 172.16.5.1 = Default Gateway

Fa0/10 172.16.5.2 = Host 6

Fa0/11 172.16.5.3 = Host 7

Fa0/12 172.16.5.4 = Host 8

62 unused Hosts

I now calculated the Warehouse 40 Hosts. 26 equal 64 less 2 = 62

The Subnet Mask was 255.255.255.192

Network Address was 172.16.5.128/26

Fa0/13 172.16.5.129 = Default Gateway

Fa0/14 172.16.5.130 = Host 9

Fa0/15 172.16.5.131 = Host 10

Fa0/16 172.16.5.132 = Host 11

22 unused Hosts
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Summarise the IP addressing scheme you will use
Host 0 172.16.4.2/25

Host 1--- 172.16.4.3/25

Host 2--- 172.16.4.4/25

This is representative of 75 Hosts and also shows an allowance for scalability in Sales

Host 3 --- 172.16.4.129/27

Host 4 --- 172.16.4.130/27

Host 5 --- 172.16.4.131/27

This is representative of 20 Hosts and also shows an allowance for scalability in Administration

Router A --- 172.16.4.161/29

Router B --- 172.16.4.162/29

This is representative of the two WANs I required

Host 6 --- 172.16.5.2/25

Host 7 --- 172.16.5.3/25

Host 8 --- 172.16.5.4/25

This is representative of 65 Hosts and also shows an allowance for scalability in Manufacturing

Host 9 --- 172.16.5.130/26

Host 10 - 172.16.5.131/26

Host 11 - 172.16.5.132/26

This is representative of 40 Hosts and also shows an allowance for scalability in the Warehouse.

(Config ip routing1992-2009 Cisco Systems Inc)
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Provide a detailed topology diagram of your design

This is a physical topology displaying an extended star,which can greatly create the collision domain, but also has scalability in order to expand at minimal costs. The way to keep these down is the use of switches and routers.

The cabling will be FastEthernet and straight-through except from router to router where a DCE/DTE and timing was used.

(ccna exploration companion guide)
Select appropriate devices and network media to accomplish your design
Under this heading I am going to explain my choice and why according to the OSI model. I will be doing the explanation from the highest layer down.

Application Layer is the 12 end devices or as I have used them Host/PCs.

The Presentation Layer is how Side A communicated with Side B, also how each department communicated with each other.

The Session Layer establishes the one to one communications.
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The Transport Layer delivers messages only when networked and is responsible for fragmentation and reassembly

The Network Layer is self explanatory, which means it establishes paths for data to transfer through the network. I used two routers.

The Data Link Layer is responsible for communication between adjacent network nodes. I used four switches.

The Physical Layer is media cabling etc, plus bit-level transmission

From the Physical Layer upwards each Layer is responsible to the Layer above.

(HTTP://www.techweb.com/encyclopedia/defineterm?term=osi+model)

The following is my list of items: -

12 Host/PCs (Representative proportion only)

4 Switches (These will represent my departments)

2 Routers (These are my WAN links)

16 Straight-through Cables (Media)

1 DCE/DTE cable (Media)

There is also a way of reducing the amount of switches uses for example for the Sales Department the amount of switches in this configuration would be 4, however by using WS Catalyst 650096 port 10/100 (RJ-21) Upgradeable to POE

The same would apply to the Manufacturing Department using 3 switches, however by using the same switch the switches

On the Warehouse there are several individual switches the Cisco Nexus 502040 Ports (no scalability). The Cisco 2948G switch with 48 ports, and the Cisco Catalyst 356048ports (the last two with small scalability)

Also if required there are larger Routers but all this depends on costs. (1992-2009 Cisco Systems Inc)
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Fully explain your decisions and identify possible alternatives
I chose the network as seen above because it meant that I could build it easily and explain it the same way. I chose two routers 2621XM and installed WIC2T connectors on both. I then connected them with a DCE/DTE cable on the left hand side using CLI, I named the Router A and it as Serial 0/0 with a clock rate of 64000. On the right hand side using CLI, I named the Router B with a Serial 0/1. Using the relevant Serials I also added the necessary IP Addresses with Subnet Masks using the CLI.

The four switches I chose were 2960-24TT which I position in upper left (Sales) and lower left (Administration) and upper right (Manufacturing) and lower right (Warehouse). On the upper left I connected a straight-through from the Router A to the switch. Using the FastEthernet Chart at the switch that was Fa0/1 and at the Router a Fa0/0, but this had to be confirmed by using the CLI at the Router to set the FastEthernet and Subnet Mask with ‘no shutdown' to confirm then exited.

I then placed my three Hosts around Sales as 0 = Fa0/2, 1 = Fa0/3, 2 = Fa0/4. All the Hosts to Sales were connected with Straight-through cabling.

I connected Administration to the Router A; I used FastEthernet Fa0/5 at Administration FastEthernet Fa0/1 at the Router A. I used the Router CLI to set the FastEthernet and the Subnet Mask with ‘no shutdown' to confirm. As per previous configuration I then added three Hosts around Administration connecting with straight-through cabling 3 = Fa0/6, 4 = Fa0/7, 5 = Fa0/8.

I connected the Manufacturing to Router B. I used FastEthernet Fa0/9 at Manufacturing to FastEthernet Fa0/0 at Router B. I used the Router CLI to set the FastEthernet and the Subnet Mask with ‘no shutdown' to confirm. As per my previous configurations I then added three Hosts around Manufacturing connecting with straight-through cabling 6 = Fa0/10, 7 = Fa0/11, 8 = Fa0/12.

I connected the Warehouse to Router B. I used FastEthernet Fa0/13 at the Warehouse to FastEthernet Fa0/1 at Router B. I used the Router CLI to set the FastEthernet and the Subnet Mask with ‘no shutdown‘ to confirm. As with all previous configurations I added my three Hosts and connected them to the Warehouse with straight-through cabling 9 = Fa0/14, 10 = Fa0/15, 11 = Fa0/16.

As you will note that my system is set statically. The first check is to ensure all PCs on Router A side (left side) speak to each other and to the Router A, this is done by “pinging” and also on the “Packet Tracer” there is a quick check (right hand side of diagram there is an envelope/packet ‘click' on it point it on a PC then another, in the bottom right box if successful it will confirm). The same procedure is followed suit on Router B side. At this stage you should be successful on both sides.
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There are several ways if a static network has been set up to enable both sides of the network can communicate and they are as follows: -

RIP version 2 (Routing Information Protocol)

VLSM (Variable Length Subnet Masking)

BGP version 4 (Border Group Protocol)

ISIS (Intermediate System to Intermediate System)

OSPF (Open Shortest Path First)

EIGRP (Enhanced Interior Gateway Routing Protocol)

(Config ip routing1992-2009 Cisco Systems Inc)

The version I decided to use was RIP version 2 which was as follows: -

On Router A

Router A> enable

Router A config t

Router A (config) router rip

Router A (config-router) version 2

Router A (config-router) network 172.16.4.0 enter

Router A (config-router) network 172.16.4.128 enter

Router A (config-router) network 172.16.4.160 enter

A few times on Router A (config-router)  exit

After this check in the Router's RIP chart to ensure completion.

On Router B

Router B>enable

Router B config t

Route B (config)  router rip
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Router B (config-router) version 2

Router B (config-router) network 172.16.5.0 enter

Router B (config-router)  network 172.16.5.128 enter

Router B (config-router)  network 172.16.4.160 enter

A few times on Router B (config-router)  exit

After this check in the Router's RIP chart to ensure completion.

After you have completed all this by “Pinging” any PC in B from A and vice-versa you should have a successful result.
Comprehensibly explain how a single IP packet will flow across your network design from one subnet to another in relation to the OSI model
Each PC/Host is configured with an IP address; Subnet Mask; and Default Gateway. Using the OSI, from the Physical (1) upwards transmits data.

Data Link Layer (2) creates and addresses frames for host-to-host delivery through local LANS

Network Layer (3) creates and addresses packets for end-to-end delivery through intermediary devices in other networks

The Physical Layer ensures the Bits

The Data Layer the Frame Physical Addresses

The Network Layer Packet Path determination due partly to the Default Gateways of Source and Destination Hosts

The Transport Layer end-to-end; connectivity; and reliability; using routers.
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