Philadelphia Inc.
Introduction
This assignment is to Networking assignment name was Philadanpia.inc. In that company I was a new Network Manager. I will solve that the problems of that company in computer and Network. This Assignment includes five Tasks;

In Task (1) I was searching for the explanation of Access control, User Authentication, Firewalls, Virus Protection and Accessing the Internet.

In Task (2) I was making the Question of Cannot Log on Email, and cannot print Printer. That task include question and answer for the Email and Printer.

In Task (3) in this task that need to produce security reviews report for the Access control, User authentication, Firewalls, Virus protection, and Accessing the Internet.

In Task (4) that include the common usage policies of the Internet, Email and Chat Room for the stuff. In this task it can be use in school, university, Company, and other organization because it is an acceptable usage policy in now a day.

In Task (5) I was Make the presentation for the task (3 and 4) that include the power point slide, the presentation Introduction and conclusion. In this task I was making a slide for easy to understand.

In the end of all tasks I was put reference site name and their link pages.
Task 1

Access control
The Access Control is some machine by which a system grants or revokes the right to access some data, or carry out some action.

An Access control is the capability to permit or deny the make use of an exacting resource by an exacting entity.

An Access control mechanisms can be able to use in management physical resource, logical resources, and digital resources.

An Access control system is sometimes regarded as either discretionary or non-discretionary. The three most usually recognized models are Discretionary Access Control (DAC), Mandatory Access Control (MAC) and Role Based Access Control (RBAC). The MAC and RBAC are both non-discretionary.

User Authentication

The system of authenticating to a user, which is of checking that, a user who they claim to be. The common user authentication is by means of a username and password (which is authenticates the username), but can also built-in biometric checks such as fingerprint authentication or iris scan.

A security service that validates the claimed identity of a participant in an electronic transaction. Validation of a sender's identity or origin.

Firewalls

A firewall is a component of a computer system or network that is designed for prevent unauthorized access even as authorize external communication.

The Firewalls can be implementing in both hardware and software or a combination of hardware and software.

It is as well as a machine or set of devices configured to authorize, encrypt, decrypt, deny or proxy all computer traffic among different security domains based upon a set of policy and other criteria.

There are some types of firewall techniques list below;
1. Packet filter

2. Application gateway

3. Circuit-level gateway

4. Proxy server
Virus Protection

The Virus protection is software that effort to fight malware, such as computer worms, computer viruses, rootkits, and Trojan horses.

Virus protection software is generally works at the highly private kernel level of the operating system, creating a potential avenue of assault.

Success depends on arresting equilibrium between false negatives and false positives. False positives can be as destructive as false negatives.

Accessing the Internet

The Internet accessing is refers to the signify by which users connect to the Internet. The Common methods of internet access consist of landline (over coaxial cable, fiber optic or copper wires), dial-up, T- lines, Wi-Fi, satellite and cell phones.

The Dial-up connections are the most regular type of internet connection accessible from ISPs; they are as well as slowest and (usually) the least expensive.

A dial-up connection permit users to join to the internet via a local server make use of a standard 56k modem, the PC factually dials (thus the name) a telephone number (provided by the (ISP) Internet Service Provider) and join to the server's modem and hence the internet.

Once connected users are free to search the web because they please, but compared to modern speeds of broadband internet, dial-up is very slow and can only nominally transmit at 56 kbp Kilobits of data per second under perfect conditions.

The Asymmetric Digital Subscriber Lines (ADSL) have turn into a widely accessible broadband internet connection, providing a diversity of data rates. The connections work by crack the function of a phone line into separate channels used for voice telephone calls and for data (Internet). So, a user can talk on the telephone and be connected to the internet at the equal time. The ADSL connection services are selling with different speed specifications, List below are some common configurations:
· 512kbit/s/128kbit/s

· 1 Mbit/s/256kbit/s

· 3 Mbit/s/768kbit/s
Task 2
Cannot Log on Email
· Are you using the correct email address and password?

· Are you checking the Network connection?

· Are you checking User name and Password it have duration?

· Are you checking correct your primary email address?

· Are you plugging the network cable?

· Are you checking the Hubs or Switch?
· You will make definite that you are trying to sign in to using the same email address and password to you give from the Account. The email address and password fields are case sensitive. Thus, use the right capitalization and do not contain further spaces.
The Problem of cannot print printer
· Have you made any new adjust to the printer?

· Do you test a printer cable failure?

· Are your check ink and toner cartridges unfilled?

· Are you testing the parallel port driver and the hardware?

· Did you check the print permission from printer?

· An Ink cartridge or toner cartridge related printer problems must normally be notice by the printer which next should indicate this with a blinking or non green lit indicator lamp.


Task 3
Access Control

The Access Control systems including;
· File permissions, such as create, read, edit or delete on a file server.

· Program permissions, such as the right to execute a program on an application server.

· Data rights, such as the right to retrieve or update information in a database.
The usually ordinary security risk of interruption of an access control system is essentially following a lawful user throughout a gate. Frequently the lawful user will hold the door for the prowler. This risk can be reducing through security responsiveness instruction of the user population or further active means such as turnstiles. In very elevated security applications this risk is reducing by using a sally port, sometimes to call a security lobby or mantrap where operator interference is necessary presumably to promise appropriate identification.

The second most common risk is from switch the door open. This is unexpectedly simple and useful on most doors. The lever can be as small as a screw driver or big like a crow bar. Fully implemented access control systems contain forced door monitoring alarms. These vary in effectiveness generally failing from high false positive alarms, reduced database configuration, or lack of active intrusion monitoring.

Similar to levering is crashing through low-cost partition walls. Inside shared resident places the dismissal wall is a drawback. Along the equal lines is breaking sidelights.

The Spoofing locking hardware is rather easy and further stylish than levering. A strong magnet is able to work the solenoid controlling lock in electric locking hardware. Motor locks, more prevalent in Europe than in the US, are also susceptible to this assault using a donut bent magnet. It is too probable control the power to the lock either by take out or adding current.

The Access cards themselves include proven susceptible to sophisticated attacks. Enterprising hackers have constructed portable readers that capture the card number from a user’s nearness card. The hacker only walks with the user, reads the card, and then presents the number to a reader securing the door. This is possible because card numbers are sent in the clear, no encryption being used.

The common electric locking hardware immobile has mechanical keys as a failover. The Mechanical key locks are helpless to bumping.

When documentation is presented to a reader, the reader sends the documentation’s information, regularly a number, to a control panel, a highly unfailing processor. The control panels compare the credential's number to an access control list, grants or deny the presented request, and post a deal log to a database. When access is denied based on the access control list, the door stay locked. If there is an equal between the credential and the access control list, the control panel operates a relay that in turn unlocks the door. The control panel as well as ignores a door open signal to prevent an alarm. Often the reader give feedback, such as a flashing red LED for an access denied and a flashing green LED for an access granted.

The over report show a single factor transaction. Credentials can be passed roughly, so subverting the access control record. For example, Maria has access rights to the server room but Bob does not. Maria also gives John her credential or John takes it; at this time he has access to the server room. To prevent this, two-factor authentication can be used. In a two factor transaction, the existing credential and a second factor are needed for access to be granted. The second factor can be a PIN, a second credential, operator interference, or a biometric input. Often the factors are characterized as below
· something you have, such as an access badge or pass card,

· something you know, e.g. a PIN, or

· Something you are, typically a biometric input.
User Authentication

A few scenarios can be cause a require for re-authentication and re- authorization:
· When a user alter the group that he/she wishes to attach to;

· When a user alter the access router used for connection (example, wireless roaming)

· When a user alter the medium used for physical connectivity (example, cellular to wireless, etc.).
Some Organizations are fraught nowadays by an ever-increasing number of security threats. By means of so many individuals having access to a company throughout the Web attendance or network, user authentication has grown to be a critical security topic.

Generally, many companies have relied on single-factor authentication - request users to give only a username and password. But given that this information is frequently easily obtained, an organization's security threshold is appreciably reduce, so, making the company more prone to spiteful attacks.

Two-factor or multifactor user authentication system offer much better security by request the user to present not only information (PIN or password) but also something they have in their ownership (Token, for instance or an ATM card) or to submit biometric data such as a fingerprint or retinal scan. When leading companies worldwide want superior and charge-effective explanation for user authentication

Methods for authentication include:
· Username and password

· Device authentication

· Grid authentication

· Knowledge-based authentication

· IP-geolocation

· Out-of-band authentication

· Tokens, including hardware tokens and display cards

· One-time-password lists
Firewall

A Firewall defends a computer against unauthorized access by the hackers, hijackers, nefarious websites and malicious software. All firewalls, excepting the one included into Windows XP, also block danger previously on your computer from communicating with the perpetrator or a third party. Hence, those hackers can't gain access to your private data or computer. Hardware and/or software firewalls are essential device of computer security.

The Microsoft often releases upgrading to Windows to aid retain you sheltered from continually changing Internet threats. The Windows Firewall is one such development, first released since part of Microsoft Windows XP Service Pack 2. If you have Automatic Updates enable, Windows Firewall is already shielding your Personal Computer.

The Windows Firewall protects your computer by blocking communications that might actually be dangerous software trying to find a method to connect to your personal computer, rather than communications from a person or program you want to interact with. Windows Firewall is smart sufficient to allow connections from computers in your home and to block those connections from computers on the Internet. For example, Windows Firewall will permit you to share files or a printer among two computers in your home, but it will be block any attempts from people on the Internet to connect to your computer.

You are only need configuring Windows Firewall if you are has a problem by a program connecting to the Internet. If you are not having a problem, only verify that Windows Firewall is enabled on your computer, and like using the Internet significant that Windows Firewall is serving to guard your computer. If you understand a problem, you can add a firewall exception for that program to make sure Windows Firewall isn’t causing the problem.

The Most likely, a "firewall" problem is prevent your computer from receiving messages from other stations over the Internet.  It is a most problem.

The solution is depends on what kind of hardware and software you are using for your Internet connection. Regrettably, many different hardware and software products may be concerned, so it is not likely to document everysolution.

Virus Protection

An antivirus is a computer program creates to search, disable and remove viruses, Trojans, malware or worms as of a computer system. Every antivirus program has their own features and some can remove only a meticulous type of virus as of a computer, while others are constructing to remove them all. So, you should be careful while desire which antivirus to install on your system and remember to make regular updates as at least 100 new viruses can be discover each day.
The Computers normally get infected very easily. The most regular ways of getting viruses, Trojans and worms are:
1. From the program, software or file that you have newly downloaded.

2. From an infected removable drive that you have plug into your PC.

3. From pop ups from various websites.

4. Or simply from infected sharing folders on a network.
To recognize whether you computer has been infected or not, you should ensure that it has not:
1. Has been running as well as slowly lately.

2. Has been displaying fatal error messages.

3. Prevented you from running or accessing some specific programs/files/programs.

4. Automatically hidden or deleted some files/folders/programs from your system.

5. Renamed your programs/files/folders in an awkward way.

6. Allowed you to run your operating system suitably.

7. Displayed strange symbols or signs while running your system

8. Frozen or promptly interrupted any tasks.

9. Show infected files on your system while scanning your computer with an antivirus.
These are among the most ordinary ways to know if your computer has been infected but the best method remains prevention. If you are having a good antivirus installed, you will be warned each time a virus is trying to attack your system and if it should be either quarantined or removed.

Accessing the Internet

The internet is one of the greatest inventions of all time. As our families become more and more intertwined with it, the more dynamic role we must take to keep our respected ones from internet pornography. Even if nothing can take the place of a well informed parent that takes an active part in their children's online activities, Internet filter software insert a strong, additional layer of protection, giving parents an added assess of control and further peace of mind.

The Internet filter software gives you the ability to control content displayed, block websites and set up passwords. Influential services similar to email popup blocking and chat room monitoring are just several of the tools obtainable with today's internet filter software, each designed to protect against and neutralize the tactics of hostile online porn companies.

Among the internet filter software choices accessible, investigation and choosing the Internet filter that's right for your company can be complex and time-consuming.

On this topic, internet pornography statistics, side-by-side comparisons and inclusive internet filter software reconsider on that will help you make a fast,

On the down side, wireless technologies are more costly than traditional analog modem. Usually, you will be charged for the total amount of time you are online and the amount of data you are transfer. This is a main disadvantage because we have all become used to low flat rates for unlimited access and data transfer.

Now, the most popular form of broadband wireless is satellite access throughout the two major providers, the Direct TV and the Dish network. And, like receiving television channels throughout these companies, their Internet access is based only on broadcasting information to your home. This means they still need users to have at least a standard analog modem, phone line and account with a local ISP on top of your satellite Internet account which permit you to upload your desires for online information.

The Dish network relies on caching technology to deliver content. And, they only cache major news and portal sites honestly admitting that you cannot be able to access a large portion of the Internet. This sounds bad at the user level but may be ideal for businesses wanting to cut down on surfing time by offering very fast (Dish network assert up to 30 Mbps downloading) Internet access and keep employees in make sure because they will only be able to outlook business related content.

The Direct TV's Internet access workings a small differently. They still need a connection to a local ISP for upstream requirements but they assert that each request is first attached with a special code that routes the online content to the satellite servers and then to your home PC at very fast rates (around 400k at the consumer level).

The next largely popular version is of “Wireless microwave transmission”. Different satellite, microwave transmits both upstream and downstream eliminating the need for an analog modem and phone line. And, once the signal is passed on to your local ISP, your Internet requirements are handled just like a traditional account providing you full access to the World Wide Web (WWW).

The main drawback to microwave transmissions is they require a true line of site from the ISP's transmission antenna to the necessary antenna on your roof.


Task 4
Acceptable usage policies for Accessing the WWW
· The Internet using, on Company time, is authorized to take out Company business only. Internet use brings the possibility of breach to the security of confidential Company information. Internet use also produces the possibility of stain to our system via viruses or spyware. Spyware allows unauthorized people, outside the Company, potential access to Company passwords and other confidential information.

· To remove such programs from the Company network need IT staffs to invest time and attention that is best dedicated to progress. For this cause, and to assure the use of work time properly for work, we request staff members to limit Internet use.

· Under no conditions may Company computers or other electronic equipment be used to obtain, view, or reach any pornographic, or else depraved, unprincipled, or non-business-related Internet sites. So can guide to corrective action up to and including termination of employment.

· To break of copyright.

· To Unpleasant material including pornography.

· Illegal action, including gaining or attempting to gain unauthorized access (or “hacking”) to several computing, information, or communications devices or resources.

· Error, Fraud, Defamation.

· Viruses and spyware.

· Destruction of or damage to tools, software, or data belonging to the college or other users.

· Privacy violations.

· Service interruptions.

· Use of electronic communications in such a way as to delay the computing activities of others (such as initiating Email, chat, instant messaging).

· Download of software from the Internet or installation of programs by a user from transportable media such as, CD, floppy disks, or jump (flash) drives.

· Unauthorized use of another user’s ID and password.
Acceptable Email usage policies
· An Email is as well as to be used for Company business only. The Company private information must not be shared outside of the Company, with no authorization, at all time. You are also not to conduct personal business using the company computer or email.

· Please maintain this in mind, as well as you consider forwarding non-business emails to contacts family or friends. Non-business connected emails waste company time and attention.

· Screening pornography, or sending pornographic jokes or stories via email, is considered sexual harassment and will be addressed according to our sexual harassment policy.

· No e-mail or other electronic communications may be sent which effort to hide the identify of the sender, or represent the sender as someone else or from another company.

· Obey with current legislation

· Use email in an acceptable ways

· Do not make unnecessary business risk to the company by their exploitation of the internet
Acceptable Chat Room usage policies
· No Posting Personal Information:  Never give out or ask for personal contact information or any information that will help someone locates you.No Flaming: Do not connect or partake in any actions directly or indirectly which pester, or intimidate other users. In other words, don't be mean to others. Always treat others as you would want them to treat you.
· No Flooding: Do not fast enter text/or images that be inclined to occupy many lines of the message screen. When this is done it keeps other chatters from being able to send messages.

· Neither the University nor its Internet access provider is responsible for the content of chat rooms.

· Users can be held legally accountable for the contents of their language and messages, and may be held legally answerable if their speech includes, for example, defamatory comments.

· An Educational chat always must take priority over non- educational chat.

· The organizational units accountable for computer labs on campus keep the authority to establish and to impose policy that limits or ban excessive conversation room usage on computers within their labs.


Task 5

Hello! All Ladies and Gentle Man’s. My Name is Shain Thu and I am the new Network Manager from the Philadelphia Inc. I want to present the Security Review Report for the Access control, User Authentication, Firewalls, Virus protection, and the Accessing the Inter. And I want to present the acceptable usage policies for the Internet, Email, and Chat Room. Now a day, in the world every country uses the Computer and Internet. So, presentation is referring to the security for you r computer, Network, and your company or organization private data.
 
Fig (1) Access control slide
 
Fig (2) User Authentication slide
 
Fig (3) Firewall slide
 
Fig (4) Virus Protection slide
 
Fig (5) Accessing the Internet slide
 
Fig (6) Accessing the Internet Policies
 
Fig (7) Email Usage Policies
 
Fig (8) Chat Room Policies

Now, I presenting all of slide are end. You will understand for my presentation. The policies of the Internet, Email and Chatting are use in many organizations, and Company. Any Question can ask me. All of the audience can question me. The presentation is End. Thanks you very much listen for my presentation.
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