Multinational pharmaceutical company

INTRODUCTION
This course work gives you brief overview of the multinational pharmaceutical company. This company is nicely protected with the dual firewall, so that they can easily monitor the internal and external traffic and they have used the 3800 router series that is suitable for the small business with built in facility. Here the course work is explained in three tasks the first task tells you about the threats to the data in a company but here I have only explained only five threats to the data and explained their causes and counter measure. In the second task as a line manager I have detailed my view regarding the security policy for the portable devices. So that the data of company should be protected and used by the employees of the company for their internal work and I have taken some measure for that. In the third task I have written about 500 words regarding industrial espionage.
ABSTRACT
This is the little overview regarding the three task .the first task tell you regarding the threats for the data are possible and what are the risk and countermeasure for the threats what need to be done to over come particular threat. In the second task this is about detail address what security policy can be deployed for the portable device in the company and what necessary measure to be taken .And the third task give you detail about the measure to be taken for the commercial activity of spying(industrial espionage)for getting the data from the company I have clearly explained that and discussed the measure to over come in the future.
THREATS TO THE DATA
As with the growing need of technology in the company the threats are also increasing for the data. One of the main aspects of the company is to protect its own data regarding company plans for future from their rivals. Here I have listed out five threats that I assume to be the most dangerous according to the network diagram. They are employee, portable device, router,
POLICY FOR THE PORTABLE DEVICE
Policies are like pillars for every organization. Each and every organization should follow certain policies for the security and easy functioning of the work. As in the given scenario the staff can use their mobile phones, mp3 players, PDAs and USB (i.e. portable device), as data is important for the organisation policy are like to be followed like mentioned below.
Wireless policy
Their should be a restricted wireless zone in the company because as most of the mobile phones, PDAs have internet facility so they can disrupt the company network like if employees use their mobile phones, PDA for checking their mail hacker can easily enter into the company network and even install worms. By following the wireless policy we can overcome it
Encryption policy
As given in the scenario the staffs are using USB for transferring data in the organisation. If we follow good encryption policy we reduce the risk to some extent and for example if the USB is stolen the data is encrypted their will not be much loss to the organisation as data is in encrypted form.
Password policy
As portable device are commonly used in company should be password protected .For example in a company any one of the colleagues try to steal portable device that have some confidential data they cannot access data if the device is password protected
Antivirus policy
A good antivirus should be deployed for all the portable devices which are used for regular interval for storing data and transferring data from one system to another because the employees may use the same portable device to work from home if his system is infected with virus and he plug-in the same device in the company system it will affect all the systems in the network .And if so we follow good antivirus policy and scanning at regular intervals ,we can restrict this threat and should backup the data for the recovery in the loss of portable device.
Audit log policy
This audit log is useful to know the details regarding the time and all the process taken place for the data transfer by each and every user and this will help the organisation to know the employees movements in the organisation and take necessary steps to prevent the threats
MEASURES FOR INDUSTRIAL ESPIONAGE
Industrial espionage is one of the main threats to the company .As the word industrial espionage itself means spying any thing to gain information regarding company what are their plans, their approach etc this can be done by the business competitor's .some of the industrial espionage detail I have listed below according to our pharmaceutical company given in the scenario.
Bribing the employee:
As given in the scenario we are dealing with the pharmaceutical company, the competitors may give bribe to the employee working in the pharmaceutical company leak the detail regarding the plan, formulas, and the details regarding the distributors and marketing strategies
Measure to overcome:
This is one of the sensitive issue of company ,so for this track record of the employee details like how long he have been working and how many hours he works in a week should be maintained and not all employees should not be allowed to access the company resource certain privileges to be assign for each and every department .According to given scenario there are departments like IT, MANAGEMENT, CUSTOMER SERVICES, MARKETING each employees on every department shall be allowed to access the resource and not allowed to access personal information of company data and their should be CCTV to monitoring their movements and their should be detectors at the entrance for checking whether are carrying any data in portable device
Spy software's:
One of the spy software is keylogger this is acting at the back ground and it is not visible and with the help of this the hacker or the competitors can access the desktop or company resource remotely without the knowledge of anyone.
Measure to overcome:
This can be over come by installing the antivirus that can detect the keylogger like MacAfee, and this can even be stop by installing the intrusion detection on the network to monitoring the whole network and at regular interval updating the software
TERMINATED EMPLOYEE:
The employees who have been terminated by the organisation will try to cause some loss to company by deleting the files and sending virus mail to other employee on the network from his account. According to our scenario they may can change the formula for medicine or delete it .
Measure to overcome:
This can be overcome by disabling the employee account before he does some mischief thing to the company resource. Once the employee has been terminated he need to be escorted from his desk to the exit door by security guards or by other employees this measure should be taken so that no confidential data has been transferred out of the company.
CONCLUSION
From the above report I concluded, as data is one of the prime aspect of the company for this it's good to follow certain policy for their portable devices and the employees, regular scanning of the system with up-to-date antivirus .As given in the network diagram for the pharmaceutical company they have used the dual firewall to provide security this can improved by deploying bastion host .
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