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Web Administration (WWW) 
Basic Web server components 
Web client/server interaction: HTTP 
2 tier and 3 tier models 
Static vs dynamic webpages 
Web content Management 
Web performance metrics and management 
Scaling wav serving 
* 
* Basic Web Server Componenets 
Server Hardware Spectrum (Machine) (lowest Layer) 
A simple PC with standard features 
A server farm, blade server or virtual servers with lots of advanced hardware features 
Server Operating System (Middle Layer) 
Proprietary: Windows, Solaris, HPUX 
Open Source: Linux 
Web Server Software (Application) (Top Layer) 
Proprietary: Microsoft_IIS, IBM_WebSphere 
Open Source: Apache (#1 web server in the world) 
Open Source (Free, can be modified) 
* 
Popular software environment – all open sources 
L inux 
A pache 
M ySQL 
P hp 
* 
Client/Server Model for the Web 
Hypertext Transport Protocol (http) defines the way the client and the server interact 
Typical: 
Browser connects to server on TCP Port-80 (virtual) 
Browser sends a command (like Get “filename” or POST webform) to the server 
“filename”- get me a webpage 
POST-post the data onto a storage medium 
Server responds to command 
Server closes port-80 connection 
All the allowed commands and responses make up HTTP 
* 
HTTP Commands are formed as URLs 
http: - Protocol 
www.espn.com - Domain name 
/Chicago.html – path (name of a file that is a webpage) 
html – Hypertext markup language 

HTTP Error Codes 
Servers are case sensitive and every detail matters 

Web N-Tiered Model 
The 2-Tiered model involves only the web-client connecting to and requesting service of the web-server 
The 3-Tiered Model Basics: 
Client (browser) connects to web-server port-80 
Client sends command to web-server requesting a specific application to be activated 
Application is executed for the user 
Requested application connects to and interacts with (commonly) a tier-3 database server using SQL 
DB server sends results to the tier-2 application 
Application wraps results in HTML, creating a web page 
Web server sends resulting webpage to tier-1 client 
* 
Static (Constant) and Dynamic (Changing) Webpages 
Static webpages are like most on muypage.iu.edu/~username. Unchanging, regardless of who is viewing or circumstance of viewing the pages 
Dynamic webpages change their content or presentation in on of two general ways: 
Using client-side scripting 
The script itself must be in the webpages so that the webpage comes down to your pc and browser and has a script inside of it. Can be animations, viruses, etc 
Using Server-side scripting 
The script is building the webpages. The page is built when requested. Server reads cookies and builds a page (such as amazon) tailored to you. If no cookies or cookies are cleared, a generic page will show or wont show at all. 
* 
* Client Side Scripting 
The web browser retrieves an html-page from the server (2-tier interaction), then the browser processes the code embedded in the •page (typically written in JavaScript) and displays the retrieved page's content to the user. 
•Problems: 
Some browsers do not support the language (like Java) or they do not support all aspects 
Some users have scripting languages disabled in their browsers due to possible security threats. 
* 

Web Content Management (CMS) 
Why do we need a CMS for websites? 
Example: 
As of 2000, the US Fed Government had 47,000,000 web-pages online 
Typically the person responsible for content on a website is NOT the Web Admin. 

Web performance Management: Measurement and Metrics 
Unique Visitors (measures reach) 
Total Hits (includes repeat visitors/loyalty) 
Page exposures (avg number of pages to a single visitor)- helps make improvements 
Conversion rate (percent that actually buy something)- most important 
Click-Through (count of those visiting your site, click on an ad, and go to the advertiser site) 
Abandoned shopping cart 
* 

Understanding the World Wide Web reading) 
The world wide web is a system of Internet servers that supports hypertext to access several Internet protocols on a single interface 
HTTP (HyperText Transfer Protocol): transmits hyptertext over networks. This is the protocol of the Web. 
FTP (File Transfer Protocol): transfers files between an FTP server and a computer, for example, to download software. 
VoIP (Voice over Internet Protocol): allows delivery of voice communications over IP networks, for example, phone calls. 
HyperText is a document containing words that connect to other documents. 
These words are called links and are selectable by the user. A single hypertext document can contain links to many documents. 
Producing hypertext for the Web is accomplished by creating documents with a language called hypertext markup language, or html. 
With HTML, tags are placed within the text to accomplish document formatting, visual features such as font size, italics and bold, and the creation of hypertext links 
Access to Web pages can be accomplished in all sorts of ways, including: 
Entering a Web address into your browser and retrieving a page directly 
Browsing through sites and selecting links to move from one page to another both within and beyond the site 
Searching through directories containing links to organized collections of Web pages 
Doing a search on a search engine to retrieve pages on the topic of your choice 
Clicking on a link within e-mail messages 
Retrieving updates via RSS feeds and clicking on links within these feeds 
url stands for uniform resource locator 
The URL specifies the Internet address of a file stored on a host computer, or server, connected to the Internet. 
Web browsers use the URL to retrieve the file from the server. This file is downloaded to the user's computer, or client, and displayed on the monitor connected to the machine. Because of this relationship between clients and servers, the Web is a client-server network. 
Look at Programming Languages and Environments 
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Web-Applications 
The goal (typically, not always) is to provide web-client (browser access to data in a database internet 
The Problem: 
Web-Browsers speak HTTP protocol to Web-Servers (like “Get Filename” and “Post form data”) and expect HTML data from the Web-server 
Database servers speak and understand SQL (Structured Query Language) commands from the Database client 
Web and database are separate worlds, so a “bridge” is required to connect them. 
Linking Internal Databases to the Web 
Client Web- web browser or other client software 
Server- Web (HTTP) server/Simple Mail Transfer (SMTP)/Domain Name System (DNS) utility/File Transfer Protocol (FTP)/ Newtwork News Transfer Protocol (NNTP) 
ClientInternetServerApplication ServerDatabase serverBack-end Systems 
ServerWeb pages/mail files 
Database server Sales Production Accounting HR 
Web-Database Integration 
The “bridge between the Web server and the database (sometimes called an “application server”) has been implemented in several methods, all can be described as “server-side scripting” 
PHP (open source) 
Ex. City of Bloomington, pay utility bill 
Common Gateway Interface (CGI) (open source) 
Ex. IU Address Book Lookup 
Microsoft “asp.net” active server pages (asp) 
Ex. Gurney’s Garden Supply 
ColdFusion (cfm) from Adobe 
Ex. UITS STC’s 
Ex. UITS Computer Lab reservation 
And others 
All Provides application access to databases and integrated with the web server. 3 or 4 tier model 
The PHP Method for Web-DB Integration: Overview 
1.User request 
Client from web server (http command as a URL) 
User request (from client- browser to PHP enabled Web server, using HTTP) 
2. Program connects to database and requests data 
URL activates program (3rd tier) which interacts with the database server (4th tier) 
Request results in the activation of an application written in PHP (server-side scripting). Application sends SQL commands to Database server 
3.Data retrieved and “wrapped up” into XHTML 
Application has the responsibility to create a web page to send back to the client 
Application receives results of SQL command from database server, and “wraps” the results in HTML 
4. Web page sent 
Web Server sends HTML-results file to requesting client 
PHP “insert record” 
From with data is uploaded to web_server, method = “POST” 
Server reads “posted” form and sees the command to activate the application named in the form 
<FORM ACTION=”insert_modified.php” METHOD=POST> 
The application “insert_modified.php” is processed by the Web Server 
The Processing includes the command to connect to a database (testDB in this case) 
The processing includes send an SQL command to the database: 
INSERT INTO testable values (“, ‘$_POST[testField]’) 
The result? A record (the input types into the form by the user) is added to a table (testable) in the testDB. 
The application “insert_modified.php” receives a positive confirmation from the database (testdb) that a record was added to the table (testable) 
Based on the response from the database server, the PHP application sends (“echos”) a message to the client: 
if (mysql_query($sql, $conn)) { echo “record added!”; 
Cold Fusion Example 
The displayed page is “dynamic”, as it will not be the same every time 
The reservations for the labs change over time, so the display must adapt to the current set of reservations 
Stcweb.stc.indiana.edu is the web server name 
Framework/apps/Public/siteres/ is the oath to the server-side script called “Grid.cfm” 
Grid.cfm is an application that, when activated by an http command: 
Uses SQL to search the database for reservation records for a given date 
Based on the results of the database query, creates the graphical display (in HTML and Java) showing all the reservations for that date 
Asks the Web server to send the graphical display to the requesting web client browser 
CGI 
A collection of applications in a folder named “cgi-bin” on a web-server 
Any of the applications can be “activated” by a client, using their browser 
The application to be activated is coded in the URL sent from the client 
The CGI application can be written in C, Visual Basic, Fortran, PERL or other programming language 
CGI steps (very similar to PHP) 
1. Browser contacts server using HTTP connection over the internet 
2. Web server receives command Software executes a CGI script 
3. CGI script uses other Server Hardware resources. 
4. CGI script creates HTML page with dynamically obtained info 
5. Web server Software sends browser the HTML prepared by CGI script 
More CGI 
CGI can be a security concern. By its nature, the web-admin is allowing anyone to execute the applications in the cgi-bin folder. 
CGI applications can interact with database server by sending SQL commands, but alternatively can interact with any kind of server 
CGI applications must “return” an HTML document to the web-client 
CGI Illustrated 
User fills in data on a form which was displayed in the browser 
When the “submit” button was clicked, an HTTP command (coded into a URL) with action= POST was sent to the webserver 
The webform “posted” to the webserver contains information telling the webserver to activate a cgi application 
The cgi application collects the data posted by the user (name and email data) and uses SQL to add a new record to the mailing list database. 
Reading 
ASP.net is not a language per se and allows users to program Microsoft Internet Information Services (IIS) in Jscript, Vbscript, and C#, among others. 
Server-side scripting gives web developers more control over how web pages are built and served and allows much more interactivity. 
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Managing Web Services 
Understanding the role and purposes of 
Web policies 
Web procedures 
And the human resources necessary to fulfill the organizations web goals 
* 
What is a “procedure”? 
In our context, we can define “procedure” as follows 
A method to define or clarify requirement or a process with the intent to improve the quality of an origiinl outcome or product 
Web performance Measurement 
Performance measurement is a valuable and common “procedure” for public agencies 
Tools are developed that integrate website evaluation and assessment into an agencies management procedures 
From Web_Performance_Measures.doc reading assignment 
Web metrics and other evaluation techniques are not considered an unto themselves, but rther these support the “bigger picture” of agency mission, decision making, planning, and user services 
* 
Web Policy Purposes 
To embed organization “rules” into the agencies online presence 
To ensure compliance with legal mandates (federal law that’s translate into web policy) 
To ensure compliance with ethical mandates 
To ensure that content reflects that agencies “official” position or formal policies 
To ensure quality of the user experience 
Make sure its held high. Error 404 decreases credibility 
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Project Management Environment 
A thankless job 
Project success is invisible to most 
Not clar that the project manmager diod anything 
Project may seem simple in hind-sight 
Project failure is obvious to most 
Project Manager WILL be blames when things go wrong 
What is a project 
A temporary endeavor 
Project Management Roles 
Project Manager: Plans and executes project 
Project Sponsor/Champion: not typically apart of the team. Fights for project approval, ensures project resources are allocated (staff and funding); commonly is Senior Management support for the project 
Project LifeCycle 1: Initiation 
Initiation: develop a “project charter” that describes the projects objectives, scope, presumptions and benefits 
The charter, among, other things, assesses project feasibility 
Economically- economically feasible 
Operationally 
Technically- technically feasible 
Politically- 
Temporally- will it get done in time 
Project Lifecycle 2: Planning 
Main deliverable=Project Plan 
Main Activities 
Scheduling 
Budgeting 
Staffing 
Performing Task breakdown and Precedence 
Precedence: What tasks are prerequisites 
Common Tools 
PERT Chart/Network Diagram (Program Evaluation and Review technique) captures “critical path” 
GANTT Chart captures estimated time for each task, and show relationships between tasks 

Project Help 
Setup and testing (Task)- 10 days (how many people? Makes a huge difference!! Make good judgement) 
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Project Planning- Task Breakdown 
The project must be decomposed into a set of discrete tasks or activities 
Each task must be time estimated 
Task preceding must be determined 
Critical path is determined 

Komposer 
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Project 2 note: T3=DS-3 (Going to cost around 1000 dollars a month) never use caps and spaces when naming a file 

IT Project management 
Budgeting Approaches 
Bottom-Up Approach 
Based on cost estimates for the work break-down, thus is associated with the Project Planning Phase 
Top-Down 
Provides estimates for major budget categories based on historical experience. Could be produced in the Project Initiation Phase. 
Cost Estimating Factors 
Common Errors to Avoid 
1. Too optimistic about what is needed to do the job 
2. Overlook requirements 
3. Lack of consistent methodology 
Projects that use mature, standard I.T. components are easiest to estimate 
Budget Paddling and Low-Balling are common and both can lead to dysfunctional projects 
Types of Costs and Benefits 
One time cost- projects/systems start-up 
Recurring costs- from ongoing evolution and use of system 
Ex. Internet service 
Tangible costs- Items that can e measured in dollars and with certainty 
Ex. For Project 2A 
Computers 
Servers 
Printers 
Equipment, etc. 
Intangible costs- items that cannot be measured in dollars or with certainty 
Ex. For Project 2A 
Lost productivity because people/staff has to become familiar with new software and hardware. 
Tangible benefits- items that can be measured in dollars and with certainty 
Ex. For Project 2A 
Less operational downtime because the computers and servers are new. 
Could attract more customers with new hardware (quantifiable) 
Intangible benefits- items that that cannot be measured in dollars or with certainty 
Ex. For Project 2A 
Becoming a leader and most sophisticated in the industry because of new hardware and software 
* 
Future Value=Present Value(1+(n/t))^nt 
Request for Proposal 
Will Include: computers (4gig .5 tarabyte, big monitor, duel core processors) and servers with certain characteristics. Don’t say apple, or dell computers. 
Printer options: pages per min (so we can save time and money?) 
Provide a timeline!!! When the bidding can start 
Criteria: low costs and customer service, track history, polling, etc… 
Disposal, bidding companies can handle the removal and recycling of the pre-existing hardware. “How will you handle the recycling of old hardware?” 
We are in control 
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Computer Software 
System Software- LINUX vs Windows 
Security: Login password, firewall, etc. 
Article 
Its Bias toward LINUX 
Overlooked criteria: how scalable, safety, how much software it out there?, Total cost of ownership, 
Application Software 
What is an Operating System 
A very complex program that controls the operation of the computer hardware and coordinates all the other software, so as to get as much work done as possible with the available resources 
What Are Common Example of Operating Systems? 
Proprietary 
MS-DOS 
Windows XP 
Windows Vista 
Sun’s Unix (Solaris) 
IBM’s Unix (AIX) 
Open Source 
LINUX 
UNIX (some versions) 
What does an Operating System Do? 
Provides a human/machine Interface 
CLI on LINUX, like mercury 
GUI on Windows 
Provides an application/machine interface for all other software 
Provides a “device driver” for each piece of hardware (video controller, disk controller, network controller…) 
Manages all the programs “loaded” into RAM 
Manages all the files on the disk drive 
Provide authentication and authorization of users 
Proper View 
UserApplicationOperating SystemHardware 
Specific Order. No Application has effect on the hardware. 
Sys Admins control and modify/configure server operating systems and hardware. Nothing more. 
How Applications Interface with the OS 
Message Box: is a request from the application to Windows_OS. Windows will put a message box on the screen. 
Message Box: is one of hundreds of services that Windows (or LINUX or any OS) provides to Application SW. The collection of these services could called: Applications Services Interface. 
Important Characteristics of the Operating System 
Multi-use: Allows two or more people to access the computer and run programs simultaneously 
Mercury, Oncourse 
Multiprocessing: Supports running programs on more than one CPU 
Ex. Core Duo Processor 
Usually come standard on new computers 
Multitasking: Allows multiple programs to run concurrently (even if there is one processor) 
Multireading: Allows different parts of a single program to run concurrently 
Extending the Operating System 
Linux addon: Graphical User Interface 
Linux addon: Network Security elements 
Windows addons: 
Internet support (early versions) 
Firewall (pre-XP) 
Device drivers for new hardware, like a printer, scanner or a video card 
Virus protection 
DLLs 
Digital Link library 
Windows Extensibility via DLLs 
The advantage of DLL files is that, because they don’t get loaded into random access memory (RAM) together with the main program, space is saved in RAM. When and if a DLL file is needed, then it is loaded and run. 
LINUX and Windows as a server OS 
Intitial Cost 
Microsoft=$$$ 
LINUX=$0 
Security 
Why do people Rob banks? 
Windows is more vulnerable and more popular, this is why hackers and viruses attack Microsoft 
Windows is where the money is 

LINUX is much less vulnerable 
Presence, or absence, of GUI 
Application software availability 
Total cost of ownership 
SYS_ADMIN REQUIREMENT 
Initial and ongoing SW License cost 
Technical Training 
Open Source vs Proprietary 
The System Administrator Must… 
Be knowledgeable of limitations and vulnerabilities of the OS 
Be vigilant in acquiring and installing 
Security patches 
Updates to the OS 
Service packs 
Monitor performance and status of the server 
Using (get from slides) 
System Admin Policy Management 
File Back-up policy 
How oftern? Everyday 
How long to retain backups 
Where are the backup tapes stores? Who has acess 
Password policy 
Frequency of change 
(check slides) 
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Big Picture I.T. Infrastructure Management Issues 
Governance and Control of IT Resources 
Who has the authority in the org to provide leadership and dictate rules of I.T. (maybe its wide open=bad) 
Centralization or decentralized approach 
Scalability 
Always a big issue 
Will I be able to scale this software as I experience growth. Sometimes wanna scale down if oversized 
Interoperability 
is a property referring to the ability of diverse systems and organizations to work together (inter-operate). 
Allocation of cost for IT Infrastructure among departments and divisions of the organization 
Who pays? 
Build, rent, or buy decisions on infrastructure 
Total Cost of Ownership (TCO) 
The real expense comes after you purchase the software 
What is “I.T. Infrastructure”? 
Computer Hardware 
Servers, Printers, Desktop comps 
Networks 
LANs, routers, switches, WiFi, cabling 
Software 
Operating Systems, Applications Software, Middleware 
The complete cost picture: Total Cost of Ownership (TCO) 
Hardware Acquisition 
Software Acquisition (must be properly licensed) 
10 Million dollars for Oracle on IU campuses 
Installation 
Training (for the IT staff as well as end-users 
Support (helpdesk, tech support, online, phone) 
Maintenance (upgrades, contracts) 
Infrastructure (networks, security..) 
Downtime (loss of productivity, opportunity) 
Space and energy and cooling 
The Original Purchase Price 
Of a given computer system is commonly… (Get from slide) 
Application Software Map 
Top-Strategic Decisions (Senior Management) Tactical Decisions (Middle Management) Operational Decisions (operational Management)Productions, Clerical, and non-management employees-Bottom 
Data is more refined and summarized as we move up the pyramid. 
Operational- Day to day operations 
Transactions are operational 
Operational Decisions are supported by: 
Transaction Processing Systems (TPS), such as: 
Inventory 
Payroll 
Accounting 
Shipping 
Orders 
Sales 
Production 
All involve Applications Software 
Tactical Decision Making is supported by 
Management Information Systems (MIS) 
Standardized, Summary Reporting 
Supports routine, predictable management decision making 
Decision Support Systems (DSS) 
Supports unstructured, non-standard decision making 
Applications Software Scope 
Single User Software 
Designed for Hands-On Usage 
Tailored to Personal Requirements and Preferences 
Used to Improve Personal Performance 
Ex. MS Word, etc 
Departmental or Enterprise Software 
Designed for Shared Use 
Designed for sharing Data Resources 
Designed to Connect a Variety of Users 
Designed for Larger Size and Scope 
Where does Software come from? 
Programming Languages 
Visual Basic 
Java 
PHP 
“C” 
COBOL 
SQL 
CPU Specific Machine Language 
CPU specific (Intel Core Duo language is completely different than PowerPcLanguage) 
Translation to CPU-specific language is mandatory 
Two methods: “Compiler” or “Interpreter 
Software Source Code 
Written by the programmer/developer 
Written is human-readable codes and commands 
Must be translated into machine code before the computer can process it 

Source Code Writer by Programmer in a Programming languageCompiler (or Interpreter) Binary Machine Code-Ready to run on a computer 
Source Code is written in: 
Programming Languages 
Visual Basic 
Java 
PHP 
“C” 
COBOL 
SQL 
Compiler translates Source code to machine code 
Machine-code is what consumers receive on the CD to install 
People give out these CD’s and not source codes because people would then give away there secrets. Now, nobody can change, view, or edit published software. 
The Build or Buy Decision 
(Get from Slides) 
Outsourcing Software 
(Get) 

Exam 2 Info Starts here 

Module 2: Conceptual Database Design 
2nd Phase of database development 
Conceptual Database Design 
Based on a completed “needs assessment” 
The primary product is an Entity Relationship Diagram (ERD) 
The process of conceptual design is intentionally abstract and technology independent; database design becomes more concrete and technology specific in later stages 
Database Design Methods 
Elements of the conceptual Design include: 
Entities (Nouns: Person, Place, Thing, Event) 
Attributes (Adjectives: specific data describing entity) 
Relationships (Verbs: How entities connect. Ex. Participate in/Assigned to/ A committee Chairing another enitity, etc..) 
Primary tool is the Entity Relationship Diagram 
Rectangles: entities 
Ovals/Ellipse: attributes 
Diamonds: relationships 
ERD Relationship Symbols 
--o-l-- (At most one) 
---l—l-- (Exactly One) 
--o--- (Any Number) 
--l--- (At least one) 
Business Rules 
Business rules explicitly define the RELATIONSHIP between ENTITIES; they are captured on the ERD using the four relationship symbols 
Business Rules are determined and recorded during the “needs assessment” phase, prior to beginning the conceptual database design. 
Rule for Reading and Drawing Relationships 
A relationship on a ERD is (typically) composed of five elements: two entities that are in the relationship, the relationship diamond, and two connecting relationship symbols 
Reading from one entity to the other 
First say the first entity name 
Skip the first connecting relationship symbol 
Then state the relationship 
State the second connecting relationship symbol 
And finally say the name of the second entity 
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Need task, duration, and precedence columns 

Project 3 
ERD-Powepoint 
Word-Schema 

Notes 
Some Basic DBMS Terms and Concepts 
Data is organized in 2-D tables 
Columns= Fields= Attributes 
Rows= Records= Tuples 
Each Table must have 
A unique name 
A column that provides a unique values for each row of the table= Primary Key Field 
Tables are “related” by storing the PRIMARY KEY of one table as a FOREIGN KEY in a related table 
Developing A Database 
1. Needs assessment 
2. Conceptual Design (results in an ERD) 
3. Logical Design (results in a Schema diagram) 
4. Physical Design (results in an implementation of the database) 
Needs Assessment 
Interviews with stakeholders 1-on-1, 1-Many 
Focus Groups 
Study of related information systems 
Conducted by a “systems analyst” 
Results in a document defining system inputs, outputs, general screen-display layout, reporting needs, security considerations, and other information detailing what the proposed information system will do, and how it will behave. 
Schema 
Shows structure of the database 
Shows tables and their fields 
Reveals relationship between tables 
(Look at slides to see graphic representation 
Data Administration: Management Responsibilities 
Define DATA STANDARDS and maintain DATA DICTIONARY 
Define DATA POLICIES 
Establish Disaster-recovery plan 
Promote and Control Data Sharing 
Improve quality and security of data 
Assure compliance with legal mandates 
Defining Data Standards 
Data standards are definitions for data items 
Definitions include: name, description, format, who is allowed to access, who “owns” the data 
Example Data Element in an Inventory 
Name: “Part” 
Description: A component used in the assembly of final product. Has Attributes Part_Num and Part_name 
Format: Part_Num is Integer 0->9999; Part_name is Text Length 8 Characters (Integrity rules) 
Access Control: Manufacturing, Accounting, Production 
Owner: Production Management Team 
Data Policy Illustrations 
We will share no customer data with another organization without customer permission 
We will not share non-identifying customer information without approval of legal dept 
Employee data will never be released to anyone (other than the employee) without the authorization of HR 
Disaster Recovery Planning 
The creation of systems for recovering data and information systems in the event of catastrophe 
Earthquake 
Flood 
Tornado 
Fire 
Where is the data stored? How will it be restored and made available? How will we get hw, sw, telecom? 
Secure reliable off site storage place. 
Promote and Facilitate Data Sharing 
Data Administration should encourage the use of COMMON data elements for different application systems. 
Example: 
Manufacturing, Production Management, Inventory control, and Accounting systems should all use the data element “PART” in their processing; they should NOT create their own definition for “PART” 
General Management Principle Related to Data and DBMS 
1.Application software should be independent from the data 
2.Application software should be considered disposable 
Data cannot be replaced. Software is updated, replaced, etc. 
3.There should be strict data standards 
4.The Management Processes for “data” should be consistent with the process for managing other business assets (Finance, HR, Real estate, Equipment…); mandated for federal agencies by the Paperwork Reduction Act 
5.Policies should exist governing data management and data ownership 
Mandated Data Policy and Procedures 
Health Information Portability Accountability Act (HIPAA) compliance example: 
http://www.cumc.columbia.edu/hipaa/policies/sanctions.html 
Sarbanes-Oxley Act of 2002 (SOX Act) 
One of the most important effects of Sarbanes-Oxley is its impact on data retention requirements. The Act explicitly states that certain types of records must be retained for minimum periods and that a failure to appropriately archive information required by regulators under the Act can have serious consequences. 
Family Educational Rights and Privacy Act of 1974 (FERPA) 
Schools must provide students with access to their education records 
Schools must have a student's consent prior to the disclosure of education records. 
Policy also governs how state agencies transmit testing data to federal agencies 
Paperwork Reduction Act 
Requires federal agencies to treat data and information as a valuable asset to be “managed” like other assets 
Personnel Roles in Data Management 
Data Administration (Policy Maker) 
High Level Policy Role (one or more people) 
Has Enterprise wide authority 
Database Administration (Job Type) 
Highly trained technical expert (one or more people) 
Has management and technical responsibility for database design, implementation and operation 
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Network- two or more entities linked together to share resources and information 
Internet- a network of networks 
Why Do we care about “networks”? 
Basic Functions of a network: 
Transmission = Moving data from one place to another 
Processing = detecting/correcting errors 
Conversion = changing coding or speed when moving between different systems 
Routing = choosing and using most efficient path between sender and receiver 

Transmission of Data from Sender to Receiver 
Data transmitted as a serial stream of “bits” 
Bits (0’s and 1’s) can be represented digitally or as an analog system 
Bit speed determines how fast the bits can move down the media 
The stream of bits must have a media to transport them. 
Twisted Pair-Copper Wire 
Same wire as telephones use 
Fiber Optic 
Radio 
WiFi 
Coaxial Cable 
The media determines in part, how fast the bits move from sender to receiver. 
Media for Data Transmission 
Twisted Pair (telephone) wire= “Cat-5” wire 
Coaxial cable 
Fiber Optical Cable 
Radio Waves 
WiMax 
Bluetooth 
Satelite 
The layered Network Model 
Physicals 
Transmission Control: TCP Protocol, “connections” 
Internet: IP Protocol, Routers, IP Addressing Domain Name Serving, Packet-Switching 
-------------------------------------------------------------- 
* 
Data Link: 10-Base-T, WiFi, OC-“N”, GigaBit-Ethernety 
Send and receive bits 
Media: Twisted Pair, Fiber, Coax, RF 
What the bits travel through 
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Project 3B-Print sheet 
Will send us how to make combo key 
Hint: Use import wizard to create tables 
Don’t copy and paste 
Rearrange data 
Hint: Pay close attention to the software assignment table (toughest 

Layer_3: Internet Protocol 
Data must traverse various LANs and WANs to get from Source to Destination (unless source and destination are on the same data_link network) 
Internet Protocol defines the method of data moving from one network to the next 
Basic Principles: 
Each computer must have a unique address (IP number) that is independent of the LAN to which it is attached 
IP comes from ISP 
LANs and WANs are interconnected by special devices called ROUTERS 
All data moving across the ‘net’ is broken up into small chunks called PACKETS or DATAGRAMS 
The collection of interconnected LANs, WANs, and ROUTERS act as a “switch” for all the packets, guiding them toward their destination 
IP (Internet Protocol Datagram/IP Packet 
Destination Address (32 bits)lSource Address (32 bits) Data (Typically a TCP Packet) 
IP Address 
Internet protocol mandates that each node must have a unique (in all the world) address 
IP version_4 addresses: xxx.yyy.zzz.www 
IP numbers are assigned to computers (PC, servers, IP=phones, iphones… 
Manually (error prone, wasteful) 
Automated via DHCP 
The world has run out of IP_V4 numbers 
IP_V6 to the rescue 
Internet Protocol Functions 
All computers on the internet have an IP number assigned, and have TCP/IP software installed 
IP software 
Breaks the data to be communicated into chunks 
Puts each chunk (say 1000 bytes) into an IP datagram 
Puts TO: and FROM: addresses on the datagram 
Pushes the datagram out onto the local network 
Receives datagrams addressed it coming inbound 
The Internet 
A network of data-link layer 2 network 
Data-link networks (LANs and WANs) connect to each other through a special device called a “router” 
Routers accept data from one data-link network and pass the data on to another data-link network; thus, routers are “inter-network” or “internet” devices 
Internet Routers 
Are the connection point for Layer-2 LANs and WANs 
Can have many Layer-2 connections 
Are the “switches” in the packet-switching network model 
Do one task really well: receive IP datagrams, examine the destination address, decide which Layer-2 network connection will be the best path for delivery, and forward the datagram onto that layer-2 network 
Are Layer-3 devices 

10/25/2011 
Project 3B- Check if data is the same 
Relationships- all should have the infinity sign 

Before Convergence 
Back in Ancient Times, say 2001, the world supported 3 more or less independent “networks” 
A well developed and mature voice network 
A mostly mature network for video distribution 
A new, immature data network 
Layer-1 of these networks are quite similar 
Cost to built and maintain 3 independent nets is very high (who bares the cost?) 
Convergence 
The digital world of the data network can be made capable of carrying the video and voice data 
We see clearly in: 
YouTube 
Vontage (and Skype)=VOIP 
Internet Streaming media services 
Internet videoconferencing 
Digital voice and video requires very large bandwidth 
Voice Over IP (VOIP) 
An application digitizes a voice signal 
The voice data is treated like any other data; broken into packets (IP datagrams), each gets routed through the Internet dependently 
Receiver re-assembles the packets 
Application like media “plays” the received data as voice. 
Network Appliances 
Specialized computers that perform a SINGLE service 
VOIP phone is a network appliance 
Other examples 
Firewall 
Data backup robot 
Intrusion detection system 
Video Conferencing 
Illustrates convergence (video over IP) 
Polycomm unit is a network appliance 
Low-end requires less than 1Mb/sec bandwidth 
High-end, with HD cameras and multiple locations requires very high bandwidth (like Internet-2 provides) 
Unified Messaging 
My email Inbox has: 
Email messages 
Voice messages (mp3 files) recorded 
I can click on a voice message- it is played like any other mp3 
I can phone into the Unified Messaging server; it can play back the mp3 audio files AND can read text email messages 
Issues with Convergence 
Vast infrastructure investment by telecomm companies 
Phone system is proven, hardened, very high reliability, and not so much a hacker target 
Internet is not designed for real-time interaction like phone and videoconferencing requiring special network management methods like QoS 
Impediments to Convergence 
Inertia needed to change infrastructure 
Regulatory 
Human factors 
Protocol, Standards and Compatability issues 
Clash of Cultures 
Need to Interoperate with existing Infrastructure and Applications 
Unproven reliability 
* 
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What does UITS do for us: 
Individual Oriented 
24 hour help 
Software Acquisition 
Web publishing 
File Recovery 
Training 
Team/Group (small collection) Oriented 
Reserve Workgroup facilities 
Shared Folders 
Department Oriented 
Software Development 

Enterpriser Wide Oriented 
Network Services 
Oncourse 
Onestart 
Strategies for Providing User Support (get from slides after this one) 
Laissez-faire 
Very little resources for support, low control 
People are on their own 
Containment 
Very little resources for support, high control 
No creativity or stimulant thinking as there is a lot of control. 
Acceleration 
High amount of resources for support, low control 
Making resources available to assist academic and support units in the application process. 
Can result in lost funds if no control. 
Controlled Growth- DESIRED 
High resources, high control 
Service Produce(Service Level Agreement)Service Consumer 
Method to Monitor the SLA 
Problem Reporting System (aka Trouble A Ticket System) 
Typically operated by the Help-Desk or other use support unit. 
Typically a web-based method of problem reporting 
Has a database to store, manage, route and report on the progress of problem resolution 
Common Service Provided to Users 
Troubleshooting 
Consulting 
Training and Education 
Tool Research and Evaluation 
Tool Purchasing, Installation, and Maintenance 
Information Sharing 
Outsourcing IT support Services 
Does your agency/ 
Not always because it doesn’t make sense for 
Support Staffing Levels 
Desktop (user) support is primarily an internal service (however, a problem reporting system can also be made available to external customers) 
Desktop support is expensive, but most organizations conclude that it is necessary expense 
Common: One User Support staff per every 100 staff 
Much higher now!! 

* 
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Organizational Options 
Fully Centralized 
Fully de-centralized 
The “Federal Model 
Other Hybrids 
The tradeoffs: 
Economies of Scale 
Organizational Standards/Interoperability 
Flexibility 
Uniqueness of departmental needs 
Internal Funding Model for I.T. Services 
Primary Objectives 
Costs of IT services are recognized and accounted for in an equitable manner across departments 
Expectations of IT services are made clear, and measurable 
Common/typical Models 
Fully subsidized central services 
(Fell) Internal chargeback system 
Subsided core services, chargeback departmental specific service (based on Federal model) 
Service Level Agreements 

11/10- missed because of Grandma 

11/15 Storage 
MEMORY AND STORAGE HIERARCHY 
Look at picture 
Punch Cards (offline) 
Couldn’t stole much information 
Each card has an individual piece of data 
Computer would read one card at a time and could show data based on tiny wholes 
Cheap but not fast. 
Magnetic Tape (offline) 
Has vast capacity- hold a hug amount of data 
Not convenient 
Now serves as a backup source of data 
First Disk Drive (online) 
IBM 
5 MB 
RAMAC 350 
Disks aligned with magnetic strip 
Disk Drives (online) 
Popular 
This type of technology is slowly dying because disk drives can fail. 
Flash Drives 
On the rise because they don’t fail like disk drives 
CDs/DVDs 
SLOW-important 
Inexpensive 
Large Capacity 
Unreliable- can get scratched. 
RAID Storage Methods 
Redundant Array of Inexpensive Drives 
Picture 
RAID is 4 times faster because it has 4 
If it had 10 it would be 10 times faster 
Why is this a great idea? 
Speed- files can be read simultaneously rather than individually 
RAID 0- All about performance. (Example above) 
All about stripping 
RAID 1- All about Fault Tolerance 
All about mirroring 
All disks mirror whats on the 1st disk. All disks match 
Wanted so your servers never go down 
Disk drives with memory will be easy to replace. 
RAID 5- Combines Level 0 and 1 
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Server Administration Policies, Procedures and Personnel (3Ps) 
The Primary goals of policies and procedures governing data centers and server assets are: 
(Get) 
Equipment INSTALLATION Procedures 
Equipment must be visually labeled 
Both ends of the cords and cables must be labeled 
Backups-replacement equipment must be on hand and ready for activation 
Inventory/Asset management database updates 
Power and network cables must be run through cable trays (overhead or under floor) 
All clutter and packaging must be removed. 
SAFETY Related Procedures for Data Centers 
Evacuation plan- in case of fire or other disaster 
Installation and management of Fire Suppressant 
Isles clear of equipment and clutter 
Raised floor opening require caution cones 
Emergency call list frequently 
Data Center CHANGE MANAGEMENT Policy 
Defines scheduled, planned server downtime for routine updates and upgrades 
Controlled, managed unscheduled downtime with communications and coordination among stakeholders 
Defines requirements for pre-change testing 
Sets requirements for “Plan-B” 
Server and Data Center Security Policies 
Data Center Overall 
Strong rules on who can enter the data center including employees, guests, vendors, other 3rd parties 
Physical access controlled by swipe-card controlled door locks or biometric readers 
Serve specific procedures 
Password rules 
Anti-virus, anti-spyware, anti-hacker procedures 
Aggressive application of patches and security updates 
Daily backup server data 
Controlling Costs: 
Reducing Equipment Needs 
Reducing Power and AC 
Data center Cost Control Methods 
Rack Mounting: saves space 
Blade Servers: (get) 
(get) 
How do you know when your policies are successful 
Performance bench marks and measure 
Measuring Success of Data center and Server Admin Policies 
Performance Metrics 
# and frequency of safety incidents 
# and frequency of unplanned downtime 
# and frequency of scheduled 
(get) 
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