Management of change essential leadership

Executive Summary
Every internal audit role should be established with a charter approved and reviewed annually at board level. The internal audit charter should describe the internal audit role in the organization it serves, including its purpose, authority, responsibility, and relationships with external organizations. The internal audit charter should be promoted across the organization at all levels and as appropriate across its supply chains and to its stakeholders. Internal audit should have measures in place to demonstrate its level of performance to the organization. Expectation gaps at organization and individual customer levels should be identified, and all performance measures continuously monitored if the full added value of the internal audit role is to be achieved. New dimensions of the internal audit role in an organization should be continuously explored to ensure that it is at the cutting edge of its professional attributes and in its performance.
Introduction
Establishing the internal audit role in any organization require formality to ensure that it is understood not only by the board and management but also by its customer across the organization and, where necessary, those external to the organization The internal audit assurance and consulting role should be explained clearly in a charter to minimize any expectation gaps at board and organization level .The institute of internal auditor as the global professional body representing internal audit in every country, has always recommended and now require in its international standards for professional practice of internal auditing (standard) that “the purpose ,authority and responsibility of an internal audit activity … should be formally approved and kept under review at the highest level in an organization ” in some sector this may be also a requirement of one or more of an organization ’ stakeholder, such as government or a sector’s regulator

Internal audit definition

Auditing Standard ASA 610 Considering the Work of Internal Audit, issued by the Auditing and Assurance Standards Board (AUASB) defines internal audit as follows:
“Internal audit” means an appraisal activity established within an entity as a service to the entity. Its functions include, amongst other things, monitoring internal control.

In addition, the Institute of Internal Auditors (IIA) has developed the globally accepted definition of ‘internal auditing’ as follows:
‘Internal auditing is an independent, objective assurance and consulting activity designed to add value and improve an organization’s operations. It helps an agency accomplish its objectives by bringing a systematic, disciplined approach to evaluate and improve the effectiveness of risk management, control and governance processes.’
Guideline

The scope of internal audit activity embraces the wider concepts of corporate governance and risk – recognizing that control exists in an organization to manage risk and promote effective governance.

The two types of internal audit services contemplated by the definition have been defined by the IIA as follows

.Assurance Services – an objective examination of evidence for the purpose of providing an independent assessment of risk management, control or governance processes for the organization.

.Consulting Services – advisory and related client activities, the nature and scope of which are agreed upon with the client and which are intended to add value and improve an organization’s operations.

Throughout this document all references to “internal audit” will encompass both of these services. Wed by internal audit management

History of internal audit

The Internal Auditing profession evolved steadily with the progress of management science after World War II. It is conceptually similar in many ways to financial auditing by public accounting firms, quality assurance and banking compliance activities. Much of the theory underlying internal auditing is derived from management consulting and public accounting professions. With the implementation in the United States of the Sarbanes-Oxley act of 2002, the profession's growth accelerated, as many internal auditors possess the skills required to help companies meet the requirements of the law
Nature of internal audit activity
Based on a risk assessment of the organization, internal auditors, management and oversight Boards determine where to focus internal auditing efforts. Internal auditing activity is generally conducted as one or more discrete projects. A typical internal audit project [7] involves the following steps:

Establish and communicate the scope and objectives for the audit to appropriate management.

Develop an understanding of the business area under review. This includes objectives, measurements, and key transaction types. This involves review of documents and interviews. Flowcharts and narratives may be created if necessary.

Describe the key risks facing the business activities within the scope of the audit.

Identify control procedures used to ensure each key risk and transaction type is properly controlled and monitored.

Develop and execute a risk-based sampling and testing approach to determine whether the most important controls are operating as intended.

Report problems identified and negotiate action plans with management to address the problems.

Follow-up on reported findings at appropriate intervals. Internal audit departments maintain a follow-up database for this purpose.

Project length varies based on the complexity of the activity being audited and Internal Audit resources available. Many of the above steps are iterative and may not all occur in the sequence indicated.

By analyzing and recommending business improvements in critical areas, auditors help the organization meet its objectives. In addition to assessing business processes, specialists called Information Technology (IT) Auditors review information technology controls.

Internal audit procedure
1. PURPOSE
The purpose of this procedure is to ensure that both an initial internal audit and follow-up internal audits are carried out in accordance with ISO9002.
2. SCOPE
This procedure covers the performance of regular internal audits which are to be carried out on all procedures as listed under the Quality Management System.
3. COMPLIANCE
This procedure is written in compliance with ISO9002 clause 4.17.
4. DEFINITIONS
4.1 INTERNAL AUDITOR: A delegated staff member who has undertaken an internal auditing workshop conducted within the department.

4.2 INTERNAL AUDIT: An audit to be carried out by an internal auditor who is independent of the procedure being audited. To be carried out on a regular basis to verify the effectiveness of the procedure in accordance to ISO9002.

4.3 AUDITEE: Staff member who is audited and who is either directly responsible for or familiar with the duties as set out by the relevant procedure which is being audited.

4.4 AUDIT SCHEDULE: Time set aside for the procedure to be audited by an internal auditor.

4.5 AUDIT REPORT: A report which confirms that an audit took place and which details the internal audit session. To be completed and returned to the Quality Co-Ordinator. There are four sections to this report; Part One - audit findings by the Internal Auditor, Part Two - comments and/or recommendations. Both Part One and Two to be completed by the Internal Auditor. Part Three - auditee's comments and actions. Part Four - comments by the Quality Co-Ordinator.

4.6 CORRECTIVE ACTION: Updating of procedures to reflect the current duties which are carried out by all the sections as listed under the Quality Management System.
5. REFERENCES
 FormIncident/Opportunity ReportTests of transactions and balances, such as recalculating interest;
Analytical review procedures, such as identifying inconsistencies or significant fluctuations;

Compliance tests of general controls, such as testing the set-up or configuration of the operating

system or access procedures to the program libraries;

Sampling programs to extract data for audit testing;

Compliance tests of application controls such as testing the functioning of a programmed

control;

Recalculating entries performed by the entity’s accounting systems; and

Penetration testing.
 SectionAll SectionsThese tools and techniques can also be used effectively to check data integrity by testing the logical processing of data “through” the system, rather than by relying only on validations of input and output controls
EVIDENCE

Internal audit evidence is information obtained by an internal auditor which enables conclusions to be formed on which recommendations can be based.
 
The internal auditor should determine what evidence will be necessary by exercising judgement in the light of the objectives of the internal audit assignment. This judgement will be influenced by the scope of the assignment, the significance of the matters under review, the relevance and the reliability of available evidence and the cost and time involved in obtaining it.
 
The collection and assessment of internal audit evidence should be recorded and reviewed to provide reasonable assurance that conclusions are soundly based and internal audit objectives achieved.

Sufficiency
 
An internal auditor should obtain the evidence considered necessary for the achievement of the internal audit assignment objectives. This is influenced by, for instance:

a.      the level of assurance required;

b.      the objectives and scope of the internal audit assignment;

c.      the scale of activity under review and the degree of risk involved;

d.      the cost and time involved in obtaining evidence; and

e.      the reliability of the evidence.

Relevance
 
The relevance of the internal audit evidence should be considered in relation to the objectives of the internal audit assignment.
 
Reliability

Reliable evidence can be achieved through the use of the appropriate internal audit techniques which should normally be selected in advance, but which may be expanded or altered as necessary during the internal audit assignment.

In order to place reliance on evidence the internal auditor should be satisfied with its nature, extent, adequacy, consistency and relevance to the internal audit assignment and with the methods governing its collection.
 
REPORTING AND FOLLOW-UP

Internal audit reports provide a formal means of communicating to management the results arising from audits undertaken. Such reports should include audit findings, recommendations and conclusions relating to the adequacy of and compliance with the system of internal control and the efficiency, effectiveness and economy of operations in the area covered by the audit. From the point of view of completeness, management response to the audit findings should preferably also be included in the report. The aim of every internal audit report should be:

a.      to prompt management action to implement recommendations for change leading to improvement in performance and control; and

b.      to provide a formal record of points arising from the internal audit assignment and, where appropriate, of agreements reached with management.

Reporting arrangement, including the format and distribution of internal audit reports, should be agreed with management. The head of internal audit should ensure that reports are sent to managers who have a direct responsibility for the unit or function being audited and who have the authority to take action on the internal audit recommendations. Internal audit reports are confidential documents and their distribution should be restricted to those managers who need to know and other appropriate persons on a need to be informed basis.
 
While the internal auditor may clear minor matters which do not indicate a consistent or systematic weakness with members of staff directly involved, matters of consequence should be reported formally in writing to management.
 
The internal auditor should produce clear, constructive and concise written reports based on sufficient, relevant and reliable evidence, which should:

a. state the scope, purpose, extent and conclusions of the internal audit assignment;

b. make recommendations which are appropriate and relevant, and which flow from the conclusions; and

c. acknowledge the action taken, or proposed, by management.

The internal auditor should present an interim report, orally or in writing, where it is necessary to alert management to the need to take immediate action to correct a serious weakness in performance or control, or where there are reasonable grounds for suspicion of malpractice. Consideration should also be given to interim reporting where there is a significant change in the scope of the internal audit assignment or where it is desirable to inform management of progress. Interim reporting does not diminish or eliminate the need for final reporting.
 
The internal auditor should normally meet with management to discuss the audit findings at the completion of field work for each internal audit assignment and the formal written report should be presented to management as soon as possible thereafter.
 
Before issuing the final report, the internal auditor should normally discuss the contents with the appropriate levels of management, and may submit a draft report to them, for confirmation of factual accuracy.
 
If the internal auditor and management disagree about the relevance of the factual content of the draft audit report, the internal auditor should consider whether reference should be made to this in the final report.
 
It is management's responsibility to ensure that proper consideration is given to internal audit reports. The internal auditor should ensure that appropriate arrangements are made to determine whether action has been taken on internal audit recommendations or that management has understood and assumed the risk of not taking action. The status of implementation, in respect of matters of consequence, so determined should be reported to the appropriate levels of management to enhance internal audit effectiveness.
 
Nine Important Points to Avoid Internal Audit Expectation Gaps

More and more organizations are beginning to benefit from professional internal audit practice. This can be seen from the growing number of internal auditors in Europe that can be found in all sectors, public and private. This growth has been accelerated by legislation and regulation that requires organizations to demonstrate the effectiveness of their governance, risk management, and internal control processes because it is clear that an internal audit activity is uniquely positioned to support management. In the detailed paper,8 we set out what we consider to be best practice in internal auditing and how organizations should use internal auditing to help achieve good governance and risk management practice. The most important points are:

1. Professional internal auditors will apply and uphold the IIA’s Code of Ethics in all circumstances.

2. The audit committee will ensure that the mandate and responsibility of the internal audit activity is formalized in a charter that it approves.

3. The audit committee will ensure that the internal audit activity has a direct reporting line to the chief executive of the organization and an open and direct communication line to the board and itself, in order that it maintains its independence.

4. The chief audit executive will support the board and executive management in fulfilling its responsibilities for the systems of governance, risk management, and internal control.

5. The audit committee will ensure that the internal audit activity is adequately resourced and competently staffed by investing in their qualification and their continuing professional development. The promotion of qualifications, endorsed by the profession of internal auditing, will be central in this approach.

6. The chief audit executive will develop and maintain a quality assurance programme that covers all aspects of the internal audit activity, monitoring its effectiveness by using both internal assessments and assessments by appropriate external review bodies.

7. The chief audit executive will plan the internal audit work on the basis of the risks facing the organization, will make relevant and timely reports to other participants in the governance process, and will follow-up internal audit recommendations to enable the drive for continuous improvement in the organization to be successful.

8. The internal audit activity will promote internal controls that effectively mitigate risks in all activities of the organization.

9. The audit committee and the chief audit executive will work to improve the cooperation between all those active in the field of governance, in particular, optimizing cooperation with statutory auditors to ensure the comprehensive audit of all activity.

Consider

1. Are these nine points all reflected in your internal audit role and charter?

2. Are there any expectation gaps in your organization concerning these nine points?

RECOMMENDATIONS

1) Some recommendations appear overly simplistic.

For example, a report might say that management should perform monthly reconciliation's of revenue and cash. What the report might not have mentioned is that the computer support does not provide the necessary information to perform the reconciliation. A system enhancement is necessary.

Management Comment - We agree. To implement the recommendation it will be necessary to enhance the current accounting systems. As soon as the necessary modifications have been made management will perform monthly reconciliation's.

Auditors understand that change does not take place overnight. They appreciate the time and effort required to implement the recommendation. They are more interested in the plan and follow through.

2) Does a thread of common sense prevail? Try to sit back an analyze the auditor's recommendation and your response from a different perspective. Could you explain your position to an average laymen?

3) Do the decisions that you have made represent half-decisions or full-decisions? Are there assumptions used in your logic and what are the assumptions? Are you meeting the real need, considering all the options and thinking it through? Are the decisions based on fact applying integrity, intuition and insight?

4) Get to the point. Auditors prefer that management comments immediately follow the recommendation. You may explain your position at length however, summarize into a short concise management comment that can be published.

After the Audit - The Action Plan

1) Don't use the report to assess blame. The report is merely recommendations to correct problems. The report is not, was never intended to be and should never be used as an individual's evaluation of performance.

2) Audit reports are sometimes opportunities for some managers to demonstrate their skills. Problems occur all the time in large organizations, the measure of worth of management is not measured by the number of problems but by the responses to problems. This is called Leadership.

3) Do use the audit report to establish accountability directed toward a specific objective or goal. To accomplish the objective or goal there needs to be a "plan of action". The individuals accountable for the action should understand what needs to be accomplished, by whom and by when.

4) Set the right tone within the organization. Give recognition to those individuals responsible for successfully implementing the corrective action. After all, didn't they just demonstrate their skills, leadership and improve the agency? People are important.

Conclusions

Both the SPPIA and the Framework address the ways that managers plan, organize and direct the organization's activities. Both seek to evaluate whether or not managers have reasonable assurance that risks will be minimized and the likelihood of achieving desired results maximized. The SPPIA approaches control from the auditor's perspective. The Framework approaches control from the manager's perspective. A full scope review under the Framework is more comprehensive than a full scope review under the SPPIA. This results from the concepts embodied in each of the Framework's five components of control.

For example, under the Framework's Control Environment component, in addition to reviewing how resources are organized and how authority and responsibility are assigned, there is a requirement to assess the ethics, integrity and competence of management and employees; the degree of training and development afforded to managers and employees; and the degree of attention and direction that management provides.

The Framework's Risk Assessment component takes an approach to analyzing objective setting and risk assessment that significantly expands on the concepts found in the SPPIA. The same is true for the approach taken in the Framework's Information and Communications Systems component.

The Framework's Operational Control Activities component and Effective Monitoring component most closely match the traditional issues evaluated through internal audits - establishment and execution of policies and procedures designed to achieve objectives; and monitoring/reporting activities designed to determine effective implementation of those policies and procedures.

As an integral part of establishing audit objectives, the auditor should clearly define the threshold for reportable conditions and materiality. In the traditional paradigm, the internal auditor would most likely to this unilaterally, based on professional judgement. When auditing under the Framework, defining materiality might be better accomplished with the active participation and agreement of management.

By using the manager's perspective, the Framework elevates the level at which internal auditors look at internal control. It moves internal auditing from the more traditional operational level to a strategic level. The beauty of the Framework is that although there is a shift in emphasis, it can be applied to audits of entire organizations, or to audits of individual organizational units, at a strategic level. The Framework provides the internal auditor with an excellent methodology for adding significant value to the organization, while maintaining compliance with the Standards for the Professional Practice of Internal Auditing.
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